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I ABSTRACT

This thesis presents the detailed design and implementation

of the kernel of a real-time, distributed operating system

for a microcomputer based multiprocessor system.

Process oriented structure, segmented address spaces and

a synchronization mechanism based on eventcounts and sequencers

comprise the central concepts around which this operating

system is built.

The operating system is hierarchically structured, layered

in three loop free levels of abstraction and fundamentally

configuration independent. This design permits the logical

distribution of the kernel functions in the address space of

* each process and the physical distribution of system code and

data among the microcomputers. This physical distribution in

turn, in a multimicroprocessor configuration will help to

minimize system bus contention.

The system particularly supports applications where

processing is partitioned into a set of multiple interacting

asynchronous processes. One such application is that of

smart sensor image processing for which this system has been

specifically developed. The implementation was developed for

the INTEL 86/12A single-board computer using the 8086

processor chip.
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a I. INTRODUCTION

The topic of this thesis is the detailed design and

implementation of the kernel of a real-time, distributed

operating system for a multiple microcomputer system.

A. MOTIVATION

In the Electro-Optics Signal Processing Laboratory at

the Naval Postgraduate School, research is currently being

conducted in the area of "smart sensor image processing".

Specifically image processing for long distance missile

detection, high-altitude surveillance and target acquisition

for tactical missiles is the topic presently being investigated.

The smart sensor platform will require on-board data

processing of large quantities of collected image data.

To provide the required "computing power" for a high

input data rate which processes that data in "real time", a

multiple microcomputer system is being developed capable of

performing concurrent asynchronous computations.

A large image processing program can be partitioned into

small interactive parts. These will be dynamically assigned

to the microcomputers available in the system for concurrent

"parallel" and "pipeline" processing.

If properly designed and executed, the concurrent computing

will both increase the throughput and decrease the execution

time.

16
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To facilitate the dynamic assignment of the partitioned

S processes of a program for effective computations by a

multiple microcomputer system, a real-time distributed

operating system is needed and this is the topic of the

present thesis.

B. DISCUSSION

The processing power of microprocessors is increasing.

If this power can be effectively coordinated by an opera-

ting system, it would provide a more affordable anC powerful

product.

The application of contemporary microprocessor technology

to the design of large-scale multiple processor systems offers

many potential benefits. For example, the "cost" of high-

power computer systems could be reduced drastically, and

"fault tolerance" in critical real-time systems could be

improved. Designing such systems presents many formidable

problems that have not been solved by the single processor

systems available today.

The multi-microprocessor systems in use today suffer

performance degradation as more processors are added to the

system. Sophisticated interconnections among processors and

memories are needed to reduce this problem.

Despite the rapidly expanding capabilities of modern

microcomputer systems, they still are limited by the

relatively slow execution speeds of their microprocessors,

17



for many real-time military applications. These systems

generally do not provide the power and flexibility required

to address complex and demanding applications. One such

area is that of "real-time digital image processing". This

is a particularly demanding application area, characterized

by the requirement to apply significant "processing power"

to a high input data rate.

An answer to the inadequacies of the single microcomputer

is to provide for miltiple microcomputer systems. Such

systems could provide the processing power necessary to handle

those applications, which are presently addressed by mini-

computers and mainframe systems. However, most of today's

microcomputer operating systems deal only witha single

j processor and cannot adequately manage multiple processors.

The integration of large numbers of relatively inexpensive

microcomputers into powerful computer systems has been the

subject of intensive research in universities and industry

for several years.

The primary thrust of this thesis is towards a general

architecture which can be applied to hardware systems, that

are commercially available today (this project is currently

using the INTEL general purpose 16-bit 8086 Microprocessor),

with some custom-developed hardware for intercommunication

network and control.

18



C. BACKGROUND

S The system software design uses the MULTICS [9] concepts

of segmentation and "per process stack", in conjunction with

Reed's [15] design of virtual processors, and Reed and

Kanodia [10] eventcount synchronization mechanism.

The basic microcomputer operating system design was

developed by O'Connell and Richardson [7] and is based on the

structure of a hierarchical kernel, where security kernel tech-

nology was used. O'Connell and Richardson first developed a

flexible operating system design that is fundamentally

configuration independent and adaptable to a spectrum of

systems.

J. Wasson [81, in his thesis defined the detailed kernel

design of one member of the above family, a modified real-time

subset, tailored to "real-time image processing" and applied to

the INTEL 16-bit general purpose 8086 Microprocessor.

The objective of this thesis is to complete the above

design and also to write a detailed code implementation.

The result is a layered loop free operating system which

is both small and easy to analyze.

The system supports miltiple asynchronous processes, using

the concept of "two-level traffic control", to accomplish

"processor multiplexing" amongst a greater number of

eligible processes. This dual-level "processor multiplexing"

design allows the system to treat the two primary scheduling

C
19



decisions, viz., the scheduling of processes and the manage-

ment of processors, at two separate levels of abstraction.

The kernel comprises a complete, albeit primitive,

operating system providing support for a large number of

asynchronous processes.

The kernel manages all physical processor resources, and

provides scheduling and interprocess communication and

synchronization and also provides the user with an execution

environment which is relatively free from concern about the

underlying hardware configuration. The system is capable of

performing in a real-time environment through the use of

"preemptive scheduling", to ensure expeditious handling of

time-critical processing requirements.

D. STRUCTURE OF THE THESIS

Chapter I presented a general discussion and the thesis'

background.

Chapter II, describes the overall design philosophy of

the operating system, its functional requirements, how

multiple processes communicate and synchronize their tasks,

and finally how these processes -re multiplexed on a smaller

set of processors.

Chapter III describes the hardware architecture of the

multiprocessor system. The INTEL 8086 Microprocessor was

chosen for this implementation.

Chapter IV describes the details of the system design.

2
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Chapter V presents conclusions and observations that

resulted from this effort and also suggestions for further

research.

C 21
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II. FUNDAMENTAL DESIGN CONCEPTS

A. DESIGN PHILOSOPHY

The kernel primitives which provide multiprogramming

processor management and process management, form one member

of the family of operating systems designed by O'Connell and

Richardson [7]. This member is a modified real-time subset.

The modification consists of the inclusion of a more general

synchronization mechanism, eventcounts and sequencers describ-

ed by Reed and Kanodia [10], which replace the more tradi-

tional Signal/Wait and Block/Wakeup used in the original

design.

Before presenting the details of this operating system,

the high level design and the detailed "working implementa-

tion" of the system, it is useful to investigate the general

design methodology applied to the development of this

operating system.

Multiple processor systems are intrinsically more complex

than the familiar uniprocessor. Their complexity has proven

to be the major barrier to realize the full potential of

the inherent parallelism available in such a system.

One of the most important components of any computer

system is the operating system. The operating system manages

the system's resources. Thus system performance is critically

dependent upon its effectiveness.

(
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We can say that basically two issues confront the operat-

ing system designer. First, he must provide system functions

that support the services requested by the user. These

functional requirements affect the logical design of the

system. Second, he must address issues of cost and

performance. Cost and other management considerations will

not be addressed here. Performance issues concern the

management of physical resources and has to do with the

computational speed, and also system attributes such as the

ease of programming, efficiency, correct operation, etc.

There is a considerable amount of literature devoted to

the development of the functional design of operating systems.

Dijkstra [12] has described a technique for reducing the

complexity of the design by allocating operating system

activities to a number of cooperating processes. Process

structure is simplified in turn, by defining its functions

in levels of increasing abstraction, and by applying the

principles of structured programming.

Madnick and Donovan [13] have described an operating

system as a hierarchical extended machine. Program modules

are added to the system to provide many extended instructions,

in addition to the hardware instructions available on the

bare machine. In complex systems, one extended machine may

be constructed upon another to form a system composed of

levels of abstraction (virtual machines). Figure 1 from

Reference [13], presents the general idea of that hierarchical

2
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extended machine and levels of abstraction built on the

5 bare machine.

Saltzer (14] and Reed [10, 15] have discussed the advan-

tages of resource virtualization and have described useful

interprocess communication and synchronization mechanisms.

The general design strategies presented in this thesis

will aid the operating system designer in developing system

functions in a clean, logical, verifiable design.

Finally, adequate performance can only be assured if

the behavior of the system is well understood and this in

turn imposes a strict requirement for simplicity.

In this design, the requirement for simplicity is

satisfied by utilizing a model based on the notion of

multiple asychronous processes with segmented address spaces.

This is the central unifying concept which provides a

straightforward view of both static and dynamic system

behavior (4]. The principles of structured system design

are also applied to logically organize the operating system

into a hierarchically structured set of easily understood

modules whose interactions are clearly specified and strictly

enforced.

The result is a modular, layered operating system which

makes it easier to ensure correct operation and provides

better opportunity for improving performance through tuning.

Finally, because the system is small, less memory is used for

25



operating system code and less processor time is spent in

U its execution.

The operating system design is logically organized into

a hierarchy that separates the user application processes

from the kernel. This modular, layered design lends itself

to "dynamic reconfiguration" where processes can be relocated

among physical processors [19]. Additionally, the system

initialization technique proposed by Anderson [19] provides a

basis for an automatic recovery mechanism that will initialize

the system on a new physical configuration after the detect-

ion of faulty system components.

B. FUNCTIONAL REQUIREMENTS

The functional requirements defined below support the

specific design goals of the system and provide features

desirable in any operating system, such as: a logical struct-

ure, fault tolerance and efficiency of operation. Functional

requirements define services that must be provided to support

the user's environment.

1. Process structure

By dividing a job into asynchronous parts and execut-

ing these parts as separate entities, significant benefits

can be realized. Within a single processor system the

partitioning into asynchronous parts provides the "only"

design simplicity. But in a multi-processor system, the

partitioning into asynchronous parts is essential, if the

26



"parallel and pipeline processing" potential of the system

* is going to be used.

2. Definition of a process. Process organization

The abstract idea of a process has been defined

in several ways. A simple one offered by J. Saltzer is

the following:

"a process is a program in execution on a
processor." [141

A process is the sequence of actions taken by some

processor. In other words, it can be viewed as the past,

present ad future "history" of the state of the processor.

The notion of a process provides a complete description of

all instructions executed and all memory locations referenced

during the performance of a task.

Considering the above definition, it becomes clear

that there are two elements which together completely

characterize and define a given process. These are the

process' "address space" and the "execution point."

The address space is the set of memory locations that

could be accessed during process execution. The execution

point is the state of the processor at a given instant

during process execution (and is characterized by the contents

of certain processor registers).

In the abstract view, an address space is defined by

a collection of discrete points, each representing a memory

word. The process is described by the path traced through

27



1

this address space from process creation to its destruction.

In Figure 2 the main path, shown by a heavy black line,

traces the process execution point as it moves from one

instruction (i.e., memory word) to another during process

execution. The branches from this execution point path

represent data references.

The concept of a process has proven to be a funda-

mental and powerful one in the organization of computer

systems. By designing a system as a collection of coopera-

ting processes, system complexity can be greatly reduced.

This is because the asynchronous nature of the system can be

structured logically by representing each independent

sequential task as a process and by providing interprocess

synchronization and communication mechanisms to prevent

"race" and "deadlock" situations during process interactions.

ADDRESS SPACE

PROCESS
CREACO

PROCESS
DESTRUCTION

FIGURE 2. PROCESS HISTORY
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3 Several advantages result from using this process

oriented design. As a tool for dealing with the asynchronous

nature of system operation, processes provide a simple,

logical, high-level structure for the design. Since each

process is confined to a specific address space, tasks are

isolated from one another and system fault tolerance can be

improved.

Each process is assigned a unique identifier and is

an explicit entity that requires management.

In a "distributed" operating system, those portions

of the operating system that are logically part of the

sequential flow of control (viz., locus of execution) are

within the address space of each user process. This is made

possible by dividing the operating system into procedures

that are called like any other application procedure.

It should be noted that in a distributed operating

system there is no "master" assigning processes to processors.

Rather, each running process "gives up" its processor to the

next process that is ready to run.

The address space of a process we can say, provides

a container for the process which isolates it from any

other process. This eliminates the possibility of inter-

process interference simply because processes are unable

to "escape" the confines of their defined address spaces.
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I However, this is rather restrictive in that processes

which are totally ignorant of each other have no hope of

co-operating towards the accomplishment of some greater goal.

In order to mediate this constraint, one desires to allow

some restricted (controlled) form of address space overlap,

(viz., sharing), such that co-operation is allowed while

still retaining the benefits of protection offered by

isolation. Sharing requires some way of distinguishing the

shared portions of the address space. This is greatly

facilitated by introducing the notion of memory segmentation.

Finally, to distinguish between a process and a

processor (physical or virtual), we can say that the major

difference is that a processor is an "actor", while a process

is a sequence of "actions" taken by that actor. A process

results from the actions of a processor.

3. Virtual Memory and Segmentation

In many memory handling schemes, processes cannot run

unless the entire address space is loaded in primary memory.

This may require a large main memory or it may restrict the

size of the address space. An alternative plan requires an

operating system which manages primary and secondary memory

to create the "illusion" of a memory which is larger than

system's primary memory. Since the larger memory is only

an illusion,it is often called "virtual" storage.

Virtual memory is used to implement the concept of a

"per process" address space. In Multics (16] each process is
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provided with its own virtual memory for an address space.

These virtual memories are completely independent of one

another.

A virtual memory (the address space of a process) is

composed of a set of segments. A segment is a logical col-

lection of information (e.g., procedure, data structure,

file, etc.) and is the basic logical object of this design.

Segments are distinct "variable size" memory objects contain-

ing a sequence of words with conventional linear addresses.

Associated with a segment is a set of logical attributes

used to uniquely identify the segment and to control access

to it.

In specifying the set of segments that comprise a

virtual memory, one may include segments that are also

part of "other" virtual memories as well. So in addition,

segmentation supports "information sharing" since a segment

may belong to more than one address 3pace. Segmentation

provides a means of associating logical attributes and labels

with each segment, such as, access class, domain, etc. Thus,

segments can be shared in a controlled manner to provide for

inter-process communication and synchronization.

By using segmentation to provide a virtual memory

environment, the user is presented with a configuration

independent system in that he "sees" a process address space

that he can consider "his own" and is not dependent on the

assignment of physical addresses.
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a. Addressing in a Segmented System

Addressing in a segmented memory system is

"two-dimensional", That is, a complete address consists of

two parts. The first is the "segment number", This identi-

fies the particular segment of interest. One attribute of

the segment is the physical address of the segment's base.

Thus the segment can be located anywhere in physical memory

just by changing this base address. The second dimension

of the address is an "offset" relative to the segment's base

(the beginning of the segment). This serves to access

specific locations within the segment.

This two-dimensional addressing "frees" informa-

tion from dependence on a particular memory location by

making it arbitrarily "relocatable",

Figure 3 illustrates the two-dimensional nature

of the segment address. The descriptor segment provides a

list of descriptors for all segments in a process address

space. As previously mentioned, one attribute of the segment,

given by the segment descriptor, is the "physical" address

of the segment's base. Then the second dimension needed to

access a specific memory word within this segment is given

as an "offset" from the segment's base, (SEG # n, OFFSET), e.g.,

(st dimension, 2nd dimension). So, in segmented addressing,

each address is characterized by an ordered pair of numbers

(1st dimension, 2nd dimension).

32

L _



1T

* Because of the similarities in address mapping

hardware, very often the distinction between paging and

segmentation is confused. To distinguish between page and

segment, we emphasize the conceptual differences here. The

major difference is that a segment is a "logical" unit of

information "visible" to the user's program and is of

"arbitrary size", A page is a "physical" unit of information

strictly used for memory management "invisible" to the user's

program and is of a "fixed size", In this design only segmen-

tation is supported by both the hardware and software.

Segmented memory management can offer several

advantages. It can: control fragmentation; facilitate shared

segments (data areas and procedures); and also for future

development in this system can provide dynamic linking and

DESCRIPTOR
SEGMENT _ SEGMENT #2

T_--SEGMENT'S

OFFSE
* "

SEG #2 MEMORY WORD

FIGURE 3. SEGMENTED ADDRESSING
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loading, controlled access, dynamically growing and shrinking

segments. More details about segmentation in the present

design will be discussed in the next chapter.

4. Abstraction - Abstract types

"Abstraction" provides a method for reducing problem

complexity by applying a general solution to a collection

of specific cases [17]. Structured programming provides a

tool for creating abstraction in software design.

An "abstract type" is a class of objects in the

system, for which there is a defined set of operations.

The difference between an abstract type and the "classic"

notion of type, is that the user of an abstract type need

not know the representation of the object or the algorithms

used to implement operations defined on the type, and

furthermore, the only operations allowed to be performed

on the object are specified by the definition of the type.

The concept of abstract type is quite attractive for

the structuring of large systems. The result is the kind of

structuring prescribed by Parnas' "information hiding

principle" [20], for decomposing a system into modules.

Further, abstract types fit naturally into the structure of

an operating system since a major task of an operating system

is to multiplex a set of physical resources to produce a set

cf virtual resources that can be viewed as objects of abstract

type. For example, this is exactly what happens in processor

multiplexing (see paragraph C).
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An abstract type consists of a set of objects and a

set of operations. For example, a word in virtual memory

is an abstract type. Two operations that can be carried out

by instructions in user processes are read-word, which

obtains the content of a word named by a particular virtual

memory address, and write-word, which takes a bit string and

stores it in the object specified by a particular virtual

memory address. Processors, both real and virtual, also can

be viewed as objects of abstract type.

The abstract type idea clearly furnishes a useful

way to view the virtual objects seen at an operating system,

but for the design of an operating system the abstract idea

is equally important in structuring the internal implementa-

tion of the system.

By strictly applying two special rules in addition

to the general principles of structured programming, a

structure consisting of levels of increasing abstraction can

be constructured.

First, calls cannot be made outward toward higher

levels of abstraction. This frees lower levels from a

dependence on higher levels by creating a loop-free structure

and results in a design which is capable of having subsets.

Second, calls to lower levels must be made through

specific entry points or gates. Each level of abstraction

creates a virtual (hierarchical) machine [13]. The gate to

each level provides a set of instructions created for that
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virtual machine. Thus, higher levels may use the resources

of lower levels only by applying the instruction set of a

lower level machine. Once a level of abstraction has been

created, the details of its implementation are no longer an

issue. Instead users see layers of virtual machines, each

defined by its extended instruction set.

For this particular design when the rules of

abstraction are applied to level 0, the physical resources

of the system, these resources are "virtualized". Thus

the first level of abstraction creates "virtual processors",

"virtual memory", and "virtual devices" from the system's

hardware. At each higher level the detail of the design

is reduced. The gate at the boundary between the highest

level of the kernel and the lowest level of the supervisor

provides a mechanism for isolating the kernel as well as

ensuring that each memory access is via kernel software.

This mechanism has been implemented in the system by a ring-

crossing mechanism called the Gatekeeper (or Gate).

5. Protection Domains - Levels of Abstraction

a. Protection Domains

The implementation of this operating system has

not considered the "internal security" of the system but in

the design there are all the ingredients for future extensions

in this direction.

An essential requirement [221 of internal security

is that the security kernel be isolated from other elements
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of the system. This can be accomplished by the construction

of protection domains. Protection domains are used to

arrange process address spaces into rings of different

privilege. This arrangement is a hierarchical structure

in which the most priviledged domain is the innermost ring.

The structure essentially divides the address space into

levels of abstraction with strictly enforced gates at the

ring boundaries (Figure 4).

The protection provided by the ring structure

is not a security policy (security protection is implemented

by a lattice structure). It is, however, a mechanism to

enforce the hierarchy of the virtual machine by creating a

priviledged kernel ring within the supervisor ring.

GATEKEEPER

SUPERVISOR

FIGURE 4. PROTECTION RINGS
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In this implementation to protect kernel proced-

ures from the user, the process' address space is divided

into two hierarchical domains, "user domain" and "kernel

domain". The kernel domain is the most priviledged. Only

the kernel executes in this domain. The user domain is less

priviledged and is separated from the kernel domain to protect

the user from inadvertently causing problems to the operating

system services. These two domains are generated by software

since there is no hardware support.

b. Levels of Abstraction

Abstraction is a way of avoiding complexity and

a tool by which a finite piece of reasoning can cover a

myriad of cases [171. The purpose of abstracting is not to

be vague, but to create a semantic level in which one can be

absolutely precise.

Levels of abstraction have been demonstrated to

be a powerful design methodology for complex systems. The

use of levels of abstraction in general leads to a better

design, with greater clarity and fewer errors.

A level is defined not only by the abstraction

that it supports (for example, a segmented virtual memory)

but also by the resources employed to realize that

abstraction. Lower levels (closer to the hardware) are

not aware of the abstractions, or resources of lower levels

only by appealing to the functions of the lower levels. This

pair of restrictions reduces the number of interactions among

tparts of a system and makes them more explicit.
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Each level of abstraction creates a virtual

machine environment. Programs above some level do not need

to know how the virtual machine of that level is implemented.

For example, if a level of abstraction creates sequential

processes, and multiplexes one or more hardware processors

among them, then at higher levels the number of physical

processors in the system is not important. This way, in

present implementation, since the processes are assigned

virtual processors (and not physical), there is no effect

on the user when real processors are added or deleted

(except, of course, for the change in performance). Adding

and deleting processors will have particular interest when

"fault tolerance" and "fault correction" are added to the

attributes of the operating system.

On the present implementation, the operating

system is structured as a hierarchy of the levels of abstrac-

tion shown in Figure 5.

C. PROCESSOR MULTIPLEXING

1. Definition of a Processor

The basic function of a processor is to perform a

sequence of operations on objects in its environment. The

environment of a processor is a set of objects. For example,

the environment of a physical processor is that portion of

memory that it can access through its address mapping hard-

ware. Typically the environment is specified by an object
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SUPERVISOR LEVEL 3

TRAFF NTROLLER

kernel

INNER TRAFFIC CONTROLLER LEVEL 1

HARDWARE (BARE MACHINE) LEVEL 0

FIGURE 5. LEVELS OF ABSTRACTION

such as the "descriptor segment" (in MULTICS) which in turn

names another object.

A processor has internal memory, called its state,

that it uses to pass information from one operation to the

next. The processor determines the next operation to perform

by interpreting an instruction found in the processor's

environment by an instruction pointer that is part of the

processor state. Also included in the processor state is

the name of the current domain in which the processor is

executing.

Each operation performed may modify the contents

of the processor's internal memory. In particular, it changes

t
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the instruction pointer to select the next instruction to

3 be interpreted.

As an object of abstract type, a processor may be

part of the environment of other processors. The operations

that can be performed on a processor object are: loading

a new state into the processor, extracting the current state

from the processor, causing the processor to run, causing

the processor to stop, etc.

A processor can be a physical object such as the

INTEL 8086, 16-bit general-purpose microprocessor used to

implement this design. In this case, the processor registers

comprise the state of the processor. The environment of the

processor includes all of the primary memory that is acces-

sible through the processor's descriptor segment. The

descriptor segment in this design is related to the four

hardware segment registers (CS, DS, SS and ES). Details

are discussed in the next chapter.

On the other hand, a virtual processor which has

no direct hardware manifestation, is a simulation of a

physical processor achieved by using physical processors

to interpret the instructions to be executed by the virtual

processor. The virtual processor idea is discussed in the

following paragraph 3.

2. Definition of Processor Multiplexing

Multiplexing can be defined as the use of a single

resource for different purposes at different times. For
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example, the physical bus lines can be used both for addresses

and data during different times of a machine cycle.

Processor multiplexing is a technique for sharing

scarce processor resources among a number of processes. The

ability to multiplex processors efficiently provides a

mechanism for the virtualization of these physical processors

by simulating the existence of a larger number of virtual

processors. This technique is widely used in conventional

uniprocessor systems where it is called multiprogramming. It

seeks to maximize the use of the available hardware by auto-

mating control of process loading and execution. It also

greatly increases the flexibility of a system allowing it

to be effective in more complex and demanding applications.

J. H. Saltzer [14] presented one of the fundamental

works on the subject of processor multiplexing.

3. Processor Virtualization

The first levels of abstraction, above system hard-

ware, creates virtual representations of physical resources

(virtual processors, virtual memory). Since upper levels of

the design operate on these virtual processors rather than

on physical processors, most of the design (i.e., everything

above virtualization level) is independent of the physical

configuration of the system. This means that by providing

the virtual to real processor binding in the kernel of the

operating system and since the processes are assigned virtual

processors (and not real processors), there is no effect

4
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on the user when real processors are added or deleted in the

system (except, of course, for the change in performance).

The physical processor resources (those hardware

devices that execute machine instructions) are virtualized

by creating abstract processors called virtual processors.

Processor multiplexing can be defined also as a

simulation of a number of distinct virtual processors by a

smaller number of real processors.

a. Virtual Processors

A virtual processor is a data structure that

contains a complete description of a process in execution on

a physical processor, at a given instant. This description

is contained in the process execution point. The address

space of the process must be accessible to the virtual

processor when it is "loaded" on ("bound" to) a CPU. To

provide a useful virtualization capability, the CPU must

have the ability to efficiently multiplex process execution

points and address spaces (i.e., it must support

multiprogramming).

Virtual processors are simulations of processors.

They can be viewed in essentially the same way as physical

processors, in that they execute the same instructions.

However, the instruction set of a virtual processor has been

expanded to include some instructions which the physical

processors do not directly have. These include "instructions"

to "load" a process, certain operation called interprocess
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communication and synchronization primitives, system service

calls, etc.

For example, the AWAIT operation is not an

operation that requires real processor resources, it is

rather an operation that inhibits use of real processor

resources by the virtual processor.

Virtual processors exist only as "abstract"

processors represented by a data structure. They are used

as the vehicle for the control and manipulation of processor

resources.

Each of the virtual processors executes a sequence

of operations in time. These sequences are actually

performed by the real processors. Successive operations of

the same virtual processor may be separated by a gap of

time, during which operations of another virtual processor

are being executed by the real processors. Figure 6 shows

how the operations of three virtual processors might be

mapped into the operation sequence of one real processor

Real Processor #1 time

Virtual Processor #1,- -- -I oI
I i I I
S I I I

Virtual I I
Processor #2 II i

I I I '
Virtual Processor #3 L _,_____

FIGURE 6. MULTIPLEXING A REAL PROCESSOR
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To define a term used frequently in this thesis,

a virtual processor being simulated by a real processor is

"bound" to that real processor whenever its process is

being executed by the real processor. Thus, Virtual Proces-

sor #2 in Figure 6 is bound to Real Processor #1 during the

first time interval.

Processor multiplexing also requires a policy of

scheduling. Given a number of virtual processors to which a

real processor may be bound at any one time, the real

processor can execute only one virtual processor. The

choice of the processor to run is made by some algorithm

called virtual processor scheduler. This algorithm receives

as input the set of virtual processors belonging to this

real processor and chooses which one is to run (be bound and

execute).

4. Multiprogramming

Multiprogramming is used to improve system efficiency

and to create a virtual environment which frees the remainder

of the operating system from a dependence on the physical

processor configuration. Processor management provides a

means of coordinating the interaction of the asynchronous

processes which comprise the system. This implementation

employs a processor multiplexing technique for a distributed

kernel and provides a virtual interrupt mechanism. The

modular hierarchical structure of the software is "loop-free"

to support future system expansion to higher level functions.
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The clean, logical, process-oriented structure of the

system offers other benefits as well, including possible

inclusion of rault tolerance, resource configuration

independence, and efficiency.

In a system where there are more processes than

processors, there must exist a means of switching processors

from process to process. For example, reasons for switching

processes are: current process completes, current process

is blocked, a higher priority process is ready to run, etc.

Whatever the reason for switching, there are certain

tasks that must be done in performing the switch. First,

save the address space and current execution point of the

old process. Secondly, load the address space and the

execution point of the new process.

5. Multiprocessing

The process structure provides the essentials for

parallel processing. That is the support for a set of

asynchronous processes which can communicate with each other.

Parallel processing does not require a multiprocessor

environment. However, in a multiprocessor environment,

parallel processing can provide faster completion of a job.

Whenever a job depends on a mixture of asynchronous

and synchronous tasks and time is a factor, then concurrent

processing is a possible solution to get the job done in

the specified amount of time. Using several processors

working on the same job and each of them doing separate tasks,

the overall time required to to this job can be reduced (job

has been structured into explicit processes).
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The above discussion provides some of the major

reasons why this system was designed to support parallel

processing on multiple processors.

6. Two-Level Processor Multiplexing

In this design there are two levels of processor

multiplexing. The design in two levels arose from the

existence of multiple physical processors. Each of the

levels addresses a distinct requirement. One level supports

virtual processor management, that is, the provision of

inter-process communication and synchronization. The

other supports the management of physical resources by the

operating system. The first one addresses the multiplexing

of virtual processors among processes and is the "Traffic

Controller". The other addresses the multiplexing of

physical processors among virtual processors and is the

"Inner Traffic Controller".

a. The Traffic Controller

The Traffic Controller represents the upper

level of processor multiplexing (Level 2) and provides the

mechanism for multiplexing virtual processors among processes.

Thus it is responsible for inter-process synchronization and

communication.

As an example, consider that a Process A wishes

to synchronize its actions with another Process, B, such

that Process B has to complete some task before A can

continue execution. Thus A will execute to the point where
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it cannot proceed further and then wishes to signal B.

When Process B has finished that task it must notify Process

A of its completion so that Process A may then proceed.

This inter-process synchronization and communica-

tion is hbndled at the level of the Traffic Controller. In

the above example, when Process A discovered that it could

not proceed further, it "gave away" its virtual processor to

another process that could be run. In this way the Traffic

Controller suspended the execution of Process A and a new

process was bound to its virtual processor. In the same

way, when B completes (viz., it has no more work to perform)

it will also give its virtual processor away.

b. The Inner Traffic Controller

The Inner Traffic Controller comprises the

lower level of processor multiplexing (Level 1) and provides

the second set of multiplexing functions. It multiplexes

physical processors among a fixed set of virtual processors.

In particular, the system's interrupt structure is managed

by the Inner Traffic Controller.

If a user process calls upon some system service,

such as disk I/O or I/O for a real-time sensor, it must wait

for that service to be completed before it can proceed. The

performance of a system service is considered to be part of

the requesting processes. However, the service may actually

be supported by another virtual processor. To control this

interaction, the Inner Traffic Controller provides the
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required inter-virtual processor synchronization and communi-

cation mechanism. In particular, a physical system interrupt

is Jirectly transformed into a synchronization signal to a

wtitino v:irtual processor. This structure is particularly

.-P-:tant "or the support of real-time processing, and note

-* . s :ompletely distinct from inter-process synchroni-

i- l _- -:-munication described in paragraph 6a.

Processor Multiplexing Strategy

1. Process State Transitions

Fiqure 7 illustrates the state transitions of

a set D processes as a virtual processor is multiplexed

imonq them. Some eligible process (one which is in the ready

state) is scheduled to run and is "bound" to the virtual

processor. At this time, the process makes the transition

to the running state. As far as the process is concerned,

once it enters the running state, it is executing.

At some point in its execution, the process may

desire to block itself or signal another process. (For

example, when Process A is at that execution point and needs

data computed by another Process, B.) In that case, it will

block itself (will enter the blocked state) and will "give

up" the virtual processor to which it is presently bound and

will be out of "contention" for processor resources. It will

remain in the blocked state until some other process will

signal it. (In the above example, when Process B has computed

the needed data for Process A.) Then this process will make
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READY 3 BLOCKED

PROCESSES PROCESSES

2
4

RUNNING

PROCESSES

STATES: READY, RUNNING, BLOCKED

TRANSITION 1: Decided by the Traffic Controller scheduler

(higher priority ready process)

TRANSITION 2: After a Traffic Controller AWAIT operation.

TRANSITION 3: After a Traffic Controller ADVANCE operation.

TRANSITION 4: After a Traffic Controller ADVANCE cperation
(and effect of preemptive scheduling).

FIGURE 7. PROCESS STATE TRANSITIONS
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the transition back to the ready state. If the process

g signals other processes, it will make a transition from the

running state back to the ready state from which it may be

scheduled to run again. In doing so, it allows the Traffic

Controller to possibly give the virtual processor to some

other higher priority process which may be ready to run.

The mechanisms which decide and permit these

transitions are the Traffic Controller Scheduler and the

Traffic Controller inter-process synchronization and communi-

cation primitives AWAIT, ADVANCE. Their details will be

discussed in Chapter IV.

b. Virtual Processor State Transitions

Figure 8 illustrates the state transitions made

by the virtual processors as a physical processor is

multiplexed. This diagram is very similar to that of Figure

7. However, these transitions are not directly observable

by processes except in the differences of their execution

times, as virtual processor state transitions result from

the management of physical resources by the operating

system.

A running virtual processor can make a transition

to the waiting state or to the ready state. The transition to

the waiting state occurs when a virtual processor must wait

for the completion of some system service (analogous to the

blocking of Process A in the example given in paragraph a).

The transition from running state back to ready state occurs
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TRANSITION 1: Decided by the Inner Traffic Controller
scheduler.

TRANSITION 2: After an Inner Traffic Controller AWAIT
operation.

TRANSITION 3: After an Inner Traffic Controller ADVANCE
operation.

TRANSITION 4: After an Inner Traffic Controller ADVANCE
operation.

FIGURE 8. VIRTUAL'PROCESSOR STATE TRANSITIONS
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when the running virtual processor signals other virtual

processors. It will allow the Inner Traffic Controller to

possibly run another higher priority virtual processor.

While in the waiting state, the virtual processor is out of

"contention" for processor resources until another virtual

processor signals it to continue. While in the ready state,

the virtual processor is in contention for processor resources

and so may be scheduled to run on the physical processor.

The mechanisms which decide and permit these

transitions are the Inner Traffic Controller scheduler and

the Inner Traffic Controller inter-virtual processor synchro-

nization and communication primitives AWAIT, ADVANCE. Their

details will be discussed in Chapter IV.

D. COMMUNICATION AND SYNCHRONIZATION

For concurrent processing, a job that is composed of

sequential and non-sequential tasks is explicitly divided

into an appropriate structure of processes that can run

concurrently. Inter-process communication and synchroniza-

tion are necessary for concurrent processing.

It is the responsibility of the operating system to

provide mechanisms for communication between cooperating

processes. There are two different kinds of communication

that processes must be able to achieve.

There must exist a way for processes to exchange data

in some way. This mode of communication is called inter-

process 
communication.



There must also exist a way for processes to wait for

data prepared by other processes, and for processes that

prepare such data, to signal that this data is available.

This interaction is different than communication of data,

and is called inter-process synchronization. Together these

two modes are called inter-process communication and

synchronization.

The actual coordination for the exchange of data between

processes is realized by the use of "shared writable" segments.

Therefore, to utilize the parallelism and pipelining

afforded by multiple processors, a mechanism is required for

inter-process communication and synchronization. It is used

for controlling the execution of processes and coordinating

the sharing of data.

The most widely used synchronization primitives are

Dijkstra's semaphores [11] or Saltzer's Block and Wakeup [141

that were used in O'Connell and Richardson's original

design [7]. However, the design decision was made to use

a different mechanism which provides automatic "broadcasting",

supports "parallel signalling" and addresses the questions of

"confinement" (or * property) in a secure system. This is the

synchronization mechanism based on the design of eventcounts

and sequencers of Reed and Kanodia (10].

The synchronization between processes is supported by

the AWAIT and ADVANCE, that are the kernel calls to the

Traffic Controller level. The Traffic Controller is the
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kernel module that manages processes and supports scheduling

for user processes by multiplexing the user processes into

a limited (fixed) number of virtual processors.

AWAIT and ADVANCE are primitives of the Traffic

Controller. These primitives can be used to provide simple

cooperation, such as mutual exclusion or complex inter-

actions, when required by the application. How the user's

procedures invoke the AWAIT and ADVANCE primitives depends,

of course, on the actual process structure. (Examples will

be given in Appendix A).

A process can only block itself (using AWAIT) and cannot

block another process. The AWAIT sets the "calling process"

that invoked AWAIT in the blocked or ready state and then

the Traffic Controller Scheduler schedules another ready

process to run, the highest priority ready process.

The ADVANCE is used to provide asynchronous processes

with a synchronization signal. The ADVANCE takes as parameter

the name of the associated eventcount. It advances the value

of that eventcount by one. This incrementation of the even-

count value is "broadcast" to all the processes waiting for

that event. Then a check is made to determine if the awaited

eventcount value (for the processes waiting that event) is

smaller or equal to the current value of the eventcount. If

this is the case, then these previously blocked processes

will awake and resume the ready state. Otherwise they will

remain blocked. Then a check is made to find out if the

I 55

-T J.. 4 - -- - -



currently running process is of lower priority than the other

U ready processes (after ADVANCE operation). If that is

the case, the ADVANCE will send to the virtual processor

(which is running this lower priority process) a "pre-empt

interrupt". Finally the scheduler will select the highest

priority ready process to run. So, we see that the ADVANCE

is also responsible for operating the "pre-emption

mechanism".

The above describes roughly the idea of AWAIT and

ADVANCE primitives, which are very close to the BLOCK and

WAKEUP described in O'Connell and Richardson's thesis [7].

More details and the whole operation of eventcounting will

be discussed in Chapter IV.

Another system level concerned with synchronization is

the Inner Traffic Controller. This level manages the physical

(real) processors to create the virtual processors, that are

in turn managed by the Traffic Controller.

The Inner Traffic Controller provides the interface and

does the multiplexing among the physical (real) and virtual

processors. Each physical processor has associated with it

several (a fixed number) of virtual processors. Some of

these virtual processors are mutliplexed in turn by the

Traffic Controller among user processes. Each system process

is assigned (dedicated to) a virtual processor. In the current

implementation there are two such processes, and these will

be discussed in Chapter IV.
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The Inner Traffic Controller decides which virtual

processor will run on the physical processor, based on the

priority assigned to each virtual processor. Of course

from the number of virtual processors assigned to a real

processor only one can run on it at a time. The primitives

ITC$AWAIT (Inner Traffic Controller AWAIT) and ITC$ADVANCE

(Inner Traffic Controller ADVANCE) are used to provide

communication and synchronization among the virtual

processors. These primitives are very similar in form

and function to the AWAIT and ADVANCE of the Traffic

Controller.
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III. MULTIPROCESSOR ARCHITECTURE

The manifestation of an operating system design is, of

course, software in execution on a system of equipment. If

the equipment must be selected early in the design, care

must be taken to insure that the overall system design goals

are compatible with the actual hardware capabilities. On the

other hand, if specific design goals must be met, then actual

hardware selection could be made late in the design process.

Then, even if a hardware change must be made, the penalty for

correcting it will be small, since only the lowest level of

the design (where resources are virtualized), need be changed.

The particular hardware selected for this implementation,

is based on the INTEL 86/12A single board microcomputer (2].

A. HARDWARE REQUIREMENTS

One of the principal design goals of the system design

is to provide for configuration independence. That is when

real processors are added or deleted the system will continue

to function except of course for some change in performance.

Therefore, the operating system imposes only a few constraints

on the hardware, that are noted below:

1. Shared Global Memory

The operating system maintains, "system-wide control

data" accessible to each of the processors via "shared"
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segments. The communication path utilized for sharing this

data is shared memory. Thus some shared memory must be made

available to each microcomputer in such a way as to allow

independent access at the level of single memory references.

(a very small part, of a separate memory board (MUPRO) is used

as shared global memory, in this system implementation).

2. Multiprocessor Synchronization Support

There must also exist some "hardware-supported multi-

processor synchronization primitive". This can be any form

of an indivisible read-alter-rewrite memory reference. This

capability is required, to implement the global locks on

shared data to prevent race conditions, as the physical pro-

cessors attempt to asynchronously manipulate shared data.

For better understanding of this and the previous paragraph,

consider the following cases of APT and VPM. Two of the

system-wide data control tables are the VPM (Virtual Processor

Mapping) and the APT (Active Process Table), as shown in

Figure 9. VPM is the principal central data base for the Inner

Traffic Controller which contains entries for all of the

virtual processors in the system. Each entry (there is one

"per virtual processor") has several fields, such as the

virtual processor state, priority, etc., which will be

described in Chapter IV.

Making this table globally available facilitates

communication among virtual processors at the Inner Traffic
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Controller level, on a "system-wide" scale, since every

virtual processor can access this table.

But to prevent race conditions, and also to assure

that only one processor, at a time, accesses the VPM, as the

physical processors attempt to asynchronously manipulate

shared data, we see the need of a global lock for VPM table.

So in the implementation (coding), every time the VPM is

accessed either to read data or to write, e.g. update a

field, conceptually a "key" is turned and the VPM table is

locked. When the access task is finished, before leaving

we unlock the VPM.

Exactly the same concept is applied for the APT,

which is the principal central data base for Traffic

Controller in LEVEL 2, containing entries for every process.

In the implementation of this design (coding), we

can see that modules accessing VPM, as for example, ITC$AWAIT

and ITC$ADVANCE, and also modules accessing APT, as TC$AWAIT,

TC$ADVANCE and TC$PE$HANDLER (Traffic Controller Preempt Hand-

ler), lock and afterwards unlock the corresponding global table.

To set these global locks, the implementation of the

present design utilizes the "test-and-set semaphore" oper-

ation. This mechanism, supported by the PL/M built-in

procedure "Lockset" [11, is a spin-lock with potentially

significant impact on system bus traffic.
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93. Inter-Processor Communication

Finally, some method of communication between physical

processors must be provided. This is satisfied by an ability

to generate interrupts between the physical processors. This

capability is required for the implementation of "Preemptive

scheduling" and is supported by the INTEL SBC 86/12A using a

specific hardware configuration and software control.

B. HARDWARE CONFIGURATION

1. System Configuration

The hardware system is configured as a multi-

processor [181. It consists of a number of single board

microcomputers and a global memory module, connected by a

single shared bus. The system differs from conventional

multiprocessors in that each of the microcomputers possesses

its own local memory. The global memory module is connected

directly to the system bus, and is the only physical shared

memory resource by all of the processors. The general con-

figuration is shown schematically in Figure 10.

2. Specific Hardware Employed

The particular hardware selected for this implemen-

tation is based on the INTEL 86/12A single board micro-

computer [2]. This microcomputer utilizes the INTEL 8086

16-bit microprocessor capable of directly addressing a total

of 1 Mega-byte of physical memory.

62



~LOCI

s

T

r 1 E

jLOCA j M

6 * UGLOBAL
U

MEMORY

LOCAL

FIGURE 10. MULTIPROCESSOR CONIFIGURATION

63



a. The 8086 Microprocessor

I The 8086 microprocessor is suitable for a wide

spectrum of microcomputer applications. Systems using 8086

can range from uniprocessor minimal-memory designs, to multi-

processor systems with up to several Megabytes of memory.

The CPU is designed to operate with the 8089

input/output processor and other processors in multi-

processing and distributed processing systems. Built-in

coordinating signals and instructions, and also electrical

compatibility with INTEL'S MULTIBUS shared bus architecture,

support the development of multiple-processors design.

Actual performance, of course, varies from appli-

cation to application. But in comparison to the 8-bit 2-MHZ

8080A, 8086 is seven to ten times more powerful. The high

performance of the 8086 is realized by combining a 16-bit

internal data path with a pipelined architecture that allows

instructions to be prefetched during unused bus cycles.

Furthermore software for high-performance 8086 systems need

not be written in assembly language. The CPU is designed to

provide direct hardware support for programs written in high-

level languages, such as INTEL'S PL/M-86 which is used for

the implementation of this operating system design.

The 8086 instruction set supports direct oper-

ation on memory operands, including operands on the stack.

The hardware addressing modes provide straightforward
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implementations of based variables, arrays, arrays of

3 structures, character data manipulation (there is an exten-

sive use of all these features in the implementation).

Finally, routines with critical performance requirements

that cannot be met with PL/M-86 may be written in ASM-86,

the 8086 assembly language, and then linked with the PL/M-86

code. For example, the Virtual Processor Scheduler of the

Inner Traffic Controller level is written in ASM-86.

b. Processor Architecture

Microprocessors generally execute a program by

repeatedly cycling through the steps shown below:

(1) Fetch the next instruction from memory.

(2) Read an operand (if required by the instruc-

tion).

(3) Execute the instruction.

(4) Write the result (if required by the instruc-

The architecture of 8086, while performing the

same steps, allocates them to two separate processing units

within the CPU (see Figure 11). The execution unit (EU),

executes instructions. The bus interface unit (BIU) fetches

instructions, reads operands and writes results. These two

units can operate independently of one another and are able,

under most circumstances, to extensively overlap instruction

fetches with execution.
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The result is that, in most cases, the time

fnormally required to fetch instructions "disappears",
because the EU executes instructions that have already been

fetched by the BIU.

A 16-bit arithmetic/logic unit (ALU) in the EU

maintains the CPU status and control flags and manipulates

the general registers and instruction operands. All registers

and data paths in the EU are 16-bits wide for fast internal

transfers. The EU has no connection to the system bus, the

"outside world". It obtains instructions from a queue

maintained by the BIU. Likewise when an instruction requires

access to memory or to a peripheral device, the EU requests

the BIU to obtain or store the data. All addresses manipulated

by the EU are 16-bits wide.

The BIU performs an address relocation that

gives the EU access to the full Megabyte of memory space.

BIU performs all bus operations for the EU. Data is trans-

ferred between the CPU and memory or I/O devices upon demand

from the EU. In addition, during periods when the EU is busy

executing instructions, the BIU "looks ahead" and fetches

more instruction from memory. The instructions are stored

in an internal RAM array called the instruction stream queue

(which can store up to six instruction bytes). This queue

size allows the BIU to keep the EU supplied with prefetched

instructions, under most conditions without monopolizing the
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system bus. The BIU fetches another instruction byte, when-

ever there are two empty bytes in its queue and there is no

active request for bus access from the EU (BIU normally

obtains two instructions bytes per fetch).

Under most circumstances the queue contains at

least one byte of the instruction stream, and so the EU does

not have to wait for instructions to be fetched. The instruc-

tions in the queue are the next logical instructions as

long as, execution proceeds serially. If the EU executes an

instruction that transfers control to another location, then

the BIU resets the queue and fetches the instruction from

the new address, passes it immediately to the EU, and then

begins refilling the queue from the new location. In addition,

the BIU suspends instruction fetching whenever the EU requests

a memory or I/O read or write (except that a fetch already in

progress is completed before executing the EU's bus request).

c. CPU Registers

There are eight 16-bit general registers. The

general registers are subdivided into two sets of four

registers each. The first set, called the "H and L" group

(for "high" and '-low"), are the data registers. The second

set, called the "P and I" group, are the pointer and index

registers (see Figure 12).

The data registers have their upper (high) and

lower (low) halves separately addressable. This means that
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each data register can be used interchangeably as a 16-bit

register or as two 8-bit registers. The other CPU registers

always are accessed as 16-bit units only. The data registers

can be used without constraint in most arithmetic and logic

operations. In addition, some instructions use certain

registers implicitly (see Figure 13), thus allowing compact

yet powerful encoding.

The pointer and index registers can also par-

ticipate in most arithmetic and logic operations. The P and I

registers (except for BP) also are used implicitly in some

instructions, as shown in Figure 13.

The 16-bit instruction pointer (IP) (analogous

to the program counter, PC, in the 8080 CPU) is updated by

the BIU, so that it contains the offset (distance in bytes)

of the next instruction from the beginning of the current code

segment. IP points to the next instruction. During normal

execution IP contains the offset of the next instruction

to be "fetched by the BIU". Whenever IP is saved on the stack,

it first is automatically adjusted to point to the next

instruction to be "executed". Programs do not have direct

access to the IP, but instructions cause it to change and to

be saved on and restored from the stack.

The 8086 has six 1-bit "status flags" that the

EU posts to reflect certain properties of the result of an

arithmetic or logic operation. A group of instructions is

70



S REGISTER OPERATIONS

AX WORD MULTIPLY, WORD DIVIDE,
WORD I/O

AL BYTE MULTIPLY, BYTE DIVIDE, BYTE
I/O, TRANSLATE, DECIMAL ARITHMETIC

AH BYTE MULTIPLY BYTE DIVIDE

BX TRANSLATE

CX STRING OPERATIONS, LOOPS

CL VARIABLE SHIFT AND ROTATE

DX WORD MULTIPLY, WORD DIVIDE,
INDIRECT I/O

SP STACK OPERATIONS

SI STRING OPERATIONS

DI STRING OPERATIONS

FIGURE 13. IMPLICIT USE OF GENERAL REGISTERS

CONTROL STATUS
FLAGS FLAGS

TF DF I 0 5 AF PCA R

SPARITY
AUXILIARY CARRY
ZERO
SIGN

OVERFLOW
INTERRUPT-ENABLE
DIRECTION
TRAP

IN GENERAL THE FLAGS REFLECT THE FOLLOWING CONDITIONS:
(1) AF: Auxiliary Carry Flag (6) ZF: Zero Flag
(2) CF: Carry Flag (7) DF: Direction Flag
(3) OF: Overflow Flag (8) IF: Interrupt Flag
(4) SF: Sign Flag (9) TF: Trap FlagL(5) PF: Parity Flag
FIGURE 14. FLAGS 71



available that allows a program to alter its execution

depending on the state of these flags, that is, on the result

of a prior operation. Three additional "control flags" can

be set and cleared by programs to alter processor operations

(see Figure 14).

d. Segmentation - Segment Registers

The 8086 does not support the notion of explicit

segmentation. In the 8086, addressing is segmentlike, in

that the base and offset (two-dimensional) addressing is used.

8086 programs "view" the one Megabyte of memory space as a

group of segments that are defined by the application. A

segment is a logical unit of memory that may be up to 64K

bytes long. Each segment is made up of contiguous memory

locations and is an independent separately-addressable unit.

Every segment is assigned (by software) a base

address which is its starting location in the memory space.

All segments begin on 16-byte memory boundaries. There are

no other restrictions on segment locations. Segment may be

adjacent, disjoint, partially overlapped or fully overlapped

(see Figure 15). However, in this operating system design a

physical memory location cannot be mapped on (contained in)

more than one logical segment.

The segment registers point to (contain the base

address values of) the four currently addressable segments

(See Figure 17). Programs obtain access to code and data in
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other segments by changing the segment register, to point to

the desired segment.

Every application can define and use segments

differently. The currently addressable segments provide a

generous work space of 64K bytes for code, 64K bytes for

stack, and 128K bytes of data storage.

The CPU has direct access to four segments at a

time. Their base addresses (starting locations) are contained

in the segment registers (see Figure 16).

In this implementation these four base segment

registers of the 8086 microprocessor are utilized as follows:

(1) Code Segment Register (CS register) is used

for addressing a pure segment containing executable code.

CS register points to the current code segment. Instructions

are fetched from this segment.

(2) Data Segment Register (DS register) is used

for processing local data. The DS register points to the

current data segment that generally contains program variables.

(3) Stack Segment Register (SS register) is used

for implementing the per process stacks (kernel stack and user

stack). SS register points to the current stack segment.

Stack operations are performed on locations in this segment.

(4) Extra Segment Register (ES register) is

typically used for external or shared data. ES register

7
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5 points to the current extra segment (which also is typically

used for data storage).

In the 8086, a segment can range anywhere up to

64 kilo-bytes in length. Segments can be placed anywhere

within the 1 mega-byte address space of the 8086 as long as

the segment hexadecimal base is placed so that the last digit

of the base is zero. Segment access and bounds checking

are not supported. Although there is no general segmentation

hardware, this design effects a segmented address space

through a combination of operating system support and system

initialization conventions described in a thesis by

Anderson [191.

e. Physical Address Generation

It is useful to think of every memory location

having two kinds of addresses, "physical" and "logical". A

physical address is the 20-bit value that uniquely ident-

ifies each byte location in the Megabyte memory space.

Physical addresses may range from OH through FFFFFH. All

exchanges between the CPU and memory components use this

physical address.

Programs deal with the logical rather than

physical addresses and allow code to be developed without

prior knowledge of where the code is to be located in memory

this facilitates dynamic management of memory resources.
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A logical address consists of a segment base

value and an offset value. For any given memory location

the segment base value locates the first byte of the con-

taining segment and the offset value is the distance in

bytes of the target location from the beginning of the

segment.

Segment base and offset values are unsigned

16-bit quantities. The lowest-addressed byte in a segment

has an offset of 0.

Whenever the BIU accesses memory to fetch an

instruction or to obtain or store a variable, it generates

a physical address from the corresponding logical one. This

is done (see Figure 19) by shifting the segment base value

four bit positions to the left and adding the offset.

f. The iSBC 86/12A Single Board Microcomputer

The 86/12A is a complete computer capable of

"stand-alone operation" used as the basic processing node of

the multiprocessor. The iSBC 86/12A Board includes a 16-bit

central processing unit (CPU), 32K bytes of dynamic RAM, a

serial communications interface, three programmable parallel

I/O ports, programmable timers, priority interrupt control,

Multibus interface control logic, and bus expansion drivers for

interface with other Multibus interface compatible expansion

boards. Provision has been made for user installation of up

to 16k bytes of read only memory (ROM). iSBC 86/12A is a
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5commercial product which satisfies the three basic hardware
requirements for this operating system mentioned in above

subparagraph A (HARDWARE REQUIREMENTS). First, it must

possess a system bus interface. Each microcomputer is capable

of independently accessing a global shared memory via the

system bus. Secondly, the 8086 CPU supports multiprocessor

synchronization directly with an indivisible "test-and-set

semaphore" instruction, which performs the bus lock. Lock

semaphores reside in the shared global memory. Thirdly,

preempt interrupts can be generated by using a bit of a

parallel I/O port provided on each microcomputer. This

requires connecting a bit of the microcomputer's parallel

I/O port to the system interrupt structure.

g. Preempt Interrupt Hardware Connection

As with most microprocessors, the 8086 itself

does not possess the capability to directly generate interrupts

destined for other devices. The devices of interest here are

the other processors. We need this capability for the

implementation of preemptive scheduling. The system interrupt

lines are accessible through a jumper matrix (2) located on

the microcomputers. The parallel I/O output port of each

iSBC 86/12A is connected to this interrupt jumper matrix.

Preempt interrupts are then generated by the system simply

by outputting a single word, through the parallel port, onto

the system interrupt lines.
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3 Note that only a single interrupt line is

actually required to implement system-wide preempt interrupts.

For details see the next chapter.

h. On Board Bus Structure - System Bus

The iSBC 86/12A board architecture is organized

around a three-bus hierarchy: the on-board bus, the dual

port bus, and the Multibus interface (see Figure 20). Each

bus can communicate only within itself and an adjacent bus

and also each bus can operate independently of each other.

The on-board bus connects the CPU to all on-board I/O

devices, ROM/EPROM, and the dual port RAM bus. Activity on

this bus does not require control of the outer buses, thus

permitting independent execution of on-board activities.

Activities at this level require no bus overhead and operate

at maximum board performance.

The next bus in the hierarchy is the dual port

bus. This bus controls the dynamic RAM and communicates with

the on-board bus and the Multibus interface.

When the on-board bus needs the Multibus inter-

face, it must go through the dual port bus to theoMultibus

interface. The iSBC 86/12A Board is completely Multibus

interface compatible and supports both 8-bit and 16-bit

operations.

The Intel MULTIBUS (2] is utilized as the system

bus. It is a widely used commercial product with a published
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3 set of standards. This bus is specifically designed to

support multiple processors and is fully compatible with the

microcomputers used. It is utilized without modifications.

C. HARDWARE ASSESSMENT

The commercially available 86/12A single board micro-

computer was chosen because it was specifically designed

to provide support for multiple processor systems. In using

the operating system described in the next chapter to manage

the microcomputer's physical resources, this microcomputer

is entirely suitable for use as a basic processing node of

an effective multiprocessor system. For multiprocessor

interconnections see Figure 21.

I
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IV. DETAILED SYSTEM DESIGN AND IMPLEMENTATION

A. STRUCTURE OF THE OPERATING SYSTEM

The distributed modules of the kernel create a virtual

machine hierarchy which controls process interactions and

manages physical processor resources. The kernel is not

aware of the details of process tasks. It knows each

process only by a name (as an entry in the Active Process

Table) and provides processes with scheduling and inter-

process communication and synchronization services based on

this process identity.

The kernel is constructed in terms of layers of

abstraction. Each layer, or level, builds upon the resources

created at lower levels. The rules of abstraction described

in Chapter II were applied to the design of this structure.

This operating system provides a multiprogrammed multi-

processor system with segmented process address spaces using

the hardware described in Chapter III. The operating system

is structured as a hierarchy of four levels of abstraction,

as follows:

Level 3: Supervisor

Level 2: Traffic Controller

Level 1: Inner Traffic Controller

Level 0: Hardware (Bare machine), (See Figure 5).

Level 0 is the bare machine which provides the physical

resources (processors and storage) upon which the virtual
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machine is constructed to give the extended machine

view.

The remainder of this chapter will describe the level of

virtualization (or layer of abstraction) created by each

distributed kernel module.

The Inner Traffic Controller (Level 1) forms the first

level of the hierarchy. It is "closest" to the hardware and

encompasses the major machine-dependent aspects of the system.

The Inner Traffic Controller multiplexes the physical

processors among a pool of more numerous virtual processors.

Residing at the next level (Level 2) is the Traffic

Controller, which is responsible for multiplexing the virtual

processors among a larger number of user processes competing

for resources. The user-accessible inter-process communication

and synchronization primitives (Advance, Await and Ticket)

provided at this level allow the user to easily satisfy complex

system-wide inter-process synchronization requirements.

The Supervisor resides at the topmost level (Level 3).

The Supervisor's purpose is to provide common services for

user processes. In this implementation it only provides a

simple assembly language interface to the kernel by having

a single entry point into the kernel (the Gate or Gatekeeper).

B. CONTROL OF PROCESSOR MULTIPLEXING

There are two common schemes for the control of processor

multiplexing: "centralized control" and "distributed control".

1
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Centralized control is based on the idea of a central

agent which is responsible for the binding of virtual pro-

cessors to real processors. All these bindings are caused by

the action of the central agent. This agent can be viewed

as a process, since it is a sequential computation that per-

forms operations on the state of the system. In this scheme

of control usually this central agent is permanently bound

to a dedicated real processor. Of course this implementation

requires some kind of communication channel between the real

processors and the central agent.

The main advantage of the centralized algorithm is, "unity".

Since the centralized scheme is executed as a process permanent-

ly bound to one real processor, it can be described by a single

sequential program that makes one decision at a time (that

means a simply structured processor multiplexing policy).

An alternative scheme for the control of processor multi-

plexing is one in which the functions are accomplished by a

distributed algorithm, executed by each process on all real

processors.

The main advantage of the distributed scheme is, "autonomy".

This autonomy afforded by a distributed system can increase

the amount of parallel activity (real processors can execute

in parallel). This scheme also results in a uniform design

that is identical for every processor.

The advantages of each scheme are disadvantages of the

other. In the centralized case the lack of autonomy prohibits
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the parallelism afforded by the distributed scheme. On the

other hand, in the distributed case, the autonomy makes it

potentially difficult to understand the interaction of the

multiplexing algorithm executed by different real processors.

1. Distributing the Operating System

One of the primary concerns in any multiple computer

system is the issue of performance. The type of system in

the present implementation is a multiprocessor with a "single"

shared system bus. Thus the most glaring potential "bottle-

neck" is the system bus. Thus it becomes desirable to

minimize accesses to this resource which must be shared by

all of the real processors.

The decision was made to "distribute" the operating

system logically and physically to reduce the "system bus"

use. Logically the segments of the operating system kernel

are distributed within (as part) the address space of each

user process. On the other hand, the performance issue is

dealt with by physically distributing copies of the kernel in

the local memories of each of the real processors. This allows

high-speed access to kernel functions without necessitating

the heavy use of the system bus for code fetches thus

reducing "BUS contention".

Since the operating system is small, the memory wasted

by distributing a copy of the kernel to each single board

computer is a small price to be paid to allow performance to

grow with the addition of real processors.

88

______________



Thus, each computing node can be regarded as "semi-

autonomous" in that each of the processors schedules itself.

The modes are still centrally controlled by the set of system-

wide data tables, kept in the global memory, which provides

access to all real processors and thus eliminates the need of

a central controlling process. The amount of memory needed

for these system-wide data tables is almost negligible.

In this implementation there is no notion of a master-

slave relationship among individual microcomputers, nor are

individual kernel functions divided among them, as is

commonly done. Rather, the "entire" kernel is distributed on

each single board computer.

C. REAL TIME PROCESSING

Real-time control systems are designed for handling data

within a time period which is consistent with the response

time demanded by the process which generated the information.

Such systems operate in a multi-programmed environment where

the execution of a number of tasks is determined by the soft-

ware priorities, hardware interrupts, timing algorithms and

requests from other tasks (requests from one task to start,

suspend or terminate another task) to pass data from one task

to another.

A real-time operating system must be designed so that it

is impossible for any program and any user to interfere with

the execution of critical tasks by halting the machine, by
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changing interrupt priorities or by innappropriately overwriting

memory.

Real-time processing involves the performance of time-

critical processing often related to the control of external

devices. This application requires that some mechanism be

employed to ensure that the time-critical processing is

given immediate attention.

The hardware-supported "process preemption" mechanism

employed in the system provides the rapid response required

for real-time processing. The priority-driven preemptive

scheduling technique used provides for expeditious handling

of processes which perform the time-critical functions. These

processes are assigned high priorities so that the system will

preempt other processes of lower priority which may be in the

running state. Thus when one of these high-priority processes

is signalled, it can be immediately scheduled and thus gain

control of the processor resources.

The actual system response time for a task request depends

mainly on whether or not another task is running at a higher-

priority level. To prevent high-priority tasks from executing

too long, a "watchdog timer" is often used to guarantee that

all tasks are serviced. This timer is set at the start of each

task with the maximum duration that a task may run at a

particular priority level before being suspended or dropped.

This watchdog timer is not yet implemented but it will be a

tuseful added capability.
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D. SCHEDULING

3Processor multiplexing and process multiplexing require
a policy, called the Processor/Process multiplexing policy

algorithm, or simply "Scheduling" algorithm.

In this design the scheduling functions are divided

between the Inner Traffic Controller and the Traffic Control-

ler levels. The Inner Traffic Controller multiplexes Virtual

Processors among Real Processors. Each Real Processor

possesses a fixed number of Virtual Processors (4 in the

current version). At any one time the Real Processor can

only execute "one" Virtual Processor. The choice of the

Virtual Processor that will run in each Real Processor is

decided by the Virtual Processor Scheduler (VPSCHEDULER)

that is a routine in the Inner Traffic Controller level.

The Traffic Controller multiplexes Processes among Virtual

Processors. The Traffic Controller Scheduler (TC$SCHEDULER)

is responsible for that scheduling. Both scheduling algorithms

are "priority driven". (The highest priority Virtual Processor

or Process will run first). These algorithms receive as input

the set of Virtual Processors and Processes respectively, that

can be run and choose the next one to run.

More details will be presented when we will discuss the

algorithm of these two "scheduler" modules.

E. PROCESS ADDRESS SPACE

The address space of a process is a set of PL/M-86 segments

such as procedures (code), local variables (data), external
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data (shared data) and a stack. Physical memory is allocated

I to the segments of a process in such a way as to limit system

bus contention, as discussed by Anderson [19]. In this

implementation the concept of a "per process stack" is a

key element in the management of processes.

1. The PL/M-86 Stack

Intel's high level language PL/M-86 (1,6] utilizes the

stack segments to implement per process stacks. Addressing

of stacks is accomplished by using three of the 8086's

registers as shown in Figure 22. The Stack Segment (SS)

Register contains the base location of the stack segment in

memory. The Stack Pointer (SP) Register addresses the current

top of the stack as an offset from the base of the stack

segment, (the value in the SS Register). The Base Pointer

(BP) Register also holds an offset from the SS Register and

is used to establish the procedure activation records [3, 4,

51. During the "process creation" in the current version of

the operating system one of the parameters passed to the

operating system for a specific process is the initial value

of the SP register ("maximum stack length"). It is used to

assure no "stack overflow". If the process has only one

module, the "maximum stack length" can be extracted for the

specific process during its preparation (Compilation-Linking-

Locating). Specifically the LST output file of the Compiler

(file name.LST) at the end provides the information illus-

trated in Figure 23.
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There is also a second way to extract this information

using the MP2 output file of the Locater (file name.MP2).

This method can be used also when a process consists of

V jTLi ::ORIA. . 4 :

.]£ A° = .. . d = (JSIJC .4

137 LINFS RlAe
2 PRO .... v ERROR(S)

3, CF ?:i£-e; CC'APILATtIN

FIGURE 23. MAXIMUM STACK SIZE (SAMPLE LST COMPILER OUTPUT)

several modules linked together. At the end of MP2 file is

found the maximum stack size as shown in Figure 24.

'iiORY yAP OF ODLE INIrIN?
EA FF! ' FILE :FI:TESTi.L1 (

WF' '. TO F!ie :FI:TFSTIN

3T F.T .rBSS PARA;RAPH = 020H OFFSEr =

SL:,;OF LiN & ALJ NAYFL

S7zLar ZZC7FH VZH INITINT Ai2 LTA.
.6773H 0 07:- '1H 0 0 2 H i -TZ C "!M lC

k7:-4 E 2279.4 Zh M Ii OPY i Y- OF V

FIGURE 24. MAXIMUM STACK SIZE% DAMPLE MP2 LOCATER OUTPUT)

To obtain the above "maximum stack size" information the

command "COPY :FI: File name.LST TO :CO:" is typed on the MDS
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(INTEL'S Microcomputer Development System) after the compila-

3 tion or the command "COPY :Fl: File name.MP2 TO :CO:" after

the Locating Process. These commands will present the

Compiler or Locater output file on the CRT screen of the MDS.

If one prefers to have this output on the printer, just

change ":CO:" to ":TO:".

In the same way we can extract the information on the

maximum stack size of the kernel.

In the current version of the operating system, we use

two "per process" stacks dividing the "address space" of each

process into two "domains" of execution and separating the

"user domain" from the "kernel domain". We call the

corresponding stacks the "user stack" and the "kernel stack".

In this version:

Maximum Kernel Stack Length =

Maximum Stack Size for the Kernel +10 and

Maximum User Stack Length =

Maximum Stack Size for the "User Program""Linked" with
the "Gate" + 10.

This value 10 is used to avoid overwriting the "stack

header" shown on Figure 26 which occupies the first words

in the stack, just above the stack base. It is important to

make a distinction between the "User Program" or "Application

Program" and the "User Process" or Application Process". The

User or Application program is the "job" submitted to the

operating system and the User or Application Process is this
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program in execution on a processor and is the submitted job

linked with the distributed part of the Operating system. In

Figure 25, we can see the User Program as the "subset A" and

the distributed part of the operating system as the "subset B".

The running User Process (this program in execution) is

the "Union C" of these subsets A and B, (C = AUB). This

connection (linking) of the job with the operating system is

accomplished via the "Gate."

2. The Stack as the "Address Space Descriptor"

In this system the per process stacks are used to

maintain the process state information. This includes the

current execution point (when the process is not actually

running) and the locations of the code and data segments.

This allows the system to "swap" in a new address space

(viz., do a "context switch") by changing "only" the value

in the SS Register which is thus used in a manner somewhat

analogous to the MULTICS "Descriptor Base Register" (DBR) [9].

Then the operating system finds the remaining of the needed

information to run the specific Process inside its stack.

Figure 26 shows how this information is stored in the

kernel stack while a process is not actually running on a

physical processor. The Base Pointer and Stack Pointer are

stored in reserved locations at the very beginning of the

stack segment, ("header" of the Stack). Figure 26 illustrates

the status of the kernel stack after an interrupt within the

kernel.
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In order to identify the stack segment and thus

access the address space of a process, the stack segment base

address is used in a dual role. First, a "unique base address"

is assigned to the stack of each process which provides a

"unique segment" for each stack. This base address is used

for addressing locations within the stack. Secondly, the

base address serves as a descriptor for the address space of

each process. Thus the binding of a processor is changed from

one process to another "merely" by changing the base address,

viz., changing the value in the Stack Segment (SS) Register.

Figure 26 illustrates how the "per process" Kernel Stack is

implemented in the current version of the Operating System.

More details about the currently used Stack mechanism (two

per process stacks, two domains of execution) will be discussed

when we describe the "Create Process" module of the Traffic

Controller.

F. COMMUNICATION AND SYNCHRONIZATION

1. Process Synchronization

The problem of process synchronization arises from the

need to share resources in a computer system. This sharing

requires coordination and cooperation to ensure correct oper-

ation. This coordination is forced upon the processes by the

operating system because of the scarcity of resources, for

example, the need to wait for access to an I/O channel. In

other cases a simple job may consist of several interactive

processes, such as an airline reservation system.
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Associated with processor allocation and interprocess

synchronization are two synchronization problems, "race

condition" and "deadly embrace" or "deadlock situations".

2. "Race Condition"

A race condition occurs when a desired action cannot

be completed in one indivisible step. For example, in order

to gain exclusive control of a printer in Process 1 in

Figure 27, it is important to check if the printer is already

in execlusive use by Process 2. If a flag is used (F=O, not

in use) (F=l, in use) to indicate whether or not the printer

OPERATING
SYSTEMPRINTER

PROCESS 1 uS

FIGURE 27. A SIMPLE RACE CONDITION

is in execlusive use, then this flag has to be interrogated.

If Process 1 interrogates F and finds its value is zero,

then it can set the value of F to one and enjoy the execlusive

use of the printer. A problem arises when both Process 1

and Process 2 nearly simultaneously interrogate the flag in

the following sequence:
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Process 1 F=0? Yes

Process 2 F=0? Yes

Process 1 Sets F=l

Process 2 Sets F=l.

In this case both processes falsely gain the impression that

they have exclusive use of the printer. This so called

"race condition" can be avoided by an indivisible test and

set operation which would prevent Process 2 being mislead.

Such a test and lock operation is the 8086 LOCKSET built-in

procedure.

In addition to physical devices, there are other

shared resources, such as a shared database, that require

the same type of synchronization to avoid race conditions.

For example, in this implementation in order to avoid race

conditions in the shared databases APT and VPM, we implemented

a lock per database. When a Virtual Processor needs to read

or update the shared database, it locks this common table

(this way it locks out all the other Virtual Processors).

After the completion of this action the Virtual Processor

unlocks the database, so another Virtual Processor can

access it.

3. "Deadly Embrace" or "Deadlock Situations"

A "deadly embrace" is a situation in which two pro-

cesses are unknowingly waiting for resources that are held

by each other and thus unavailable [15]. See Figure 28.
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FIGURE 28. DEADLY EMBRACE SITUATION

"A" and "B" are sharing the use of the printer and card

reader by means of the request and release operations (as

stated in the previous paragraph). Due to independent

scheduling of the processes the "request" and "release" oper-

ations may be interspersed in several different orders.

Lets consider a case that starts with Al (request

printer for process "A") and 81 (request reader for process

"B"). If then A2 occurs (request reader for process "A"),

process "A" must be blocked because the reader is already in

use by process "B". Then when B2 occurs (request printer

102

lO2 !I



for process "B"), process "B" must also be blocked because

the printer is already in use by process "A". In this way

we confront a situation where each process is waiting for the

other to release a needed resource. A deadly embrace situation

is resulted.

We have already concluded that synchronization primi-

tives like the described "request" and "release" cannot avoid

"race conditions" and "deadlock situations". Several more

sophisticated synchronization primitives have been developed

to overcome these problems. The most commonly used among

them are: Dijkstra's "P" and "V" operations on "counting

semaphores" [12], Saltzer's "Block-Wakeup" or sometimes

called "Wait-Signal" [14] and lastly Kanodia and Reed's

"Eventcounts" and "Sequencers" [10].

4. Shared Segment Interactions. Security

In the paragraph B5 of Chapter II it has been already

discussed that the implementation of this operating system

has not considered the "internal security" of the system, but

in the design there are all the ingredients for future exten-

sions in this direction. A future extension also is the

addition of "file management". We shall mention here two

more problems which are related to the selection of the

synchronization mechanism.

a. Confinement Property

During the last five years the security kernel

technology has demonstrated not only that a kernel can provide
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security but also that it is practical in terms of performance,

' functional capability, and compatibility. A successful

implementation of a kernel is based on three (231 engineering

principles: (1) "completeness", in that all accesses to

information must go through the kernel; (2) "isolation", in

that the kernel must be tamperproof; and (3) "verifiability",

in that there must be a direct correspondence to the model

and specification requirements.

A secure computer system will not occur as a

spontaneous result of other design goals. Security must be

explicitly designed in from first principles, and this is

the reason why the confinement problem is discussed and has

influence in the selection of the synchronization mechanism.

The major problem that has to be handled for

proper system security is the "confinement property" or

"* property" [24].

The "confinement property" has to prevent a process

from "reading" a file with a "higher classification" or

"writing" (i.e., storing or updating) a file with a "lower

classification".

b. Readers/Writers Problems

Another problem closely related to the confinement

problem which involves the Supervisor, is the "readers/writers"

problem [25]. In order to preserve file integrity, reading

and writing of a shared file cannot be allowed at the same

time.
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Both the confinement and readers/writers problems

can be solved in one of two ways. One is mutual exclusion,

a mechanism which forces a time ordering on the execution of

critical regions, forces concurrent processes into a total

order execution sequence. This is counterproductive to the

purpose of the process structure of this implementation,

which inherently allows concurrent execution of processes.

A second and relatively new method is the use of

Eventcounts and Sequencers (101 to control access to critical

regions. This method preserves the idea of concurrent

processing to a much greater extent and also addresses the

confinement property for a security kernel.

5. Synchronization Background

In order to keep processor multiplexing simple, it is

desirable to have a simple interprocess communication and

synchronization mechanism. Before describing the "Eventcount-

ing" synchronization mechanism employed in the design and

implementation of this operating system, it is worthwhile to

discuss two generally used synchronization mechanisms, the

"Semaphore" and "Block-Wakeup".

a. The "Semaphore"

In most synchronization schemes, a physical entity

must be used to represent the resource. This entity is often

called a "lock byte" or "semaphore". Thus, for each "shared

database" (for example APT and VPM in this implementation)

there should be a separate lock byte. We will use the
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convention that lock byte =0 means the resource is available,

whereas lock byte = 1 means the resource is already in use.

Before operating on such a shared resource, a

process must perform the following actions with no interrup-

tion:

1. Examine the value of the lock byte (either it is 0

or 1).

2. Set the lock byte to 1.

3. If the original value was 1, go back to step 1.

After the process has completed its use of the resource, it

sets the lock byte to zero. Some other terms used for this

operation are "Test-And-Set" instruction, "Software Lockout",

"Indivisible Read-Alter-Rewrite", "Indivisible Test-And-Set"

semaphore, "Spin-Lock" procedure and so on. In this design

we use a built-in PL/M-86 procedure called LOCKSET, an

indivisible test-and-set semaphore, to implement software

locks in shared databases (APT, VPM). The hardware "bus lock"

is used to make the operation indivisible. It is important

to note that the lock and unlock operations do, in fact,

prevent "Race Conditions".

b. "P" and "V" Operations On Counting Semaphores

A more general form of the above LOCK/UNLOCK

mechanism, called the "P" and 'V" operations, has been defined

by Dijkstra (1968). "P" and "V" operate on the "counting

semaphores" which are variables that take on integer values
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(but not just 0 and 1). The mechanisms can be defined as

follows:

P(S):

1. Decrement value of S (i.e., S = S-1).

2. If S is less than 0, WAIT (S).

1. Increment value of S (i.e., S = S+1).

2. If S is less than or equal to 0, SIGNAL (S).

WAIT and SIGNAL are primitives of processor manage-

ment. A WAIT (S) sets the process to the blocked state and

links it to the lock byte S. Another process is then selected

to run by the process scheduler. A SIGNAL (S) checks the

blocked list associated with lock byte S. If there are any

processes blocked waiting for S, one is selected and is set

to the ready state. Then the scheduler will select a process

to run.

In order to implement semaphores in the system,

the processor multiplexing algorithm must be informed of all

"V" operations to semaphores, and must keep track of the set

of virtual processors that are waiting for each semaphore to

indicate that the event has occurred.

Unfortunately semaphores have several disadvantages.

First, they are limited to cases where the occurrence of an

event will allow a fixed number of virtual processors to

proceed out of the waiting state. (This mechanism has no

"broadcast" capability). Second, because of this limitation,
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the ability to proceed past a "P" operation on a semaphore

automatically becomes a kind of scarce resource that can be

used as a communication channel among processes that wait on

the semaphore.

This latter point is quite important in a secure

system design. Although communication of information is

inherent in the inter-process synchronization mechanism

between the virtual processor that causes an event and the

virtual processors that await the occurrence of that event,

there is no inherent requirement that virtual processors

waiting for the same event to occur should have a communication

path among themselves.

c. "Block-Wakeup"

This mechanism described in detail by Saltzer

(14] is quite similar. A discussion of some problems

encountered with this mechanism is presented in (15].

Reed in his thesis (151 notes:

"If virtual processor A can wake up virtual processor B,
there is no guarantee that the reason virtual processor B
is waiting is the reason virtual processor A wakes B up.
Virtual processor A's wakeup will then be misinterpreted
by B, or ignored by B. In the first case, B will proceed
under the false assumption that the event awaited happened,
while in the second case, B will lose the wakeup (This is
the case described by Saltzer as the "lost wakeup" problem)
even though it may be meaningful to B at a later time.
These problems can be serious for system security, if the
wakeups are intended for a protected system operation in
B's virtual processor, because a wait operation executed
outside of the protected part of the system can receive
inter-process synchronization signals intended for the
protected part. The arrival of an inter-process synchro-
nization signal can carry privileged system information.

108

n..,-,'.-__ _____



An unprotected receiver may either gain unauthorized
access to privileged information, or prevent it from
reaching its proper destination. These occurrences
cannot be prevented because B is multiplexing the meaning
of his wakeup-waiting switch, and so must allow A to wake
him up at all times, even though B waits for A's event
only sometimes".

For these reasons, along with the need to deal

with synchronization in "distributed" systems, Kanodia and

Reed [10] have designed an inter-process synchronization

mechanism that is in some sense more general than either

semaphores or block-wakeup, and uses "Eventcounts" and

"Sequencers". We shall discuss eventcounts and sequencers

later on in this Chapter.

6. Communication and Synchronization In This Implementation

a. Introduction

The design of this operating system supports multi-

programming and multiprocessing. Multiprogramming is used to

improve system efficiency and to create a virtual environment

which frees the remainder of the operating system from a

dependence on the physical processor configuration. On the

other hand the process structure provides the essentials for

parallel (concurrent) processing. In a multiprocessor

environment concurrent processing can provide faster comple-

tion of a job. Using n processors working on the same job

and each of them doing separate zasks (after a suitable

partitioning of the job), the overall time required to run

the job can be reduced, frequently by a factor n.
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The above discussion provides some of the major

* reasons why this system is designed to support concurrent

processing on multiple processors. In addition, the

existence of multiple physical processors gave rise to the

need for the design of processor multiplexing to be done in

two-levels. The Traffic Controller that multiplexes processes

among virtual processors and the Inner Traffic Controller

that multiplexes physical processors among a fixed larger set

of virtual processors.

Since this system will also be used to support

real-time processing, a pre-emption mechanism is provided to

facilitate preemptive scheduling.

The above process multiplexing, processor multi-

plexing, and preemptive scheduling require the following

support in communication and synchronization:

(1) Inter-process communication and synchroniza-

tion, at the Traffic Controller level.

(2) Inter-virtual processor communication and

synchronization at the Inner Traffic Controller level.

(3) Inter-real processor communication needed to

support the preemptive scheduling.

b. Inter-Process Communication and Synchronization

For concurrent processing, a job composed of

sequential and non-sequential tasks, is explicitly divided

(partitioned) into an appropriate structure of processes

that can run concurrently. There is the possibility that
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after the partitioning the resulting processes must interact

(need cooperation).

It is the responsibility of the operating system

to provide mechanisms for communication and synchronization

between cooperating processes. There are two different kinds

of interaction that processes must be able to achieve.

First there must exist a way for processes to

exchange data. This mode of communication is called "inter-

process communication". In a computer system that allows

sharing of memory segments between processes (in our case

shared segments will reside in the "global" memory board),

there is no need for a special inter-process communication

facility to be built into the processor multiplexing algorithm.

Shared memory segments provide an extremely high bandwidth

data communication channel between the processes sharing

these segments. Any protocol for inter-process communication

can be established by the processes using the shared segments.

Therefore the inter-process communication will be handled

outside of the scope of this thesis. The responsibility is

left to the user of the operating system, since it is dependent

on the specific application program.

Secondly there must exist a way for processes to

wait for data prepared by other processes and for processes

that prepare such data to signal that this data is available.

This interaction is different than communication of data and

is called "inter-process synchronization". Together they are
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called "inter-process communication and synchronization".

j Another term for inter-process synchronization is "inter-

process control. communication" since the effect of such

communication is purely to reenable a waiting control point.

The actual coordination is realized inside the

kernel by the use of "shared writable" segments and is used

for controlling the execution of processes and coordinating

the sharing of data.

The synchronization between processes is "visible"

to the user and is supported by the TC$AWAIT and TC$ADVANCE

that are kernel calls to the Traffic Controller level. We

have already discussed the basics of these two synchronization

primitives in paragraphs C6a, C7a and D of Chapter II. The

details are described in the corresponding modules of the

Traffic Controller in this chapter.

The inter-process synchronization is intimately

related to the structure of the "processor multiplexing

mechanism". The ability of a process to indicate that it

does not need virtual processor resources until a particular

"event" happens is basic to the economic advantage of process

multiplexing among virtual processors.

c. Inter-virtual Processor Communication and Synchro-
nization

The ability of a virtual processor to indicate

that it does not need real processor resources until a parti-

cular "event" happens is, similarly, basic to the economic

advantage of virtual processors multiplexing among real

C 112



processors. Otherwise if a dedicated real processor is

actually available for each virtual processor, then the "busy-

waiting" would be an adequate mechanism for synchronization.

("Busy-waiting" is repeatedly testing the state of a shared

memory word in a loop).

If for example, a user process calls upon some

system service, such as a disk I/O or an I/O for a real-time

sensor, it must wait for that service to be completed before

it can proceed. (The performance of a system service is, in

this case, considered to be part of the requesting process).

However, the service may actually be supported by another

virtual processor. To control this interaction, the Inner

Traffic Controller that multiplexes physical processors among

virtual processors, provides the required inter-virtual

processor communication and synchronization mechanism using

the primitives ITC$AWAIT and ITC$ADVANCE.

We have already discussed the basics of these two

synchronization primitives in paragraphs C6b, C7b and D of

Chapter II. The details are described in the corresponding

modules of the Inner Traffic Controller in this chapter.

This inter-virtual processor synchronization is

"invisible" to the user, and is used by the operating system

for the management of physical resources. This mechanism

provides the solution to a difficult problem: "the

synchronization" that will be faced later on, when the
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"Memory Management" and "I/O Management" are added to the

operating system.

d. Inter-Real Processor Communication

To support real-time processing we need the

preemptive scheduling. Since we are working in a multiple-

processor environment the operating system has to support an

inter-real processors communication mechanism, which is of

course related to the inter-virtual processors synchronization

mechanism. It will be explained by the two examples below.

It is important to note that the preemptive

scheduling mechanism is completely distinct from the synchro-

nization mechanism and its purpose is to cause the "immediate

attention" of a real processor when it is needed for real

time applications.

The TC$ADVANCE and ITC$ADVANCE modules provide

a "broadcast" capability. Let us examine first the case of

TC$ADVANCE. When an application (user) process calls the

TC$ADVANCE, the result is an incrementing by one of the

a3sociated event's current value. This change of the event's

value is "broadcast" to all processes that are awaiting this

value for the specific event. We have to remember here that

the operating system is distributed to each Real Processor Q

and also that each real processor in this implementation

possesses four virtual processors. If a process waiting for

the above specific event is bound to a Virtual Processor

which belongs to another real processor, then there is no way
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to signal that virtual processor to inform it of the occurrence

of this event. Similarly, if during the physical resources

management (for example I/O management) the ITC$ADVANCE is

invoked by the operating system (this is "invisible" to the

user), it results again in an incrementating by one of the

associated event's current value (now in the Inner Traffic

Controller level). If this change has to be "broadcast" to

a Virtual Processor awaiting this event and the Virtual

Processor belongs to another Real Processor, then again there

is no way to inform that Virtual Processor of the occurrence

of the specific event.

To facilitate the inter-real processor communica-

tion, we employ the hardware interrupt. Similar to most

microcomputers, the 8086 microprocessor does not have the

capability to send hardware interrupts destined for other

devices (here the devices of interest are other CPU's). To

solve the problem we have suitably configured the hardware

using the on board (8086 microcomputer) hardware chips, 8259A

Programmable Interrupt Controller and 8255A Programmable

Peripheral Interface and the Multibus interface.

This configuration is discussed in detail in

paragraph G of this chapter.

e. Events, Eventcounts, and Sequencers

The ability to synchronize the execution of pro-

cesses throughout the system (irrespective of which micro-

computer they are loaded on) is the cornerstone of the power
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and flexibility of this system. To accomplish this, process

Ssynchronization is based on the notion of "events".
An "event" is anything that one considers signif-

icant and can direct, in some fashion, the computer to respond

to. For example events of interest are: the completion of a

program, a buffer becomes full or empty, a printer is ready,

a process in execution on a VP reaches a control point defined

by the user. More generally, the events can represent virtually

anything of interest to the programmer.

When an event occurs, the computer recognizes that

it is to respond in some specified manner.

"Eventcounts" and "sequencers" allow processes to

synchronize with each other somewhat indirectly. To synchronize

directly, a process would have to somehow identify the other

processes with which it is synchronizing (viz., explicitly

signal a process by name). This would require the naming of

individual processes or some similar identification scheme.

Rather than using a process naming scheme, the

individual processes "agree", in a sense, to cooperate by

using a common set of memory objects called eventcounts and

sequencers. In this way, even though the processes must know

the names of the eventcounts and sequencers that they use,

they are not required to know anything at all about each

other's identities. In fact, a process need not even know

how many other processes will be synchronizing with it. This

offers some advantages in parallel processing. Processes that
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synchronize with eventcounts do not have to know how many other

processes will also use the same eventcounts. This means that

fewer coding changes will be required when, for example, a

single process is partitioned into several processes all

executing in parallel. All of the "new" processes will

synchronize on the same eventcount so that no changes are

required in the process that originally synchronized with the

single process.

Eventcounts are used to keep track of the occurrence

of specific events. They are managed for the user by the

system. Sequencers can be used to impose a linear order on

the occurrence of events. They are thus used with event-

counts to provide for mutual exclusion.

f. Eventcounts

"Eventcounts" are used in this implementation to

allow processes tu arbitrate access to shared resources. An

eventcount is defined by Reed (10] as: "An eventcount is an

object in the system that represents a class of events that

will eventually occur". Each eventcount represents a distinct

class of events. This class of events is ordered so that by

the time event N occurs all events numbered from 0 to N-1 will

have occurred. Consequently, the set of events that have

occurred at any particular time can be represented by the

number of the last event to occur. This number is known as

the "current value" of the eventcount.
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An eventcount is associated with some type of event

jof interest, e.g., occurrence of a real-time interrupt, a data

segment being read or written into, etc. Eventcounts are

implemented as sets of positive integers from 0 to infinity

(the current limit in this implementation is actually 65,536

using PL/M-86 "word" variables which is "adequate" for the

applications anticipated) and are used to keep track of the

total number of such events that have occurred.

The eventcount synchronization mechanism has the

useful property that two virtual processors waiting for events

in the same class (thus recorded in the same eventcount) do

not have an inherent intercommunication path. The enabling of

one virtual processor to proceed does not automatically disable

any other virtual processors from proceeding and allows

broadcasting events to multiple virtual processors. This is

a function not easily achieved using semaphores. Consequently,

this mechanism is more desirable for use in a secure system to

address the "confinement property". Further, the implementa-

tion of eventcounts is not inherently more difficult than

that of semaphores.

There are three operations which may be performed

on eventcounts, as follows:

(1) "Read" Operation. The current value of an

eventcount may be obtained by the READ operation. This oper-

ation returns the present value of the eventcount as a "positive
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integer" n. From this value, one may infer that events 0 to n

have already occurred. TC$READ (Traffic Controller RFAD) in

the present implementation is a function call in the Traffic

Controller Level available ("visible") to the user via the

"GATE" so that it will provide him the capability to obtain,

the current value of the eventcount of interest specified

in the call. Details will be discussed in the corresponding

module of the Traffic Controller later in this chapter.

(2) "AWAIT" Operation. Allows the calling subject

to await a particular event in the class associated with the

eventcount. This operation requires that the event name and

the awaited eventcount value be specified. Particularly in

the present implementation there are two procedures as follows:

TC$AWAIT( Traffic Controller AWAIT) is an

inter-process synchronization primitive. Allows a process (the

"calling" process) to suspend its own execution (enter the

"blocked" state) until the event specified in the input argu-

ment (by name and value) has occurred, viz., the eventcount

reaches the specified awaited value. The result is that the

process will "give away" the virtual processor to which it is

bound. The effect of this operation is similar as the conven-

tional Saltzer's "Block" operation or Dijkstra's "P" operator

(on counting semaphores).

TC$AWAIT is a procedure in the Traffic

Controller Level "visible" to the user via the "GATE". Details

will be discussed in the corresponding module of the Traffic

Controller later in this chapter.
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ITC$AWAIT (Inner Traffic Controller &WAIT), is

an inter-virtual processor synchronization primitive. It

suspends the execution of the "running" virtual pmocessor

(setting its state to "waiting") until the event specified

(by name and value) in the input argument has occurred, viz.,

the eventcount reaches the specified awaited value. This

synchronization primitive is used by the Inner Traffic

Controller for the management of system resources. ITC$AWAIT, is

"invisible" to the user, and is used only by the operating

system. Details will be discussed in the corresponding module

of the ITC later in this chapter.

TC$AWAIT/ITC$AWAIT will prevent the process/

virtual processor respectively from proceeding until the

current value of the eventcount reaches the awaited event

value specified in the procedure's call.

(3) "ADVANCE" Operation. This operation informs

the processor multiplexing mechanism of the new value of the

advanced eventcount and requires that the event name be

specified as an argument. Particularly in this implementation

there are two procedures as follows:

TC$ADVANCE (Traffic Controller ADVANCE) is an

inter-process synchronization primitive. A TC$ADVANCE opera-

tion is performed by a process when an event has occurred. It

increments the current value of the specified eventcount by

one to reflect the occurrence of the event. This has the

effect of signalling the event's occurrence to other processes
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which were waiting for it by virtue of having previously per-

formed an AWAIT operation on that event. The effect of an

ADVANCE operation is essentially the same as a Saltzer's

Wakeup operation of Dijkstra's "V" operator (on counting

semaphores).

The eventcount signalling mechanism has an

"automatic broadcast effect" which offers an advantage in

parallel processing. This broadcast capability allows the

"simultaneous signalling" of several processes which otherwise

would have to be signalled "sequentially".

TC$ADVANCE is a procedure in the Traffic

Controller Level "visible" to the user via the "GATE".

TC$ADVANCE is also in this implementation responsible for

the "preemptive scheduling". Details will be discussed in

the corresponding module of the Traffic Controller later in

this chapter.

ITC$ADVANCE (Inner Traffic Controller

ADVANCE), is an inter-virtual processor synchronization

primitive. Signals that the specified in the call event

(event's name is the input argument) has occurred by advanc-

ing (incrementing by one) the value of the associated

eventcount. This eventcount signalling mechanism has also

an "automatic broadcast" effect which offers an advantage in

parallel processing. All the virtual processors awaiting

the occurrence of this specific event are informed.

ITC$ADVANCE is a procedure in the Inner Traffic Controller

121



Level "invisible" to the user and is used only by the opera-

ting system for the management of system's resources.

Details will be discussed in the corresponding module of the

ITC later in this chapter.

g. Sequencers

There are many situations where accesses to

shared resources must be totally ordered. Eventcounts alone

are not sufficient to accomplish this. To provide the

capability for mutual exclusion, another type of object

called a "sequencer" [10] is employed. A sequencer is

implemented as a positive integer ranging in value from 0 to

infinity (as with eventcounts, the current limit in this

implementation is 65,536). However, a sequencer is used to

provide total order to the occurrence of events.

A sequencer is also necessary to solve the

confinement and readers/writers problems. Some synchroniza-

tion problems require arbitration, e.g., two write accesses

to the same segment. Eventcounts alone as already discussed

do not have the ability to discriminate between two events

that happen in an uncontrolled (i.e., concurrent) manner.

Initially a sequencer has a value of 0. The value

increases by one each time a "TICKET" operation is performed

on it. TICKET is the only operation defined on a sequencer.

TICKET returns a unique monotonically increasing value with

each call. It is similar to getting a ticket and waiting to

be served at a restaurant. Two uses of TICKET will return
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two different values corresponding to the "relative time" of

call. Thus, a set of events can be totally ordered by using

the TICKET operation. Details about TICKET operation will be

discussed in the corresponding module of the TC later in this

chapter.

G. INTERRUPT STRUCTURE

1. Introduction

The operating system has to control a multiple-

processor environment. This generates the need of some method

of communication between physical processors. This need is

satisfied by an ability to generate hardware interrupts

between the physical processors. The interrupts are used

for the implementation of "preemptive scheduling". INTEL's

8086 microprocessor, as most microprocessors, doesn't possess

the capability to directly generate interrupts destined for

other devices (the devices of interest here are other

processors). We provide that capability by suitably configur-

ing the hardware and using some software control. Note that

only a "single" interrupt line is actually used to implement

system-wide preempt interrupts. This is the only hardware

configuration adaptation to facilitate the operating system

and we are going to describe it in detail.

The system's interrupt structure is managed by the

Inner Traffic Controller. In particular, a physical system

interrupt is transformed into a synchronization signal to a

123



waiting virtual processor. This structure is particularly

important for the support of real-time processing and note

that this is completely distinct from inter-process synchio-

nization and communication.

To implement this desired configuration we use the

8259A PIC (Programmable Interrupt Controller) and 8255A PPI

(Programmable Peripheral Interface), both on board on the

86/12A microcomputer.

The 8086 instructions support two types of interrupts,

external and internal (or "trap"). An external interrupt is

initiated by some peripheral asserting an interrupt request

to the 8086 in the hardware. An internal interrupt is one

initiated by the software the 8086 is executing. An inter-

rupt represents a transfer of program execution control. The

type of transfer used in the 8086 is called a vectored

interrupt. An interrupt vector represents an address of a

procedure which services the interrupt.

In the 8086 all interrupts (both external and

internal) perform a transfer by pushing the flag registers

onto the stack (as in PUSHF), and then performing an indirect

call (of the intersegment variety) through an element of an

interrupt vector located at absolute memory locations 0 through

3FFH. Each vector is a four byte element with the first two

bytes containing the offset of a procedure (or label) and the

second two bytes containing the paragraph number of the

segment containing the procedure (or label). There are 256
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possible interrupt vectors. Within the 8086 assembly

3 language, each vector is given a number from 0 through 255.

Interrupts 0 through 4 (0-13H) currently have the dedicated

hardware functions as defined on Figure 29 below (the dedica-

tion has been made by INTEL Corporation).

Interrupt # Location Function

0 0-03H divide by zero

1 04H-07H single step

2 08H-OBH non-maskable interrupt

3 OCH-OFH one byte interrupt
instruction (INT 3)

4 IOH-13H interrupt on overflow

FIGURE 29. INTERRUPTS 0 to 4.

There are three interrupt transfer operations provided:

- INT pushes the flag registers, clears the TF (Trap Flag)

and IF (Interrupt Flag) flags, and transfers control

with an indirect call through any of the 256 vector

elements, i.e., INT 24 will do an indirect call

through interrupt vector 24 (location 96). A one byte

form of this instruction is available for interrupt

type 3, INT 3. We use INT instruction for the

implementation of the "GATE".

- INTO pushes the flag registers, clears the TF and IF

flags and transfers control through vector element 4
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if the OF flag is set (interrupt on overflow). If

3 the OF flag is cleared, then no operation takes place.

- IRET transfers control to the return address saved by

a previous interrupt operation and restores the saved

flag registers. This instruction is used several

times for the implementation of the operating system.

For external interrupts, the peripheral device will request

an interrupt from the 8086. When the 8086 grants the inter-

rupt, the device will supply a byte value on the data bus

which represents the type or number of the interrupt i.e.,

0 through 255. The 8086 will read this value and then

execute the interrupt through the vector.

2. Hardware Interrupts

The 8086 CPU includes two hardware interrupt inputs,

NMI and INTR, classified as non-maskable and maskable,

respectively.

a. Non-Maskable Interrupt (NMI)

The NIM input has the higher priority of the two

interrupt inputs. A low-to-high transition on the NMI input

will be serviced at the end of the current instruction or

between whole moves of a block-type instruction. Worst-case

response to NMT is during a multiply, divide, or variable

shift instruction.

When the NMI input goes active, the CPU performs

the following:

126

1A



(1) Pushes the Flag registers onto the stack
(same as a PUSHF instruction).

(2) If not already clear, clears the Interrupt
Flag (same as a CLI instruction). This
disables maskable interrupts.

(3) Transfers control with an indirect call
through vector location 00008.

The NMI input is intended only for catastrophic

error handling such as a system power failure. Upon

completion of the service routine, the CPU automatically

restores the flags and returns to the main program.

b. Maskable Interrupt (INTR)

The INTR input has the lower priority of the two

interrupt inputs. A high level on the INTR input will be

serviced at the end of the current instruction or at the end

of the whole move for a block-type instruction.

When INTR goes active, the CPU performs the

following (assuming the Interrupt Flag is set):

(1) Issues two acknowledge signals. Upon receipt
of the second acknowledge signal, the
interrupting device (master or slave PIC)
will respond with a one-byte interrupt
identifier.

(2) Pushes the Flag registers onto the stack
(same as a PUSHF instruction).

(3) Clears the Interrupt Flag thereby disabling
further maskable interrupts.

(4) Multiplies by four (4) the binary value (X)
contained in the one-byte identifier from
the interrupting device.

(5) Transfers control with an indirect call
through location 4X.
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Upon completion of the service routine, the CPU

automatically restores its flags and returns to the main

program.

3. 8259A PIC (Programmable Interrupt Controller)

The on board 8259A PIC functions as an overall

manager in an interrupt-driven system environment. It accepts

requests from the peripheral equipment, determines which of

the incoming requests is of the highest importance (priority),

ascertains whether the incoming request has a higher priority

value than the level currently being serviced and may issue

an interrupt to the CPU based on this determination.

The on board master 8259A PIC handles up to eight

vectored priority interrupts and has the capability of

expanding the number of priority interrupts by cascading

one or more of its interrupt input lines with slave 8259A

PIC's. Note that slave PIC's are not used in this

implementation.

The basic functions of the PIC are to (1) resolve the

priority of interrupt requests, (2) issue a single interrupt

request to the CPU based on that priority, and (3) send the

CPU a vectored restart address for servicing the interrupting

device.

a. Interrupt Priority Modes

The PIC can be programmed to operate in one of

the following modes:
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(1) Nested Mode

(2) Fully Nested Mode

(3) Automatic Rotating Mode

(4) Specific Rotating Mode

(5) Special Mask Mode

(6) Poll Mode

In this design the Nested Mode is used and is

described in the next paragraph.

b. Nested Mode

In this mode the PIC input signals are assigned

a priority from 0 through 7. The PIC operates in this mode

unless specifically programmed otherwise. Interrupt IRO has

the highest priority and IR7 has the lowest priority. When

an interrupt is acknowledged, the highest priority request

is available to the CPU. Lower priority interrupts are

inhibited, higher priority interrupts will be able to

generate an interrupt that will be acknowledged, if the CPU

has enabled its own interrupt input through software. The

End-Of-Interrupt (EOI) command from the CPU is required to

reset the PIC for the next interrupt.

Details for the remaining modes are described in

Reference [2].

c. Status Read

Interrupt request inputs are handled by the

following three internal PIC registers:
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(1) Interrupt Request Register (IRR) which
stores all interrupt levels that are
requesting service.

(2) In-Service Register (ISR) which stores all
interrupt levels that are being serviced.

(3) Interrupt Mask Register (IMR) which stores
the interrupt request lines which are masked.

These registers can be read by writing a suitable

command word and then performing a read operation.

d. Initialization Command Words

The on board master PIC and each slave PIC

requires a separate initialization sequence to work in a

particular mode. The initialization sequence requires three

Initialization Command Words (ICW's) for a signle PIC system

and requires four ICW's for a master PIC with one to eight

slaves. The ICW formats are shown in Figure 30. Since no

slave PIC's are used we shall describe below only the

initialization command words needed to initialize the

on board PIC.

The First Initialization Command Word (ICWl),

which is required in all modes of operation consits of the

followina:

(1) Bits 0 and 4 are both l's and identify the
word as ICWl for an 8086 CPU operation.

(2) Bit 1 denotes whether or not the PIC is
employed in a multiple PIC configuration.
For a single master PIC configuration
(no slaves) bit 1=1; for a master with
one or more slaves bit 1=0. Note that
bit 1=0 only when programming a slave PIC.
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ICw1

D7  D6  D5  D4  D3  D2  D1  D0

rIl" 10 1 [LTIM 0 S [ 1

1 - SINGLE
0 - NOT SINGLE

i - LEVEL TRIGGERED INPUT
I 0 - EDGE TRIGGERED INPUT

ICW2

D7  D6  D5  D4  D3  D2  D1  D0

15 A 1 4 A 1 3 A 1  A l 0 10 101
SET BY 8259ALACCORDING TO INTERRUPT
LEVEL

MOST SIGNIFICANT BITS
OF VECTORING BYTE

ICW4

D7  D6  D5  D4  D3  D2  D1  D01° 6 5 4.l,, 3 2 o..1  0
0 0 10 JM B UF JM/SJAEO11

I AUTO EO 1
0 - NORMAL EO1

0 x - NON BUFFERED MODE
1 0 - BUFFRED MODE/SLAVE
1 1 - BUFFERED MODE/MASTER

1 -'FULLY NESTED MODE
L 0 - ~~~NOT FULYNSE OE

NOTE: X INDICATED "DON'T CARE"

FIGURE 30. PIC INITIALIZATION COMMAND WORD FORMATS
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(3) Bit 3 establishes whether the interrupts
are requested by a positive-true level input
or requested by a low-to-high input. This
applies to all input requests handled by
the PIC. In other words, if bit 3=1, a
low-to-high transition is required to request
an interrupt on any of the eight levels
handled by the PIC.

The second Initialization Command Word (ICW2)

represents the vectoring byte (identifier) and is required

by the 8086 CPU during interrupt processing. ICW2 consists

of the following:

(1) Bits D3-D7 (All-AI5) represent the five most
significant bits of the vector byte. These
are supplied by the programmer.

(2) Bits DO-D2 represent the interrupt level
requesting service. These bits are provided
by the 8259A during interrupt processing.
These bits should be programmed as 0's when
initializing the PIC.

Note that the 8086 CPU multiplies the vector byte

by four. This value is then used by the CPU as the vector

address.

Figure 31 lists the vector byte contents for

interrupts IRO-IR7.

D7 D6 D5 D4 D3 D2 Dl DO

IR7 A15 A14 A13 A12 All 1 1 1

IR6 A15 A14 A13 A12 All 1 1 0

IR5 A15 A14 A13 A12 All 1 0 1

IR4 A15 A14 A13 A12 All 1 0 0

IR3 A15 A14 A13 All A10 0 1 1

IR2 A15 A14 A13 A12 All 0 1 0

IRJ A15 A14 A13 A12 All 0 0 1

IRO A15 A14 A13 A12 All 0 0 0

FIGURE 31. INTERRUPT VECTOR BYTE.
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It is important here to notice that the monitor

Uof each microcomputer [21] initializes the PIC. For testing

this hardware configuration the interrupt line 4 is connected

and the interrupt vector byte (of Figure 31) is initialized

(just for this kernel program) to 40H. Note that the three

LSB bits (DO, DI, D2) are always initialized to 0. For the

specific initialization, bit D6=1 and all the rest are 0.

Since the interrupt line 4 is connected, the PIC upon

receiving an interrupt resolves the priority and sets the

bits D2=1, Dl=O, DO=O (D2DlDO=lOO=4). Therefore, the

interrupt vector byte is set to 40H+4=44H. The 8086 CPU

multiplies the interrupt vector byte by 4 and the resulting

value, 11OH, is the vector address. The CPU will transfer

control to this address to execute the interrupt service

routine corresponding to the interrupt 4. A pointer (four

bytes) pointing to the starting point of the interrupt

service routine must be located in the physical absolute

address (110H) corresponding to the received interrupt.

Since both the monitor and the kernel initialize

the PIC there exists a probability of conflict as follows:

If the first 100 bytes of local RAM memory of every micro-

computer will be displayed using the monitor's display

command, as in Figure 32, then we can see that the monitor

uses 12 bytes (04 to OF). Also 32 bytes are occupied

(80H to 9FH) and these are pointers to a single entry point

(pointer 6C 06 00 FE is repeated 8 times). If the interrupt
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0000:0000 00 00 00 00 06 04 00 FE DB 05 00 FE DB 05 00 FE

0000:0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:0080 6C 06 00 FE 6C 06 00 FE 6C 06 00 FE 6C 06 00 FE

0000:0090 6C 06 00 FE 6C 06 00 FE 6C 06 00 FE 6C 06 00 FE

0000:OOAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:OOBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:00CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:OODO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:OOEO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000:OOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

FIGURE 32. DISPLAY OF THE FIRST 100H BYTES
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vector address, after the PIC initialization, happens to be

between 80H and 9FH the interrupt service routine pointer

is overwritten by the monitor. The solution is to substitute

(using monitors' "S" command) the service routine vector in

place of the monitor's interrupt service routine vector. For

example if we initialize the interrupt vector byte of Figure

31 with 20H and use interrupt line 4, then after CPU's

multiplication by 4, the resulting vector address is 24H*4=90H.

Before execution we have to substitute the four bytes 90H to

93H with the interrupt service routine pointer.

If we avoid the area (from 80H to 9FH) then there

is no problem. Also when the operating system (instead of

the monitor) will be the permanent resident of ROM, this

problem will not exist. (See also Anderson's thesis [191).

Now the PIC initialization is continued.

The third initialization command word, ICW3, is

not required for this implementation since we do not use

slave PIC's.

The fourth Initialization Command Word (ICW4),

which is required for all modes of operation, consists of

the following:

(1) Bit DO is a 1 to identify that the word is
for an 8086 CPU.

(2) Bit Dl (AEOI) programs the end-of-interrupt
function. Code bit 1=1 if an EOI is to be
automatically executed (hardware). Code
Bit 1=0 if an EOI command is to be generated
by software before returning from the ser-
vice routine.
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(3) Bit D2 (M/S) specifies if ICW4 is addressed
to a master PIC or a slave PIC. For example,
code bit 2=1 in ICW4 for the master PIC.
If bit D3 (BUF) is zero, bit D2 has no
function.

(4) Bit D3 (BUF) specifies whether the 8259A is
operating in the buffered or nonbuffered mode.
For example, code bit 3=1 for buffered mode.

The master PIC in an iSBC 86/12A, with or
without slaves, must be operated in the
buffered mode.

(5) Bit D4 (FNM) programs the nested or fully
nested mode.

In summary, three ICW's are required to initialize

the on board PIC in this implementation, ICWl, ICW2 and ICW4.

e. Operation Command Words

After being initialized, the master and slave

PIC's can be programmed at any time for various operating

modes. The Operation Command Word (OCW) formats are shown

in Figure3-15 of Reference [21. The format of the only one

operation command word used in this implementation (OCWl) is

shown in Figure 33.

P7D6 D5 D4  D 3 D 2 D 1  D

0 = MASK RESET

FIGURE 33. OPERATION COMMAND WORD #1, (OCw 1)
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f. Addressing

The master PIC uses Port OQCO or 00C2 to write

initialization and operation command words and Port 00C4 or

00C6 to read status, poll and mask bytes. Addresses for the

specific functions are provided in Reference [2].

g. Initialization

To initialize the PIC the following steps must

be followed:

1. Disable system interrupts by executing a CLI
(Clear Interrupt Flag) instruction.

2. Initialize master PIC by writing ICW's in
the following sequence:

Write ICWl to Port OCCO and ICW2 to
Port 00C2.

Write ICW4 ,o Port 00C2.

3. Enable system interrupts by executing an
STI (Set Interrupt Flag) instruction.

h. Operation

After initialization, the master PIC and slave

PIC's can independently be programmed at any time by an

Operation Command Word (OCW) for the following operations:

(1) Auto-rotating priority.

(2) Specific rotating priority.

(3) Status read of Interrupt Request Register
(IRR).

(4) Status read of In-Service Register (ISR).

(5) Interrupt mask bits are set, reset, or read.

(6) Special mask mode set or reset.

f137



H

The details of these Operation Command Words are

1 described in Reference [2]. In this implementation, only the

OCWl is used which has already been described.

4. 8255A PPI (Programmable Peripheral Interface)

The three parallel I/O ports interfaced to connector

J1 of the 86/12A microcomputer are controlled by an INTEL

8255 Programmable Peripheral Interface chip. Port A includes

bidirectional data buffers and Ports B and C include IC

sockets for installation of either input terminators or out-

put drivers depending on the user's application.

Default jumpers set the Port A bidirectional data

buffers to the output mode. Optional jumpers allow the

bidirectional data buffers to be set to the input mode or

allow any one of the eight Port C bits to selectively set

the Port A bidirectional data buffers to the input or output

mode.

Reference [2] lists the various operating modes for the

three PPI parallel I/O ports. Note that Port A (00C8) can

be operated in Modes 0, 1, or 2; Port B (0OCA) can be

operated in Mode 0 or 1; Port C (00CC) can be operated in

Mode 0.

a. Control Word Format

The control word format shown in Figure 34 is

used to initialize the PPI in order to define the operating

mode of the three ports. Note that the ports are separated

into two groups. Group A (control word bits 3 through 6)
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defines the operating mode for Port A (00C8) and the upper

four bits of Port C (00CC). Group B (control word bits 0

through 2) defines the operating mode for Port B (0OCA) and

the lower four bits of Port C (00CC). Bit 7 of the control

word controls the mode set flag.

b. Addressing

The PPI uses four consecutive even addresses

(00C8 through QOCE) for data transfer, obtaining the status

and control of the PPI at Port C (00CC).

c. Initialization

To initialize the PPI, a control word is written

to the port address 0OCE. In Figure 34, an example is given

for the PPI initialization. In this example, the control

word is 92H. This initializes the PPI as follows:

(1) Mode Set Flag active

(2) Port A (00C8) set to Mode 0 Input

(3) Port C (00CC) upper set to Mode 0 Output

(4) Port B (OCA) set to Mode 0 Input

(5) Port C (00CC) lower set to Mode 0 Output

d. Operation

After the PPI has been initialized, the operation

is completed by simply performing a read or a write to the

appropriate port.

5. The Actual Configuration

a. Hardware Connections

The hardware connections to implement this hardware

adaptation are marked with special comments in the following
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CONTROL WORD

D7 D6 D 5 D4 D 3 D2 D, Do

1 = INPUT
0 = OUTPUT

MO-1 0DE SELECTION
o = MODE0

0= MODE 0

1x = MODEU2

fODE T FL

MOESCTION

FIGURE ~ ~ ~ ~ 0 34 MODI OTO ODFRA

01=MD(
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Figures 36 and 37. In Figure 36 (This is the Figure 5-2, sheet

9 of 11, of Reference [2)) pin E9 is connected with pin E14.

This connection wLll connect PC7 (bit 7, e.g., the MSB of Port

"C") to the BUS INTR OUT. Port "C" and BUS INTR OUT line are

shown on Figure 35.

In Figure 37, (This is the Figure 5-2, sheet 8 of

11 of Reference [2]) pin E137 is connected with pin E142. This

connection will connect INTR 4 (interrupt 4 line) to the BUS

INTR OUT. Then pin E69 is connected with pin E77. This

connection will connect BUS INTR OUT to the IR4 (interrupt 4)

input of the 8259A PIC (Programmable Interrupt Controller), via

the Interrupt Matrix. INTR4, IR4 and Interrupt Matrix are

shown in Figure 35.

With the above three jumpers, we connected the MSB

(bit 7) of Port "C" (of 8255A Programmable Peripheral Interface)

with IR4 (interrupt 4 input of the 8259A PIC). These connec-

tions have to be made on every 86/12A microcomputer in the

system.

We have to note here that interr,:pt line 4 is

selected arbitrarily. It is possible to connect a different

line or to connect parallel Port "A" or "B". We selected

"C" in order not to interfere with the operations of the

data ports "A" and "B".

b. Software Control

In order to receive an interrupt the 8259A PIC has

to detect a "Low to High" transition in the corresponding input

141



:73

a~~ w~ 11-4.$

IE 4

t~ -4

I Li

3t H j

*~'*=~~ H E-4 V

lE-4 CE4

II 3 s0
;;I I. II 31 H

z
3' ~ I

142 4



SA

... ... ..

~~SFIM ________ Isi

-E-4

E-4

I A U

0 3

0

I I 'Ii

IL - a

140

143



IL

-1 IIZ e4

Ie '. 4)t

91~

-~E-4

~ 404

2 01

- - -, - -.- - _ _ _ _ _ _

144I



(IR 4 in our case). Since we already have connected PC7 (MSB

of Port "C") with the interrupt line 4, we only need to "Reset-

Set" that MSB by writing a byte into the Parallel

Port "C" (specifically to port address "00CC").

Since the Port "C" is an eight bit port, to reset

the MSB (PC7) we can write to Port "00CC" any number from 0 to

79H (MSB equal 0). To set the MSB we can write any number

from 80H to OFFH (MSB equal 1).

We also use a "global" array of flags, called in

the implementation HDW$INT$FLAG (Hardware Interrupt Flag).

HDW$INT$FLAG (n) corresponds to the processor whose identifica-

tion number (CPU$NUMBER) equals n. Since this flag array is

global, each physical processor can access the flag of any

other processor in the system.

This way we establish an effective and simple

design and implementation of the "inter-physical processor

communication" using just "one" hardware interrupt line. The

algorithm is shown in Figure 38. When a processor #n needs

to preempt another processor #m, then it first set its

corresponding flag, e.g., HDW$INT$FLAG(m) = TRUE and after-

wards sends a hardware interrupt by writing to Port address

"00CC" first a zero, then an 80H and finally a zero. This

way processor #n generates the "Low to High" transition at

the interrupt 4 input (IR 4) of the 8259A PIC of "every"

86/12A microcomputer (including itself) in the system. Then

every processor jumps to the interrupt handler that first
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. WHEN PROCESSOR #n NEEDS TO PREEMPT PROCESSOR #m

SETS HDW$INT$FLAG(m)= TRUE

SENDS ACTUALLY A HARDWARE INTERRUPT AS FOLLOWS:

OUTPUT (PORT$OOCC) = RESET A "LOW TO HIGH"
TRANSITION FOR IR4

OUTPUT (PORT$OOCC) SET (TRIGGERED MODE IS USED)

OUTPUT (PORT$OOCC) RESET

EACH ONE PROCESSOR JUMPS TO THE INTERRUPT HANDLER AND
ASKS ITSELF THE QUESTION:

is
IF "YES" MY FLAG SET? F "N"

1. SAVES EXECUTION POINT CONTINUES ON
OF PREVIOUS TASK. PREVIOUS TASK

2. RESETS ITS OWN FLAG.
3. CONTINUES ON THE

INTERRUPT SERVICE
ROUTINE.

FIGURE 38. PREEMPTIVE HARDWARE INTERRUPT ALGORITHM
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checks its own HDW$INT$FLAG. If the flag is not set, the

5processor continues on the previous task by using the IRET
instruction. Otherwise, if the interrupt was destined for

it, this processor saves the execution point of the previous

task, resets its HDW$INT$FLAG and then continues on the

interrupt service routine.

H. SYSTEM-WIDE DATABASES

The operating system is "database" or "control table"

driven. There are several shared databases (shared segments)

that reside in the global memory where any processor can

access them to maintain and update the shared control data

used by the operating system.

1. Virtual Processor Map (VPM)

The Inner Traffic Controller is the physical resource

manager. The VPM is the principal global data base that

maintains and updates the data used by the ITC to multiplex

virtual processors among real processors and to create the

extended instruction set that controls the virtual processor

operation. The VPM is a system wide database and is kept in

global memory (as a shared segment) to facilitate inter-

virtual processor communication and synchronization.

Each physical processor has its own fixed set of

virtual processors (four in the current implementation) used

in multiplexing. See Figure 39. The first and fourth VP

(VP$START and VP$END) are invisible to the TC level (invisible

to the user processes) and are permanently bound to the memory

1
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I
USER USER

PROCESS PROCESS

TC
MEMORY LEVEL IDLE

ML~iA~rE] 7 PR-cES-- -

PROCESS 1TC
LEVEL

VIRTUAL VIRTUAL VIRTUAL VIRTUAL
PROCESSOR PROCESSOR PROCESSOR PROCESSOR

*1 #I+l #1+2 #K=I+3
(I=VP$ STAWt) (K=VP$ EN1I)

BARE

MACHINEREAL

PROCESSOR#n

n= CPU$NUMBER = LOG$CPU$NUMBER

FIGURE 39. EACH REAL PROCESSOR POSSESSES FOUR VIRTUAL PROCESSORS
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management process and idle process respectively. The VP$START

I has the highest priority (0 in this implementation) and the

VP$END the lowest (255 or FFH). The remaining two have

priority equal to the priority of the user processes bound

to them. In this way the ITC recognizes that each real

processor possesses four VP while the TC recognizes only

two VP per real processor. A virtual processor mapping

among the TC and ITC is needed to support this different VP

view.

It is important to understand that this VP multi-

plexing among physical processors is an economic way for using

the physical processor and physical resources in general. For

example, by binding permanently the MMGT (Memory Management

process) to a VP and assigning to this VP (VP$START) the

highest priority, the MMGT process will occupy (run on)

the physical processor each time there is reason (e.g., when

some system event happens that requires a response by the

MMGT). Otherwise another VP runs on this physical processor

either the idle process or a user process. On the other

hand if a real processor was permanently bound to the MMGT

process, this physical resource would be idle whenever the

MMGT process has nothing to do.

It is also important to note that the ITC

executing on a physical processor is primarily concerned

only with its set of the four VP. However, the performance

of system-wide synchronization requires access to the remaining
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virtual processors as well, so that signals may be used to

alert other physical processors (we have discussed already

the case of preemptive scheduling). This is accomplished by

maintaining the Virtual Processor Map as a shared data base

containing entries for all of the virtual processors in the

system. Making it globally available facilitates communica-

tion between virtual processors on a system-wide scale. The

Virtual Processor Map fields are shown in Figure 40.

The VPM INDEX starts from 0 to the value NR$RPS

* VPS$PER$CPU- viz., number of real processors in the

system multiplied by the number of virtual processors per real

processor (four in current implementation) minus 1. This VPM

INDEX represents a whole entry into VPM (a horizontal line in

Figure 40). For example, VPM(0) represents the first entry

(horizontal line), VPM(l) the second and so on.

The VP$ID field is used to support the VP mapping

between the TC and ITC. Details will be discussed in para-

graph I8 of this chapter..

The VP$STATE (virtual processor state) field

reflects the present state of the virtual processor and can

be any of "ready", "running", "waiting", or "idle". A ready

virtual processor is bound to a process and is in "contention"

for the physical processor. The running virtual processor is

that virtual processor which is actually executing a process

on this physical processor. The waiting statt reflects

physical resource management. The idle state is assumed by
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a virtual processor which has no process bound to it. The

3 idle state prevents the assignment of useless (idle) work to

a physical processor. Figure 8 illustrates the state transi-

tions made by the virtual processors. In paragraph C7b of

Chapter II the possible transitions of state for a VP are

described.

The VP$PRIORITY (virtual processor priority) field

of the virtual processor is used in scheduling. The highest

priority runnable virtual processor is selected to run. This

priority is determined by the priority of the process bound to

the virtual processor. The VP$START, which is permanently

bound to the MMGT process has the highest priority (zero) and

the VP$SEND the lowest priority (255 or FFH).

The EVC$AW$ID (Awaited Eventcount Identifier) and

EVC$AW$VALUE (Eventcount's waited value) fields are used in

Inter-virtual processor communication and synchronization.

Details will be discussed in the ITC$AWAIT and ITC$ADVANCE

modules of the ITC later on in this chapter.

The SS$REG (Stack Segment Register Value) field

defines the address space of the process bound to this VP.

It holds the "process address space descriptor" (analoqous to

DBR in MULTICS). The execution point of the process is stored

on the stack when the process is not actually running. This

SS$REG is the only value which is required to access the

address space of the process, viz., it is changed to swap

processes.
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The PE$PEND (Preempt Pending Flag) field is used

5 for preemptive scheduling. It serves to transform a hardware

interrupt sent to the physical process into a virtual preempt

interrupt.

2. Active Process Table (APT)

The Traffic Controller multiplexes user (or applica-

tion) processes among virtual processors. In this way the TC

is responsible to manage the execution of user processes

("processes management"). It is noted, one more time, that

since the processes are assigned to virtual processors (and

not real processors), there is no effect on the user when

real processors are added or deleted in the system, except,

of course, for the change in performance. Most of the

design and implementation, presented to the user, are inde-

pendent of the physical configuration of the system.

The Traffic Controller's principal global data base

is the Active Process Table (APT), shown in Figure 41. The

entry for each process in the Active Process Table contains

sufficient information about the process to enable a virtual

processor to be bound to and execute it.

The APT INDEX starts from zero and grows as far as

processes are loaded in the system. For example, the APT(O)

represents the first entry (horizontal line) in the APT, APT(l)

the second and so on.

The STATE field represents the state of a process and

it can be either "ready", "running", or "blocked". A ready
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process is one which is not yet bound to a virtual processor

3 but is ready to do so (it is in "contention" for VP). A

running process is one which is bound to a virtual processor

and, as far as the process is concerned, executing. The

blocked state reflects inter-process synchronization. A pro-

cess enters the blocked state when it realizes that it can no

longer proceed and wishes to "give up" its virtual processor

to wait until another process awakens it. This is important

for the economic advantage of virtual processor multiplexing

algorithm, viz., a process which can no longer run, waiting

for the occurrence of an event frees the virtual processor

which was bound to this process. The possible states of a

process and the transitions among them are shown in Figure 7

and explained in paragraph C7a of Chapter II.

The AFFINITY field specifies the physical processor

on which the process is currently loaded. It is possible to

change this field during system "reconfiguration", Anderson

[19].

The VP$ID (Identity Of Bound Virtual Processor) field

serves to identify the virtual processor, if any, that the

process is currently bound to. It is noted that the user

processes are multiplexed among the two central virtual pro-

cessors of each real processor as shown in Figure 39. The VP

with identification number VP$START and VP$END are invisible

to the TC and the user. The necessary mapping among VP$ID of

the ITC and TC will be discussed in the ITC$RET$VPTC module

in paragraph 18 in this Chapter.
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The PRIORITY field specifies the priority of the process.

In this system, priorities range in value from 0 to 255, with a

priority of 0 being the highest. When a process is bound to a

VP, the VP$PRIORITY field of the VPM corresponding to this

specific VP, becomes equal to the PRIORITY field of the process.

The LOAD$THREAD (Loaded List Thread) field serves to

implement the "Loaded List" of the ready, running and blocked

processes. It contains a pointer to the next process in the

Active Process Table which is loaded on the same microcomputer

as this process. The meaning of this statement is that the

"loaded list", which is a "linked list", is kept updated "per

physical processor". A loaded process has its address

space in primary storage; therefore it may be scheduled

to run on a VP. In general, a process can be loaded on

only a single physical processor at a time, due to the

use of processor-local memory. The loaded list is ordered

(sorted) by the priorities of the processes. Thus this

field contains either a pointer to a process whose priority

is less than or equal to that of this process or a nil

pointer (viz., the last process on this Loaded List).

The EVC$VALUE$AW (Value of Eventcount Awaited) field

reflects the event for which the process has blocked itself.

It contains the value that the process is waiting for the

eventcount to reach. When this specific eventcount reaches

this value the process will awaken and its state will change

from "blocked" to "ready". The usefulness of this field will
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be better understood when describing the TC$AWAIT and TC$ADVANCE

U modules.

The THREAD (Block List Thread) field is used to imple-

ment the Blocked List. This is a "per eventcount" linked list

of processes which are waiting on the same eventcount.

The DBR (Address Space Descriptor) field contains the

process' address space descriptor. This is the identity of the

process' stack which contains execution point information. The

value used here is the base location in memory of the stack

segment, viz., the Stack Segment (SS) Register value. This

field is implemented exactly the same way as the SS$REG field

of the VPM.

Above we described that the LOAD$THREAD field is used

to implement a "per physical processor" linked list (the "load

list") of the ready, running, and blocked processes and also

that the THREAD field is used to implement a "per eventcount"

linked list of the blocked processes waiting this eventcount.

For better understanding of these statements we shall use an

example later on, in paragraph H6.

3. Eventcount Table (EVC$TABLE)

The Eventcount Table is also a global data base for

the TC level, as shown in Figure 42 and is used by the

inter-process synchronization mechanism.

The EVC$TABLE INDEX starts from zero and grows as

new events are added in the system by calls from the
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application processes. For example, the EVC$TABLE(O)

represents the first entry (horizontal line) in the EVC$TABLE,

EVC$TABLE(l) the second and so on.

EVC
TABLE EVC EVC APT
INDEX NAME VALUE PTR

EVC$TABLE (0) 0

EVC$TABLE (1) 1

EVC$TABLE (2) 2

FIGURE 42. EVC$TABLE (EVENTCOUNT TABLE)

The EVC$NAME (eventcount name) field is a character

array of six letters. The first five letters is the name given

to the specific event by the user and the last letter is a

delimiter (% is used). This name is used as the input argument

of the TC$AWAIT and TC$ADVANCE operations.

The EVC$VALUE (Eventcount value) field holds the

current value of the eventcount. Each time a TC$ADVANCE oper-

ation is executed, this value is incremented by one. Each time

the TC$AWAIT or TC$ADVANCE is invoked, a comparison is made

between this Eventcount current value and the awaited value to
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decide if the state of the process will remain blocked or

will be changed to ready.

The APT$PTR (Active Process Table Pointer) field is

a pointer which points to the first member of the blocked

list (the "per eventcount" link list discussed in previous

paragraph) corresponding to this specific eventcount. The

usefulness of this pointer will be better understood in the

example promised in previous paragraph.

This structure also uses the variable EVENTS with

initial value zero. The value of EVENTS is incremented by

one each time the TC$CREATE$EVC (Traffic Controller Create

Eventcount) is invoked by an application process. In this

way the operating system keeps track how many events are

currently in use for inter-process synchronization and

communication.

4. Inner Traffic Controller Eventcount Table (ITC$EVC$TBL)

This is a global data base for the ITC level shown

in Figure 43 and is used by the inter-virtual processor

synchronization mechanism.

This table is a parallel structure with the previously

described EVC$TABLE. The differences are: the EVC$NAME

in this table is not a character array but just a number (0

to FFH). The reason is that this structure is invisible for

the user and therefore it is not necessary to spend execution

time to improve the "user interface" (viz., takes more time

when we search the EVC$TABLE to find an eventcount name

consisted of six characters).
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ITC EVC
TBL EVC EVC
INDEX NAME VALUE

ITC$EVC$TBL (0) 0

ITC$EVC$TBL (2) 2

ITC$EVC$TBL (2) 2

TABLE 43. ITC$EVC$TBL (INNER TRAFFIC CONTROLLER EVENTCOUNT
TABLE)

This structure also uses the variable ITCSEVENTS

(Inner Traffic Controller Events) to keep track of how many

events are currently in use in the ITC level, for inter-

virtual processor communication and synchronization.

S. System Configuration Data Segment (SCDS)

This is also a shared (global) segment containing

the following information:

NR$RPS (Number of Real Processors) provides the

information how many physical processors are currently used

in the system.

NR$VFS (Number of Virtual Processors) provides the

number of virtual processors used in the system. It is
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noted that NR$VPS = NR$RPS * VPS$PER$CPU, e.g., the number

4of virtual processors always equals to the number of real

processors multiplied by the number of virtual processors

per real processor, that is 4 in the current implementation.

The array HDW$INT$FLAG(n) (Hardware Interrupt Flag),

is used by the hardware interrupt mechanism for directing an

interrupt to a specific physical processor. Initially all

the members of this array are set to zero. The number of

these members is equal to NR$RPS (n = NR$RPS - 1). There is

one-to-one mapping among HDW$INT$FLAG and CPU$NUMBER (or

LOG$CPU$NUMBER), e.g., HDW$INT$FLAG(m) corresponds to

CPU$NUMBER = m. The usefulness of these flags has already

been discussed in paragraph G of this chapter.

The array LOAD$LIST(n) (Load List), is used in the

implementation of the linked list of the processes loaded to

each physical processor (The "Load List" discussed in the

previous paragraph 2, above APT). Initially all the members

of this array are set to zero. The number of these members

is again equal to NR$RPS (n = NR$RPS -1). There is also one-

to-one mapping among LOAD$LIST and CPU$NUMBER. LOAD$LIST(m)

points to the currently highest priority process (independent

of whether this process is ready, running, or blocked)

loaded on the physical processor with CPU$NUMBER (or

LOG$CPU$NUMBER) = m.
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6. An Example for Loaded Lists and Blocked Lists

It is now feasible to present an example to illustrate

the interactions among LOAD$THREAD, THREAD, APT$PTR, and

LOAD$LIST.

It is noted that it is important for the reader to

understand the following example before proceeding into the

details of the following paragraphs I (about the Inner

Traffic Controller) and especially K (about the Traffic

Controller).

Figure 44 illustrates the interactions for this

example. The APT, SCDS, and EVC$TABLE tables of Figure 44

do not show all their members but only the ones needed to

demonstrate the ideas. It is supposed that 11 processes

corresponding to APT(O) through APT(10) entries of the APT

have been loaded on three different physical processors with

AFFINITY (CPU$NUMBER or LOG$CPU$NUMBER) 0, 1 and 2.

Three linked "Loaded lists" are generated by the

operating system, one "per physical processor". These three

linked lists are sorted (ordered) by the priorities of the

loaded processes. For example, the LOAD$LIST(l) of the

SCDS, corresponding to the physical processor with AFFINITY

= 1 (LOG$CPU$NUMBER = 1) points to the highest priority

process loaded on physical processor #1. It is shown in the

Figure 44, that LOAD$LIST(1) = 2. The meaning is that the

LOAD$LIST(l) (the header of this linked list) points to the

entry 2 of the APT (APT(2)). In entry 2 of the APT, there
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is loaded a process on physical processor #1 (AFFINITY = 1)

and its priority is 30. On the same processor are loaded

two more processes corresponding to the entries 5 and 9 of

the APT but their priorities are lower (66 and 40

respectively).

The LOAD$THREAD corresponding to APT(2) is equal

to 9. The meaning is that the next process loaded on this

physical processor #1 is in the entry 9 of the APT. Indeed

the AFFINITY of APT(9) is also equal 1, and its LOAD$THREAD

field is equal to 5. The meaning is that the next loaded

process on this physical processor is in entry 5 of the APT.

The LOAD$THREAD of APT(5) is equal to FF (the NIL pointer).

This means this is the last process (the lowest priority

process) loaded on physical processor #1. To summarize, we

have LOAD$LIST(l) = 2 pointing to APT(2) which is the highest

priority process (with priority 30) loaded on this physical

processor. This process points to the entry 9 (it has

priority 40) and this second process in turn points to the

entry 5 which contains the third process (with priority 66)

and its LOAD$THREAD = FF meaning it is the last one in this

linked list.

Similarly, it is possible now to easily follow the

path of the remaining two loaded lists (the linked lists of

the processes loaded on physical processors #0 and #2).

It is also supposed that several of these processes

are in the blocked state waiting the cccurrence of some
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. event. There exist three events in the EVC$TABLE with names

WMEGA, GAMMA, and DELTA. The processes corresponding to the

APT entries 5 and 10 are waiting for the occurrence of the

event WMEGA, the processes corresponding to the APT entries

2, 4, and 8 are waiting for the occurrence of the event

GAMMA and finally the processes corresponding to the APT

entries 1 and 7 are waiting for the occurrence of the event

DELTA.

Three linked "Blocked lists" are generated by the

operating system one "per eventcount". For example, the

APT$PTR corresponding to the EVC$NAME WMEGA is equal to 10.

The meaning is that the EVC$TABLE(0).APT$PTR points to the

entry 10 of the APT and indeed this process is waiting the

occurrence of the event WMEGA. The THREAD field of the

APT(10) is equal to 5. The meaning is that the process in

APT(5) is also waiting the occurrence of the same event, and

finally the THREAD field of APT(5) is equal FF meaning that

there is no other process waiting the occurrence of the

event WMEGA. It is noted that these linked lists are per

eventcount and they link processes waiting the specific

event independent of the processor on which they are loaded.

Similarly it is possible now to follow easily the

path of the remaining two blocked lists corresponding to the

events GAMMA and DELTA.
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7. Locks Table (LOCKS)

This small global table consists only of the two

following bytest APT$LOCK and VPM$LOCK (Active Process

Table Lock and Virtual Processor Map Lock). These two locks

are used to prevent race conditions when accessing the

shared data bases APT and VPM. The meaning and usefulness

of these locks have already been discussed.

8. Processor Data Segments (PRDS)

This segment doesn't contain system-wide (global)

data but "local" data, viz., data used for the specific

microcomputer on which this segment is loaded. There exist

a PRDS "per physical processor". This segment contains only

the structure shown in Figure 45.

DECLARE PRDS STRUCTURE

(CPU$NUMBER BYTE,

VP$START BYTE,

VP$END BYTE,

VPS$PER$CPU BYTE,

IDLE$DBR WORD,

COUNTER WORD,

VIRT$INT$VECTOR POINTER,

HDW$INT$VECTOR POINTER)

FIGURE 45. PROCESSOR DATA SEGMENT STRUCTURE (PRDS STRUCTURE)

(1
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The CPU$NUMBER (A "unique" identification number for

the specific physical processor) field, is assigned to each

physical processor during system initialization and is equal

to the LOG$CPU$NUMBER (Logical CPU number) passed as input

argument to the module ITC$INIT (Inner Traffic Controller

Initialization) which will be discussed in paragraph Ib of

this chapter. Anderson (19] describes in his thesis the

details about system initialization.

The VP$START and VP$END fields define the identifica-

tion number of the first and last virtual processor assigned

to the specific physical processor. For example, in this

implementation, the physical processor with identification

number CPU$NUMBER = 0 corresponds to VP$START = 0 and

VP$END = 3, the physical processor with CPUSNUMBER = 1

corresponds to VP$START = 4 and VP$END = 7, and so on.

The VPS$PER$CPU (Virtual processors per CPU) field,

determines the number of virtual processors assigned to each

physical processor. In the current implementation this number

is fixed and equal to 4.

The IDLE$DBR (Address space descriptor for the idle

process) field determines the address of the base of the Idle

Stack (IDLE$STACK) which is used by the Idle Process. Details

about this stack will be discussed in the ITC$INIT module in

paragraph Ib of this chapter.

The COUNTER field is a software counter. By contain-

(i ing this member in the PRDS structure, which is local to each
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* microcomputer an array of software counters is automatically

generated with one-to-one correspondance to the physical

processors. These counters are initialized to zero, and

will be used to monitor the system's performance and the

effectiveness of the partitioning of the application programs.

Details will be discussed in paragraph Jb of this chapter.

VIRT$INT$VECTOR and HDW$INTSVECTOR (Virtual interrupt vector

and hardware interrupt vector) fields determine the address

where the CPU of the specific microcomputer has to transfer

the program control when it receives a virtual or a hardware

interrupt. When a CPU receives a virtual interrupt, it

transfers program control to the Traffic Controller Preemp-

tion Handler (TC$PE$HANDLER). This module will be described

in the paragraph K, later on in this chapter. When a CPU

receives a hardware interrupt, it transfers the program

control to the hardware interrupt handler of the Inner

Traffic Controller Scheduler (VPSCHEDULER). This module

will be discussed in the paragraph Ia, later on, in this

chapter.

9. Sequencer Table (SEQ$TABLE)

This is a global data base for the TC level shown in

Figure 46 and is used by the inter-process synchronization

mechanism.

The SEQ$TABLE INDEX starts from zero and grows as

new sequencers are added to the system by the application

tprocesses. For example, SEQ$TABLE(O) represents the first
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entry (horizontal line) in the SEQ$TABLE, SEQ$TABLE(1) the

second and so on.

SEQ
TABLE SEQ SEQ
INDEX NAME VALUE

SEQ$TABLE (0) 0

SEQ$TABLE (1) 1

SEQ$TABLE (2) 2

FIGURE 46. SEQ$TABLE (SEQUENCER TABLE)

The SEQ$NAME (Sequencer name) field is a character

array of six letters. The first five letters is the name

given to the specific sequencer by the user and the last

letter is a delimiter (% is used). This name is used as the

input argument of the TC$TICKET (Traffic Controller TICKET)

operation.

The SEQ$VALUE (Sequencer value) field holds the

current value of the sequencer. Each time a TC$TICKET opera-

tion is executed on the specific sequencer this value is incre-

mented by one.

169



This structure also uses the variable SEQUENCERS with

an initial value of zero. The value of SEQUENCERS is incre-

mented by one each time the TC$CREATE$SEQ (Traffic Controller

Create Sequencer) is invoked by an application process. In

this way the operating system keeps track of how many sequencers

are currently in use for inter-process communication and

synchronization.

I. THE INNER TRAFFIC CONTROLLER

The Inner Traffic Controller comprises the lower level of

processor multiplexing (Level 1 of this virtual machine). It

multiplexes physical processors among a fixed set (four in the

current implementation) of virtual processors. It provides

inter-virtual processor communication and synchronization,

supports the management of physical resources and manages the

system's interrupt structure.

The Inner Traffic Controller creates a set of four virtual

processors with the following e-tended instruction set:

ITC$AWAIT, ITC$ADVANCE, ITC$LOAD$VP, IDLE$VP, ITC$SEND$PREEMPT,

and ITC$RET$VP. It also contains the internal routines

HARDWARE$INT, LOCKVPM, UNLOCKVPM, CHECK$PREEMPT, RDYTHISVP and

SWAPDBR.

ITC$AWAIT and ITC$ADVANCE (Inner Traffic Controller AWAIT

and ADVANCE) provide an inter-virtual processor synchronization

mechanism used within the kernel to provide multiprogramming.

This multiprogramming is realized by invoking the scheduling

(. procedure GETWORK, of the ITC, which multiplexes these four
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virtual processors on a physical processor. Which VP will

finally run on the physical processor is decided by the

VPSCHEDULER (Inner Traffic Controller Scheduler).

ITC$LOAD$VP (Inner Traffic Controller Load Virtual Pro-

cessor) performs the "binding" of a new process to a virtual

processor. :t is called by the TC$SCHEDULER (Traffic Control-

ler Scheduler) when a process has been selected for the VP.

IDLE$VP (Idle this VP) is the ITC$LOAD$VP's counterpart.

It is called by the TC$SCHEDULER in case that there exist no

runnable process for the VP. The virtual processor will be

idled (enter the "idle state").

CHECK$PREEMPT and ITC$SEND$PREEMPT (Check for Pending

Preempt Interrupt and ITC Send Preempt Interrupt) create a

virtual processor interrupt mechanism. CHECK$PREEMPT, when

it is invoked within the ITC, checks the PE$PEND (Preemption

Pending Flag) field of the VPM to determine if it is set or

reset for the specific VP. ITC$SEND$PREEMPT is invoked from

level 2 (TCSADVANCE) when the Traffic Controller desires to

load a new process on a virtual processor that is not

scheduled.

ITC$RET$VP (Inner Traffic Controller Return Virtual Pro-

cessor's identification number), when it is invoked, provides

the information which VP is currently scheduled (running) on

the physical processor. This identity is only valid so long

as the APT is locked. The identity of a particular VP must

be known in the virtual environment, just as the identity of
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a physical processor is required to be known in the multi-

processor system.

HARDWARE$INT (hardware interrupt) is used within the ITC

to send a hardware interrupt from one physical processor

to another. The purpose is to support preemptive scheduling

needed in the real-time processing.

LOCKVPM and UNLOCKVPM (Lock and Unlock the Virtual pro-

cessor map) are used to set or reset a software lock on the

shared (global) VPM data base to assure there are no race

conditions.

RDYTHISVP (Ready this VP) is used to change the state of

the currently "running" VP to "ready".

SWAPDBR (Swap DBR) is a function within the Inner

Traffic Controller Scheduler and is used to change the

address space when a new process is scheduled to run when

the previous process has been completed or blocked.

The details of the Inner Traffic Controller modules will

be discussed below:

1. Virtual Processor Scheduler (VPSCHEDULER)

This module is responsible for making the scheduling

decisions for virtual processors. It selects the highest

priority virtual processor from the set of four virtual

processors assigned to the physical processor and schedules

it. There are two distinct entry points to the VPSCHEDULER,

the normal entry and the interrupt entry.

172

1'

II



The normal entry point is used by other Inner

Traffic Controller modules to activate VPSCHEDULER when a

virtual processor gives up the physical processor on its

own. The preempt interrupt entry point is used in response

to a hardware preempt interrupt from another physical

processor.

VPSCHEDULER next searches through the fixed set of

virtual processors for the highest priority "eligible"

virtual processor. In this implementation the definition of

eligible includes not only a ready VP but also the combina-

tion of an idle state and a pending virtual preempt interrupt.

This allows an idle virtual processor to run so that it may

field the interrupt and bind itself to a new process. The

idle process that was bound to the virtual processor was

essentially useless up to this point. It now provides an

address space in which the virtual processor can execute

when binding to a new process.

Having selected some eligible virtual processor, the

VPSCHEDULER proceeds to bind the selected virtual processor

to the physical processor. I* ac , by unbinding the

currently running virtual processor. In doing so, the Stack

Pointer Register (SP) value, and the Base Pointer Register

(BP) value are saved in known locations on the process'

stack. The process' execution state (point) had already

been saved.
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Binding the selected virtual processor is begun by

S changing the Stack Segment (SS) Register value to that of

the selected virtual processor. Once this change has been

made, execution has actually swapped to the new process

address space. Binding is completed by retrieving the

previously saved stack Pointer Register value and the Base

Pointer Register value from the newly acquired stack.

The last step is to actually return to the proper

place in the VPSCHEDULER. If a preempt interrupt invoked

VPSCHEDULER, an interrupt return will be executed and

CHECKPREEMPT will see if a virtual preempt interrupt is

pending. If a preempt interrupt is found to be pending, the

program control will be transferred to the location specified

by PRDS.VIRT$INT$VECTOR (viz., to the Traffic Controller's

preempt handler).

There is one other internal module for the Virtual

Processor Scheduler, the hardware interrupt handler. It is

used to handle hardware preempt interrupts. The program

control is transferred in this module each time the HARD-

WARE$INT module of the ITC is invoked. Details about the

hardware preempt interrupt mechanism have already been

discussed in the paragraph G of this Chapter. (For the

algorithm see Figure 38).

2. ITC$INIT (Inner Traffic Controller Initialization)

This module together with the following KERNEL$INIT

perform part of the system initialization by initializing the
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stack of the Idle Process and also the stack of the Memory

Management Process. These two system processes run concept-

ually between the TC and ITC levels as shown in Figures 5 and

9. These two processes are scheduled by the VPSCHEDULER

(the ITC scheduler), and are "invisible" to the TC$SCHEDULER

(generally to the TC level). That means there is no entry

into the APT (Active Process Table) for these two processes.

Also the stack initialization for these processes is differ-

ent from the corresponding initialization of an application

process stack. Details about these two system processes

will be discussed after the completion of the ITC level.

This module just calls the KERNEL$INIT module and

then calls the VPSCHEDULER that schedules the highest priority

virtual processor (VP #0) to run. VP #0 is permanently bound

to the Memory Management Process.

ITC$INIT accepts two input arguments, CPU$NUMBER (that

is equal to the LOG$CPU$NUMBER, logical CPU number) and

PHYS$CPU$NUMBER (physical CPU number). These two arguments

LOG$CPU$NUMBER and PHYS$CPU$NUMBER are given values during

the system initialization [19).

ITC$INIT is the entry point for the distributed oper-

ating system.

3. KERNEL$INIT (Kernel Initialization)

This module is called only by the ITC$INIT and is

executed by each processor once during the system

initialization. It declares the IDLE$STACK and MGMT$STACK
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(Idle Process Stack and Memory Management Stack respectively)

3 as based structures. It then initializes these two stacks by

initializing the header of the stack and the register's

array and then initializing the maximum stack length, and

the process' initial code segment (CS) register, instruction

pointer (IP) register and the flags. (See Figure 22).

Then the program control returns into ITC$INIT

module.

4. GET$COUNTER (Get Current Value of COUNTER)

This is just a "utility function" called only by the

Idle Process. It gets the current value of the counter

(which is a member of the PRDS, (see Figure 45)) and returns

that value to the Idle Process.

5. UPDATE$COUNTER (Up' te the Value of COUNTER)

This is also a "utility function" called only by the

Idle Process and has the purpose to update (increment by

one) the current value of the COUNTER. The usefulness of

these two utility functions will be discussed when describ-

ing the Idle Process.

6. GET$CURRENTSDBR (Get Current DBR)

This is also a "utility function" and is called only

by the VPSCHEDULER. When making an implicit call to the

ITC$RET$VP (discussed below), it finds the identity (VP

number) of the currently running virtual processor and then

finds and returns the content of the Stack Segment (SS)

register, corresponding to the specific running VP. Recall
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that the SS register is used in this design in a manner

analogous to the DBR in the MULTICS system. This DBR

value is used by the VPSCHEDULER to identify the right

address space and continue execution after receiving a

hardware interrupt.

We note here that each time a module returns a func-

tion value, this value in PLA4-86 always goes into the

accumulator (AX) register.

7. ITC$RETSVP (Inner Traffic Controller Return VP Number)

This is also a "utility function" used by the Inner

Traffic Controller and Traffic Controller modules. ITC$RET$VP

searches the Virtual Processor Map and determines the identity

of the virtual processor that is currently running on the

physical processor. It simply checks for the virtual

processor among the virtual processors assigned to the

physical processor which is in the running state. ITC$RET$VP

then returns its result as a function value into the AX

(accumulator) register. It will return either the identity

of the virtual processor (the virtual processor's index in

the Virtual Processor Map) or a "not found" error code.

8. ITC$RET$VPTC (ITC Return VP number for TC)

It is a "utility function" which is used to perform

the VP mapping between the TC and ITC levels as already

mentioned in paragraphs Hl and H2 (about VP$ID Field) of

this Chapter.
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All the four VP's in the Figure 39 are visible to

the ITC. The two central VP's are visible to the TC while

VP$START and VP$END are invisible. The user processes are

multiplexed among these two central VP's of each physical

processor.

The ITC$RET$VPTC when called by the TC, it calls in

turn the ITC$RET$VP to obtain the currently running VP (its

index in VPM). It then performs the mapping shown in Figure

47, and finally returns the corresponding VP identification

number for the TC (VP$ID in Figure 47).

9. ITC$LOAD$VP (Inner Traffic Controller Load Virtual
Processor)

This module performs the "binding" of a new process

to a virtual processor. It is called by the Traffic Controller

Scheduler (TC$WCHEDULER) when a process has been selected for

the virtual processor. LOAD$VP requires two input parameters,

the priority of the new process and the address space descriptor

(the Stack Segment Register value). It then swaps in the new

process onto the virtual processor which is currently running.

ITC$LOAD$VP only operates on the virtual processor which is

running on the physical processor.

Binding is accomplished by updating the Virtual Pro-

cessor Map. The Inner Traffic Controller utility function

ITC$RET$VP is used to obtain the identity of the running

virtual processor. When complete, the virtual processor will

have a new priority and process address space descriptor
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AFFINITY

VPM INDEX OR VP$ID
VPM (n)VP$I CPU$NUMBEP

0 (VP$START FOR RP #0) FF

1 0 0

2 1

3 (VP$END FOR RP #0) FF

4 (VP$START FOR RP #1) FF

5 2

6 1 3

7 (VP$END FOR RP #1) FF

8 (VP$START FOR RP #2) FF

9 2 4

10 5

11 (VP$END FOR RP #2) FF

FF = INVISIBLE FOR TC

RP = REAL PROCESSOR

MAPPING,

VP$ID = (VPM INDEX) - (PRDS.CPU$NUMBER * 2 + 1)

FIGURE 47. VIRTUAL PROCESSOR MAPPING BETWEEN ITC AND TC

179



(corresponding to the priority and address space of the pro-

cess just bound to it). ITC$LOAD$VP completes by calling

VPSCHEDULER to reschedule the virtual processor.

10. IDLE$VP (Idle this Virtual Processor)

This function is ITC$LOAD$VP's counterpart. It is

called by the TC$SCHEDULER (Traffic Controller Scheduler) in

the event that a runnable process is not found for the virtual

processor. In this case the virtual processor will be idled

(enter the idle state) and the Idle Process will be bound to

it. In the Virtual Processor Map, the virtual processor's

state will be marked as idle, the address space descriptor

for the Idle Process will be entered in the Address Space of

Bound Process field. The idle state ensures that the idle

process is not actually run by taking the virtual processor

entirely out of contention for the physical processor, with

which this virtual processor is associated.

At some later point, the virtual processor may be

placed back in "contention" for resources. This will occur

when the virtual processor is "preempted". With the combina-

tion of an "idle state" and a "pending preempt", the virtual

processor is treated the same way as a "ready" virtual proces-

sor (We shall clarify that statement when describing the

GETWORK module). This allows the virtual processor to keep

busy by expediting its binding to a process.

Lastly IDLE$VP calls VP$SCHEDULER in order to "give

up" the physical processor.
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S11. CHECK$PREEMPT (Check for Pending Preempt Interrupt)

This module is called by the VPSCHEDULER during the

execution of a "virtual interrupt return". It checks for a

pending preempt interrupt meant for the virtual processor,

which has been selected to run (the running VP) by the

VPSCHEDULER. To accomplish this it checks the virtual

processor's "preempt pending flag" (PE$PEND) in the VPM

(Virtual Processor Map). If the preempt pending flag is set,

the CHECK$PREEMPT will reset it and return the found value

(flag "on" or "down") to the VPSCHEDULER. In this way the

VPSCHEDULER is informed about the state of PE$PEND flag and

it will use this information to decide which VP will run

(see GETWORK module below).

12. GETWORK

It is a function call. Initially it sets its local

variable PRI (Priority) equal to the lowest possible priority.

(In this implementation, the lowest priority is 255 and the

highest is 0) and SELECTED$DBR (selected address space)

equal to IDLE$DBR (the address space for the idle process).

It then searches the VPM (Virtual Processor Map) to

find the highest priority, "eligible" to run, virtual processor.

In this implementation eligible to run for a virtual processor

means it is either in the "ready" state, or the "idle" state

with a "virtual preempt pending" (PE$PEND is set).

Using the above criterion, GETWORK selects an eligible

(processor, sets the SELECTED$DBR and PRI equal to the
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corresponding VPM values SS$REG and VP$PRIORITY respectively

for the selected VP, and then sets its state to "running"

and finally returns the SELECTED$DBR into the Accumulator.

If after the above search no eligible VP is found,

it defaults SELECTED$DBR = IDLE$DBR and the idle process

will run.

13. ITC$SEND$PREEMPT (Inner Traffic Controller Send
Preempt Interrupt)

This module is responsible for actually sending pre-

empt interrupts. It is called by the Traffic Controller

Advance module. ITC$SEND$PREEMPT requires two arguments, the

identity of the virtual processor which is to be preempted

and the identity of the physical processor to which that

virtual processor is associated.

It first locks the VPM (Virtual Processor Map) and

then sets the virtual processor's PE$PEND (Preempt Pending

Flag). This is all that is done when the virtual processor

to be preempted is associated to the physical processor, which

is the transmitter (executing the ITC$SEND$PREEMPT module).

In other words, when the TGT$CPU (the input argument showing

the identity of the physical processor possessing the

virtual processor for which the virtual preempt interrupt is

destined) is equal to the CPU$NUMBER (the identity of the

physical processor executing ITC$SEND$PREEMPT).

Otherwise, after setting the PE$PEND the ITC$SEND$-

PREEMPT calls the HARDWARE$INT procedure (see next paragraph)
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to generate a hardware interrupt for the physical processor

possessing the virtual processor to be preempted.

Finally the ITC$SEND$PREEMPT unlocks the VPM and

returns to the TC$ADVANCE (the module responsible for pre-

emptive scheduling).

14. HARDWARE$INT (Hardware Interrupt)

This procedure requires as its input argument the CPU$-

NUMBER, viz., the identity of the physical processor for which

the hardware interrupt is destined. HARDWARE$INT procedure

first sets the "global" hardware interrupt flag corresponding

to this physical processor (HDW$INT$FLAG(CPU)). It then

sends a hardware interrupt by outputting in the parallel

PORT "C", first a "0" then an "80H" and again a "0".

Finally the program control returns to the calling procedure.

The details about this hardware preempt interrupt already

have been discussed in paragraph G of this chapter. HARD-

WARE$INT is called only by the ITC$SEND$PREEMPT and

ITC$ADVANCE modules.

15. LOCKVPM (Lock Virtual Processor Map)

This small module uses a built-in PL/M-86 procedure

called LOCKSET which is an "indivisible test-and-set semap-

hore" to implement a software lock called LOCK$VPM in the

VPM which is the central shared data base in the Inner

Traffic Controller Level (see Figure 9). Because this

global data base can be accessed (read and write capability)

183

SI-



Sby all the virtual processors, this lock is used to prevent

"race conditions".

16. UNLOCKVPM (Unlock Virtual Processor Map)

This module is the counterpart of the above LOCKVPM.

Each time we have to access the VPM, we first lock the

VPM$LOCK. When the access task is finished, we have to

unlock this VPM$LOCK, so that another virtual processor can

access it.

17. RDYTHISVP (Ready this Virtual Processor)

This module first finds which Virtual Processor is

currently running by calling implicitly ITC$RET$VP and then

changes the state of this VP from "running" to "ready".

18. ITC$LOCATE$EVC (Inner Traffic Controller Locate
Eventcount)

This is a utility function. It returns the index of an

ITC Eventcount in the ITC Eventcount Table (ITC$EVC$TBL). It

is called only by ITC$AWAIT and ITC$ADVANCE described below.

The input argument is the name of this ITC Eventcount. ITC$-

LOCATE$EVq attempts to match the name given to it with one in

the ITC$EVC$TBL. If a match is found, it returns the index

to the calling procedure in the AX (Accumulator) Register as

a function value. Otherwise, it returns an error code.

19. ITC$AWAIT (Inner Traffic Controller AWAIT)

ITC$AWAIT is an inter-virtual processor synchroniza-

tion primitive. It is "invisible" (not accessible) to the

user processes and is used only by the operating system in
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the management of physical resources. It allows a virtual

processor to wait for the occurrence of an ITC Eventcount.

ITC$AWAIT expects two input arguments, the name of

the Eventcount and the value of the event to be awaited.

Upon invokation ITC$AWAIT locks the VPM. It then

finds first which Virtual Processor is running by making an

implicit call to the ITC$RET$VP and then finds the index of

the Eventcount in the ITC$EVC$TBL by making an implicit call

to the ITC$LOCATE$EVC. It then compares the current value

of the Eventcount, obtained from the ITC$EVC$TBL with the

value passed in the call. If the current value of the

Eventcount is found to be less than the value of the input

argument, then the virtual processor will enter the "waiting"

state and "gives up" the physical processor.

This change of the virtual processor's state from

"running" to "waiting" will be reflected in the VPM. The

input arguments will also be entered in the VPM in the

EVCSAW$ID (Identity of the Awaited Eventcount) and the

EVC$AW$VALUE (Eventcount Awaited Value) fields.

Otherwise, if the current value of the Eventcount is

found to be equal or greater than the value of the input

argument, then the state of this virtual processor will be

changed from "running" to "ready".

Finally, in both cases the virtual processor will

give up the physical processor by calling the VPSCHEDULER,
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Lwhich will bind another (or possibly the same ) virtual

processor to this physical processor. Upon the return from

the VPSCHEDULER, the VPM will be unlocked.

20. ITC$ADVANCE (Inner Traffic Controller ADVANCE)

ITC$ADVANCE is an inter-virtual processor synchroniza-

tion primitive. It also is "invisible" to the user processes

and is used only by the operating system in the management of

the physical resources. It expects one input argument, the

name of the ITC Eventcount to be advanced.

Upon invocation, the VPM is locked. ITC$ADVANCE then

finds which VP is running by making an implicit call to the

ITC$RET$VP to change the state of this VP from "running" to

"ready". It then finds the index of the Eventcount in the

ITC$EVC$TBL by making an implicit call to the ITC$LOCATE$EVC,

and the eventcount's value in this table is incremented by

one.

ITC$ADVANCE then compares this incremented value with

the events waited for by the other virtual processors which

are synchronizing on the same eventcount. All those virtual

processors whose Eventcount Awaited Value field (EVC$AW$VALUE)

in the VPM is less than or equal to the current value of the

eventcount are set to the "ready" state. This is the "broad-

cast effect" discussed in paragraph F5e3 of this chapter.

1Will be the same only in case the state of the
VP changed from "running" to "ready" and if this is
the highest priority ready VP.
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It Finally, the ITC$ADVANCE calls VPSCHEDULER to schedule

the next VP. Upon return from VPSCHEDULER, it will unlock

the VPM.

J. KERNEL PROCESSES

The kernel processes make up the non-distributed kernel.

Non-distributed here has the meaning that these processes are

not distributed as part of each process's address space.

Instead they represent system services and are used in the

management of physical resources and execute asychronously

with respect to user processes.

In this implementation all system processes are permanent-

ly bound to dedicated virtual processors, because it is very

expensive to use a dedicated real processor.

Currently, two kernel processes are used, the Memory

Management Process and the Idle Process (MMGT and IDLE Process

respectively). The MMGT process controls both primary and

secondary memory and the IDLE process defines the "no work"

state of the system.

The currently implemented MMGT and IDLE processes do not

have their final form. Instead they are "stubs" for these

processes. The current implementation does provide the

interface of these processes with the operating system and the

inter-virtual processor synchronization mechanism, which is

the most difficult task when implementing such processes.

(This inter-virtual processor synchronization mechnism will
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also be used in the future when Input/Output management will

be added to the system.)

1. The Memory Management Process (MIGT Process)

The currently implemented MMGT process is permanently

bound to the VP$START (see Figure 39) and the IDLE process

is permanently bound to the VP$END. In this way these two

virtual processors are in contention for physical processors

but not for application (user) process scheduling.

Anderson [19] in his thesis describes the system-

wide initialization. Below is described what is going on

in each physical processor.

Each physical processor starts executing in the code

of the ITC$INIT module (see paragraph 12 of this chapter).

This module ends with a call to VPSCHEDULER. The VPSCHEDULER

schedules the highest priority (i.e., VP$START) virtual

processor to run on each physical processor. In this way

each physical processor executes the MMGT process as its

first process.

The MMGT process calls the loader module which

repeatedly calls the CREATE$PROCESS module. When the loader

is finished, the number of APT entries (processes) is equal

to the number of application processes to be loaded. The

module CREATE$PROCESS (see paragraph K10 in this chapter)

initializes the address space (stacks) for each process and

finally calls the module AWAIT$FOR$START (see paragraph K8).

The result is that each newly created process becomes blocked
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waiting for the special eventcount "START", with initial

value zero, to reach the value 1.

When no other process remains to be loaded the MMGT

process invokes ADVANCE$FOR$START. The result is that the

value of this special eventcount START reaches the value 1 and

all the created processes on its blocked list (see Figure 44)

are now awakened.

Then the MMGT process calls the module ITC$AWAIT

(see paragraph 119 of this chapter). The result is that the

VP$START enters the waiting state and finally the VPSCHEDULER

is invoked. The VPSCHEDULER will schedule the VP which is

loaded with the highest priority application process (one of

the two central VP of Figure 39) since the VP$END is bound

to the IDLE process. If no application processes are loaded

on the specific physical processor, the VPSCHEDULER will

schedule the lowest priority VP$END to run the IDLE process,

since the highest priority MMGT process is currently blocked.

2. The Idle Process (IDLE Process)

The IDLE process defines the "no work" state of the

system. The operating system attempts to schedule useful

work on system processors whenever feasible. If there is no

work then the IDLE process assures that the physical processor

always has some valid process address space to execute in.

The idle virtual processors act as "default" processors that

will only be run when no other eligible VP is found.
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3 Currently the IDLE process constitutes just an "idle

loop". When the IDLE process is running, the this loop is

first entered the current value of the PRDS software COUNTER

(see paragraph H8 of this chapter) is obtained. Afterwards

each time this idle loop is executed this COUNTER is updated

(see also paragraphs 14 and 15).

By being able to read the value of these COUNTERS

(one per physical processor) the performance of the operating

system, the hardware communication links between different

"clusters" and finally the effectiveness of the

application processes "partitioning" can be actually tested.

The reason is, this COUNTER value records how much

time each real processor executed in the IDLE process. These

values can be interpreted and used as relative time or as

actual time by multiplying the COUNTER's value by the time

needed this idle loop to be executed once.

When in the future the preventive fault diagnosis

and recovery routines are developed, part of these routines

will be incorporated into the IDLE process, so that when a

physical processor has no work it will execute this preventive

fault diagnosis routine instead of idling.

K. THE TRAFFIC CONTROLLER

The Traffic Controller resides at level 2, multiplexes

the user processes among virtual processor and manages the

execution of these processes (process management) by invoking
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the extended instructions of the virtual processors in level

1 (ITC-level). In addition to implementing the level 2

scheduling algorithm, the Traffic Controller creates the ex-

tended instruction set: TC$AWAIT and TC$ADVANCE.

TC$AWAIT and TC$ADVANCE (Traffic Controller AWAIT and

ADVANCE) are used to implement an inter-process communica-

tion and synchronization mechanism invoked by the Supervisor,

by using the eventcounts and sequencers.

The Traffic Controller's principal global data base (APT)

has already been discussed in paragraph H2 of this chapter.

Each entry of the APT corresponds to an application process

and contains sufficient information to enable a virtual pro-

cessor to be bound to and execute it.

1. Process Scheduler (TC$SCHEDULER)

The TC$SCHEDULER works in essentially the same way

that the Inner Traffic Controller's Scheduler (VPSCHEDULER)

does. However, the TC$SCHEDULER schedules processes, while

the VPSCHEDULER schedules virtual processors. The

TC$SCHEDULER can be called by the TC$AWAIT, TC$ADVANCE, and

TC$PE$HANDLER (Traffic Controller Preemption Handler).

It selects the highest priority ready process from

the specific microcomputer's Loaded List (see Figure 44) to

be bound to an available virtual processor. The TC$SCHEDULER

works only with the processes which are runnable on its own

physical processor using the fixed set of the four virtual

processors assigned to this physical processor.
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When the TC$SCHEDULER finds a runnable process, the

Inner Traffic Controller module ITC$LOAD$VP is called to bind

the selected process to the running virtual processor. Alter-

natively, if there is no runnable process, the virtual pro-

cessor will be idled (bound to the Idle Process and placed

in the idle state) by a call to the Inner Traffic Controller

module IDLE$VP.

2. Traffic Controller Locate Eventcount (TC$LOCATE$EVC)

This is a "utility" function called only by the

Traffic Controller modules TC$AWAIT and TC$ADVANCE. Together

with the following module TC$LOCATE$SEQ it is used to simplify

the handling of eventcounts and sequencers respectively.

Its input argument is a pointer to the name of the

eventcount. When invoked, TC$LOCATE$EVC makes a linear

search in the Eventcount table (EVC$TABLE) to locate the

desired eventcount by matching the names. If a match is

found it returns the index of the specific eventcount in the

EVC$TABLE in the Accumulator (AX) register, otherwise (if

not found), it returns an error code.

3. Traffic Controller Locate Sequencer (TC$LOCATE$SEQ)

This is the second "utility" function used in the

handling of sequencers and is called only by the TC$TICKET

(Traffic Controller TICKET) module.

TC$LOCATE$SEQ works in exactly the same way as the

LOCATE$EVC does except that it searches for sequencers in

the Sequencer Table (SEQ$TABLE) instead of eventcounts in

the EVC$TABLE. 1192 '
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4. Traffic Controller AWAIT (TC$AWAIT)

The TC$AWAIT is an inter-process synchronization

primitive visible to the user, via the "GATE. It allows a

process to suspend its own execution pending the occurrence

of a specified event. TC$AWAIT is called with two input

arguments, (a pointer to) the name of the eventcount and the

value (of the event) to be awaited.

Upon invokation, Await locks the Active Process Table

and then calls the Inner Traffic Controller utility function

ITC$RET$VPTC to obtain the identity of the running virtual

processor. This is used in a search of the Active Process

Table to identify the process which invoked the TC$AWAIT.

Once the calling process has been identified, an

implicit call is made to the TC$LOCATE$EVC to locate the

index in the EVC$TABLE of the input argument (eventcount

name). Then the current value of the eventcount kept in the

EVC$TABLE is compared to the awaited value specified in the

call. If the event has not yet occurred (viz., the current

value in the EVC$TABLE is less than the awaited input

argument value), then the process will enter the blocked

state. The Value of Eventcount Awaited field in the Active

Process Table is updated with the awaited argument value and

the process is placed on the eventcount's Blocked List (see

Figure 44). Otherwise, if the event has already occurred

(viz., the current value is greater than or equal to the

awaited input argument value), then the process is not

blocked but is made ready.
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Finally, in both cases, TC$AWAIT calls the TC$SCHEDULER

to schedule the highest priority ready process. Upon the

return from TC$SCHEDULER it unlocks the Active Process

Table.

5. Traffic Controller ADVANCE (TC$ADVANCE)

The TC$ADVANCE is an inter-process synchronization

primitive visible to the user, via the "GATE". It allows a

process to signal the occurrence of an event. It updates

the eventcount and signals those processes which had blocked

themselves for this event. Thus TC$ADVANCE is also responsi-

ble for invoking the preemption mechanism.

TC$ADVANCE is called with one input argument, (a

pointer to) the name of the eventcount being advanced.

It first locks the Active Process Table, then makes

an implicit call to the TC$LOCATE$EVC to locate the index in

the EVC$TABLE of the input argument (eventcount name). Then

the current value of the eventcount in the EVC$TABLE is

incremented by one. The eventcount's Blocked List (sea

Figure 44) is searched for processes which had previously

blocked themselves waiting for the same eventcount to reach

this value. As processes are found that should be awakened,

viz., if the current value of the eventcount in the EVC$TABLE

is greater or equal to the EVC$VALUE$AW (awaited eventcount

value) field of the APT corresponding to the specific process,

then these processes are made ready.
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SAn entry in a temporary array of physical processors

is now made to record the physical processor in whose local

memory the newly awakened process is loaded for preemption.

The awakened process is then removed from the eventcount's

Blocked List.

Once all of the processes to be awakened have been

found, TC$ADVANCE determines which virtual processors must

be preempted. This is done for each of the previously

flagged physical processors by first assuming that all of

the physical processor's TC-visible virtual processors (two

in this implementation) should be preempted. Then the

decision is made as to which ones will not be preempted.

This method greatly simplifies the algorithm. First a

temporary list (array) of virtual processors is initialized

to indicate a virtual preempt for each of the virtual

processors. The Loaded List is then searched to find those

processes which should be running. The processes which

should be running are those with the highest priorities that

are either in the "ready" or the "running" states. Assuming

that there are 2 virtual processors per physical processor

used for multiplexing, then the 2 highest priority "ready"

or "running" processes in the Loaded List should be running.

Any lower priority processes that actually are running

should be preempted. TC$ADVANCE determines which of the

processes that should be running already are running and

deletes their virtual processors from the preemption list
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(resets the preempt flag in this array). What will remainI
at the end are those virtual processors that are to be

preempted.

The next step is to actually issue the preempt

interrupts. The temporary preempt list is checked and if a

preempt is indicated for a virtual processor, the Inner

Traffic Controller module ITC$SEND$PREEMPT is called to

actually issue the preempt.

TC$ADVANCE next readies the process which invoked it

and calls the TC$SCHEDULER. Upon the return from the TC$-

SCHEDULER the Active Process Table is unlocked.

6. Traffic Controller Ticket (TC$TICKET)

The routine TC$TICKET is also used in the inter-

process synchronization and communication mechanism. It is

the only operation performed on sequencers. It expects one

input argument, (a pointer to) the sequencer name and it is

visible to the user via the "GATE".

When invoked, TC$TICKET locks the Active Process

Table, and calls implicitly the TC$LOCATE$SEQ to find the

index in the global sequencer table (SEQ$TABLE) of the

sequencer name given to it as the input argument. It then

obtains from the SEQ$TABLE the current sequencer value

(SEQ$VALUE) corresponding to the specific index and returns

this sequencer's value to the process which called the

TC$TICKER. The value according to the PL/M 86 language

conventions is returned to the accumulator (AX) register.
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Before returning, TC$TICKET increments by one the

value of the sequencer and finally unlocks the Active Process

Table.

In this way, TC$TICKET returns an unique sequencer

value with every invokation, which will always be one more

than the last value returned in the same way that TC$ADVANCE

increments the eventcount value (EVC$VALUE). This is the

reason why eventcounts and sequencers were defined as "positive

non-decreasing integers"

7. Traffic Controller Preemption Handler (TC$PE$HANDLER)

The TC$PE$HANDLER is not a separate procedure but is

just a label in the main program of the TC.

It serves as the virtual preempt interrupt entry

point into TC$SCHEDULER and is invoked only by the Inner

Traffic Controller Scheduler (VPSCHEDULER) in the course of

virtualizing preempt interrupts. Actually the VPSCHEDULER

transfers the program control, via the virtual interrupt

vector, to the global label TC$PE$HANDLER. Recall that the

virtual interrupt vector residing in the PRDS (VIRT$INT$-

VECTOR) is initialized to point to the TC$PE$HANDLER label.

The TC$PE$HANDLER first locks the Active Process

Table, then calls the TC$SCHEDULER which will find the highest

priority ready process and bind it to the preempted virtual

processor. Upon return from the TC$SCHEDULER the program

control is transferred back to the VRSCHEDULER, effecting a

"virtual interrupt return".

197



8. Await For Start (AWAIT$FOR$START)

This module is a part of TC$AWAIT and is called only

once, during system initialization, by the MMGT process. It

is invisible to the user.

It accepts three input arguments, the index of the

process in the Active Process Table assigned by the CREATES-

PROCESS (Create Process) module discussed in paragraph 9

below, the eventcount name and the eventcount value to be

awaited. There is in the system a special eventcount named

"START" with initial value zero. The second input argument

is the name of this special eventcount and the third, the

awaited value, which is always one.

Each time the CREATESPROCESS is called to create a

process, the last statement is a call to AWAIT$FOR$START

(Process, Start, 1). In this way each newly created process

after creation is set to the blocked state awaiting for the

special event START to reach the value 1. Each new process

is added to the blocked list (see Figure 44) for the event-

count START.

9. Advance For Start (ADVANCE$FOR$STAR$)

This module is a part of TC$ADVANCE and is also

called only once during the system initialization by the MMGT

process. It is invisible to the user.

It accepts one input argument (a pointer to) the name

of the eventcount START. Where invoked it advances (incre-

ments by one) the value of the special event START. The
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result is that the value of START, initially zero, reaches

if for every new process the awaited value of 1. Then using

the existing signalling mechanism, (the same as in the

TC$ADVANCE module), ADVANCE$FOR$START awakes each process on

the START eventcount's blocked list and sets its state to

ready.

The created processes are now in contention for

processor resources. The same sequence of actions will be

followed as in the case of TC$ADVANCE except that ADVANCE$-

FOR$START doesn't ready the calling process (which is the

MMGT process) and also doesn't call the TC$SCHEDULER but

merely returns program control to the caller, the MMGT

process.

10. Create Process (CREATE$PROCESS)

The CREATE$PROCESS module provides the capability

to dynamically create processes. It is called with one input

argument, a pointer to a process parameter block (PPB) struc-

ture containing all the information necessary to initilize

the process's stacks and enter the newly created process into

the Active Process Table. All of the process' segments had

previously been loaded into memory by the system loader, as

described by Anderson [19].

CREATE$PROCESS first locks the Active Process Table.

The next step is to enter the process in the Active Process

Table. To create this entry the traffic controller uses the

parameters passed by the PPB structure (see MMGT Process in
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previous paragraph J1 of this chapter). The process is also

. inserted into the Load list based on its priority, viz.,

CREATE$PROCESS searches down the LOAD$LIST corresponding to

the physical processor on which this process is loaded and

sets the LOAD$THREAD field (see Figure 44) in such a way

that the currently created process is entered immediately

ahead of the first process found to have lower or equal

priority.

Then CREATE$PROCESS initializes two stack frames for

this process: the KERNEL$STACK and USER$STACK corresponding

to the kernel and user domain respectively. In this way the

process' address space is divided into these two separate

domains of execution. The kernel stack has already been

discussed in Paragraph E of this chapter (see also Figure 26).

The user stack is shown in Figure 48 and the relation between

these two stacks in Figure 49. Since in the PL/M-86 language

the stack grows downwards (see Figure 22) by keeping the

kernel stack above the user stack the KERNEL$STACK is protect-

ed from accidental user tampering (viz., overwriting KERNELS-

STACK is avoided).

The location of these stacks and the initial register

values (viz., initial values for all of the 8086's registers)

for the specific process are passed by the PPB structure and

used in the initialization of the stack frames.

Finally, CREATE$PROCESS unlocks the Active Process

Table and calls AWAIT$FOR$START (Await for Start) to block
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the newly created process and sets it in the blocked list of

the special eventcount START.

11. Traffic Controller Create Eventcount (TC$CREATE$EVC)

This module is visible to the user via the "GATE".

When invoked by an application process it creates the event-

count specified by this process. TC$CREATE$EVC is called with

two input arguments, (a pointer to) the name of the eventcount

to be created and the desired initial value, by the definition

of eventcount (101 this value should always be zero.

Upon invokation, TC$CREATE$EVC locks the APT. It then

calls TC$LOCATE$EVC to determine whether or not the eventcount

had already been created. This is to avoid making duplicate

entries (since each process which will use the eventcount must

declare at least the name). If the eventcount had not previous-

ly been created (viz., no entry is found in the Eventcount Table

with the same name as given in the input argument) then an entry

is made in the Eventcount Table. The name is copied into the

Eventcount Table EVC$NAME field and the eventcount's current

value (EVC$VALUE field) is initialized to the second input

argument. Otherwise no entry is made. When the entry is made

in the Eventcount Table the APT$PTR field is initialized to

FFH (the nil pointer), meaning that there is no process in the

blocked list corresponding to this eventcount (empty blocked

list).

The value of the variable EVENTS (see paragraph H3 of

this chapter) is incremented by one each time an eventcount
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is created. In this way the operating system keeps track of

how many eventcounts are currently used.

Finally, TC$CREATE$EVC unlocks the APT and returns

the program control to the calling procedure.

12. Traffic Controller Create Sequencer (TC$CREATE$SEQ)

This module is also visible to the user, via the

"GATE". When invoked by an application process it creates

a sequencer in exactly the same way that TC$CREATE$EVC

creates an eventcount. The only difference is that it accepts

one input argument, (a pointer to) the name of the sequencer

as defined by the user. The initial sequencer value is

always zero.

The operating system keeps track how many sequencers

are currently used in the system by using the variable

SEQUENCERS (see paragraph H9 of this chapter).

13. Traffic Controller Read (TC$READ)

The TC$READ module is also visible to the user, via

the "GATE". It returns the current value of an eventcount to

the calling process. It is called by one input argument, (a

pointer to) the name of the specific eventcount.

When invoked, TC$READ locks the APT and then calls

the TC$LOCATE$EVC to obtain the index of this eventcount in

the eventcount table (EVC$TABLE). Using this index, TC$READ

obtins the current value of the eventcount from the EVC$VALUE

field of the EVC$TABLE and returns this value in the accumula-

tor (AX) register.
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Prior to returning to the calling procedure it unlocks

the APT.

14. An Overall View Figure

After finishing the detailed description of the ITC,

system processes and TC, an overall view of the two-level

scheduling and multiplexing technique is illustrated in

Figure 50. This view is similar for each of the physical

processors in the system.

At the ITC level (LEVEL 1) the left most and right

most virtual processor, e.g., VP$START and VP$END are

permanently bound to the MMGT and IDLE process respectively.

They are in contention for physical resources (in the figure

for the physical processors), but they are not in contention

for user process scheduling. The remaining two central VP's

are temporarily bound to supervisor processes (user or

application processes) as determined each time by the

TC$SCHEDULER. The criteron is that the highest priority

process will be scheduled first. In the case when no super-

visor process is ready, the TC invokes ITC IDLE$VP (see

paragraph 110) which loads an idle process on the VP. The

idle process will actually run only when the VP to which it

is permanently bound (VP$END) is scheduled. This will happen

only when all other VP's are waiting the occurrence of events

or temporarily bound to idle processes (i.e., when there is

no work" for the specific physical processor).

205



BLOCKED SUPERVISOR PROCESSES READY

RUNNINGV

TC LEVEL 2
ITC KERNEL LEVEL 1

-,,--ROCESSES

MMGT IDLE
PROCESS PROCESS

WAITING RUNNING READY IDLE WITH/ 7 ,XE $END FLAG

VP I VVPVP K
I=VP$START # I+l # 1+2 K=VP$END

LEVEL 0

CPU

J. VP IS WANTED RP IS WANTED

PERMANENTLY BOUND PROCESS TEMPORARILY BOUND TO VP

VP TEMPORARILY BOUND TO RP

FIGURE 50. AN OVERALL VIEW FOR EACH PHYSICAL PROCESSOR

206



The ITC VPSCHEDULER schedules VP's on the physical

processors. The criteron is that each time it schedules on

the physical processor the highest priority "eligible" VP.

Eligible in this design means ready or in the idle state,

but with the preempt pending flag set.

In this way the operating system supports multipro-

gramming on each physical processor and also multiprocessing

(concurrent processing) since there are several processors.

The transitions of the processer among the

"ready-blocked-run" states is controlled by the inter-process

communication and synchronization mechanism and also the

TC$SCHEDULER.

The transitions of the VP's among the "idle-waiting-

ready and run" states are controlled by the inter-virtual

processor communication and synchronization mechanism and

the VPSCHEDULER.

Finally, the hardware interrupt structure is used for

preemptive scheduling to support real-time processing.

L. THE SUPERVISOR

1. General Description

In a general-purpose computer utility the "supervisor"

provides the interface between application programs and the

kernel of the operating system by supporting common services

such as development tools (e.g., editors, compilers, assemblers,

linkers, locaters, loaders), library functions, file system etc.

g
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In the current implementation only one module is

I needed at the supervisor level, since all the above develop-

ment tools are supported by the INTEL's MDS system (Micro-

computer Development System). This module is written in

assembly language and is called "Gate" or "Gatekeeper".

Tnere must exist a way to link each user (application)

program with the operating system in order to have as a result

the user (application) process shown in Figure 25. The Gate

is this "actual linkage" and is constructed such that it is

the only operating system module that the user has to link

to his program in order to access kernel functions visible

to him.

2. The Gate or Gatekeeper

The Gate exists on the boundary between the kernel

and supervisor levels of abstraction (see Figures 4, 5 and 9)

and therefore is called a "software ring crossing mechanism".

It is utilized to ensure that the kernel is "isolated" and

"tamperproof". This module will be also important in the

future if the system's internal security is considered. This

structure is specifically designed to be compatible with the

future version of the 8086 processor.

The system services visible to the user are: TC$AWAIT,

TC$ADVANCE, TC$TICKET, TC$CREATE$EVC, TC$CREATE$SEQ and TC$READ.

All these modules are related to the synchronization and

communication mechanism. It is noted that the operating system

never calls (execute the code of) these procedures. They are

C
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called only by the user when the application programs need

* synchronization support (viz., when an application program

* is partitioned into asynchronous interactive parts).

The corresponding names for these procedures in the

GATE are AWAIT, ADVANCE, TICKET, CREAT$EVC, CREATE$SEQ, and

READ respectively.

The GATE contains the "public" declarations for these

procedures and in this way allows the user to call these

operating system procedures in exactly the same way that any

other "external" procedure would be called.

The advantage is that only the GATE (a very small

module) is required to be linked and loaded with each user

process and not the entire operating system. Furthermore,

during system generation [19], the GATE can be located in

exactly the same absolute address in memory for all of the

processes loaded on a single microcomputer. The result is

that the GATE segment loaded in with each process will be

overlayed and the same copy will be shared. This minimizes

the amount of physical memory used by the GATE.

The GATE is a set of global procedures which the

user programs can call directly. Each of the user accessible

(visible) kernel functions is represented by one of these

procedures. Actually they only set up the required para-

meters and use a "trap" feature (INT instruction) to effect

the call to the real procedure of the kernel. For example,

when a user program calls AWAIT then the GATE using the

same parameters calls TC$AWAIT, and son on.
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The GATE is written in assembly langauge because of

the stack manipulation that must be done for parameters

passing between PL/M 86 and ASM 86 (PL/M high level language

and assembly language) and to invoke the "trap handler" in

such a way to: 1) determine the correct kernel entry point

(the proper procedure) to call, and 2) properly pass para-

meters to the kernel procedures.

The GATE consists of three small modules called GATE,

trap handler and trap processes. When a GATE procedure is

called by a user program the parameters are moved on the

stack and the GATE reaches the trap handler by an interrupt

(e.g., an internal interrupt, or trap) using the INT

instruction. The trap handler transfer program control to

the corresponding trap process which in turn invokes the

real kernel procedure with the same parameters passed on the

stack by the user program.

This has the effect of de-coupling the user from all

the operating system modules below the Supervisor level.

The software provided by the Gatekeeper has to perform

additional functions upon the kernel entry and kernel exit,

as shown in Figure 51.

Figure 52 tabulates the required format for all of the

external procedure declarations that must be included in the

user programs when invoking kernel functions. Of course, only

the kernel functions actually invoked need to be externally

declared by the user program.
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Kernel Entry

1. Mask hardware preempt interrupts in the
kernel.

2. Save user domain registers in the user
stack (user domain).

3. Switch from user to kernel domain (stack).

4. Save user domain stack segment (SS) register
and user stack pointer (SP) register in the
kernel stack.

5. Check arguments and invoke appropriate
kernel entry point.

Kernel Exit

1. Check for virtual preempt interrupts (call
CHECK$PREEMPT) when leaving the kernel
(unmask virtual interrupt).

2. Save kernel domain SS and SP registers in
the kernel stack.

3. Restore user domain SS and SP registers.

4. Restore user domain registers.

5. Unmask hardware interrupts.

6. Return to the user process, execution point
in the user domain.

FIGURE 51. KERNEL ENTRY - KERNEL EXIT

4
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SCreating an Eventcount:
CREATE$EVC: PROCEDURE (EVENTCOUNT, VALUE) EXTERNAL;

DELARE EVENTCOUNT POINTER, VALUE WORD;
END;

Creating a Sequencer:

CREATE$SEQ: PROCEDURE (SEQUENCER) EXTERNAL;
DECLARE SEQUENCER POINTER;

END;

The Advance Operation:

ADVANCE: PROCEDURE (EVENTCOUNT) EXTERNAL;
DECLARE EVENTCOUNT POINTER;

END;

The Await Operation:

AWAIT: PROCEDURE (EVENTCOUNT,VALUE) EXTERNAL;
DECLARE EVENTCOUNT POINTER,

VALUE WORD;
END;

The Ticket Operation:

TICKET: PROCEDURE(SEQUENCER) BYTE EXTERNAL;
DECLARE SEQUENCER POINTER;

END;

The Read Operation:

READ: PROCEDURE (EVENTCOUNT) BYTE EXTERNAL;
DECLARE EVENTCOUNT POINTER;

END;

FIGURE 52. KERNEL CALL EXTERNAL PROCEDURE DECLARATIONS
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In J. Wasson thesis [8], there is a whole appendix

(Appendix A) of 33 pages with programming instructions and

examples how to use the synchronization mechanism and the

operating system. It is considered redundant to repeat these

instructions. Instead, in Appendix A of this thesis will be

incorporated several actual operating system test programs

and their output.

213



S V. CONCLUSIONS

A. RESULTS

The principal goal of this thesis, the development of the

kernel of a real-time, distributed operating system for a

microcomputer based multiprocessor system was met.

This operating system is hierarchically structured,

layered in three loop free levels of abstraction, viz., the

Inner Traffic Controller, the Traffic Controller and the

Supervisor, and fundamentally configuration independent.

This verifiable loop free structure was demonstrated with

EXAMPLE #6 in the Appendix A.

Furthermore, at each level of this hierarchical structure

the corresponding part of the operating system consists of a

set of understandable modules whose interactions are clearly

specified and strictly enforced.

The result is a relatively small and easy to analyze

operating system and this also was a principal goal.

Since the kernel is small: (1) less memory is spent for

its storage and (2) less processor time is spent in its

execution. This advantage of less memcry allows physical

distribution of the kernel's code and data among the micro-

computers and this distribution in turn helps to minimize

system bus contention.
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On the other hand the layered modular structure provides

the advantage of making it easy to debug, test and analyze,

ensuring correct operation and permitting an opportunity to

increase performance by tuning.

B. FOLLOW ON RESEARCH

Although the kernel executes correctly, as shown in the

examples of appendix A, before higher levels of abstraction

are added to the system, a more formal test and evaluation

plan should be developed. Once the kernel has been proven

highly reliable then the follow on research is feasible for

the reasons explained below.

The existing stub for memory management process solves

the two hardest problems of the memory management functions:

(1) the interface with the kernel and (2) the needed inter-

virtual processor communication and synchronization. Both

capabilities have been implemented and tested.

The hard problem for adding I/O management is also the

inter-virtual synchronization mechanism which exists and

works correctly. For I/O management one more VP will be

added on each physical processor permanently bound to the

I/O process, in the same way as is done for MMGT and IDLE

process.

It is also possible to add file management (by dividing

its functions among kernel and Supervisor). Finally, the

process oriented structure of the operating system, the
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separation of the address space of each process intp user and

kernel domain of execution and also the existence of the Gate

lead automatically to the required structure for internal

security. Additional segmentation hardware is needed to

control the access (read, write) of the system's and user' s

subjects (viz., processes), to the system objects (viz.,

segments). The needed hardware will be available in the

anticipated 8086 successor.
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S
APPENDIX A

SYSTEM'S TESTING

This appendix incorporated six examples to demonstrate

the use of the operating system and also to test the inter-

process communication and synchronization mechanism, the

inter-virtual processor communication and synchronization

mechanism and the inter-real processor communication

mechanism (used for preemptive scheduling and supported by

the hardware interrupt structure).

For each example, the input source code and the actual

output to the printer are incorporated.

Four of these test programs designed and implemented by

the author and the remaining two by students working in the

"Electro-Optics and Signal Processing Laboratory" of the

Naval Postgraduate School.
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EXAMPLE #1

In this example there are two interactive processes

running on a uniprocessor system under the operating system.

This example demonstrates the multiprogramming capability

and also the use of the inter-process communication and

synchronization mechanism.

In the input source code under the header EXAMPLE #1

INPUT, there are enough comments for easy understanding of

this example. Figures 53 and 54 are provided to illustrate

the interleaved execution of.these two processes and how

they interact using the synchronization mechanism. The

output on the printer is also provided under the header

EXAMPLE #1 OUTPUT.

The variables A, B and C have been incorporated and

are changed before and after entering the operating system

kernel (e.g., when the process calls ADVANCE or AWAIT)

to demonstrate that these values are correctly saved and

restored from the per process stack.
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EXAMPLE #1 INPUT

S3!TZ 141,7AL 'ZID OFDCs~&xI2
BYT v'-v "i ' ^Z7RZNT TALJ1 y -

LA 2 y .,I'ETC

~i~A: ?C~P~(~VCID REVS7ALPAF E zxi.RNAL;
C-ZLAR; E7C$l:$PAR.' P:INr:R,

17C$7&L$?hRP" 4^CRC;

A:VANCi-: PROc!"R'E (lfC~iSl.MR") 7XTZRNAL;

:7ECLXPE C~iR 3T71,;
:0 ifil'L (1%PGTrZDAH) AN 0H 0;

)ZS (Z: PR~ci~rE(E);
:LAE3 B!TZ;

:AL:. 2UTSC&(A:11(3 &'JD JFT));

/V~ ?RCCN :S TH ili.!P. MIRITY PROCESS W

:ALL Z2CA~CJ

:AL' OrSCHAR(LI);

CALL 2~CA(s::)

AL. ^u?$CFA?(cR);
'ALI zi!:SCiVA(L7);

ZALL 3JSCHAR(CP);
:AL UTiC1HAP'L';

ZAIL oir$CFAR('CR);
L cr$CHAP.(L?);
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'ALL lak:79:ELTA.2";

/I ?F 'J37 7'SE 7ALUE 7AJ '.! ALL STATIM EN'T 1S 2, G.REATIR TFA TH
'~ J:'ALVALUS - 3. AdAI7 dILL 3iUS?---D Tq XZCUT!ON COF THAr

Z.ALL:%G) P?3CCSS AND ?":E SCHE:ULZF WILL SCHEZULE 7.-E : FR
,' R:~2Y P0' ?HE. REvkIMING PROCES33!S. PROC~l d!LL. ̂ ,3 ?0 -H

J. L 3-U75C^AP'L7);

:ALL CUCFAP(S3(;

CALL olrscHAR(CR);
CAL;. :UrSCHAP.(L?);

'ALL 07"SCEATIMR;
,ALL.3 ~SCAi
'ALL :U'sC'AR(LF);

:= a 0 o2
:kL7. 3JSCFAR(,S2(I));

CALL OU75CHiAP(CP);
CALL OJT$CHAR(LF);

CC I - 3 TO 234;

/* SINCE 1 :S :?.!AT!R THPN PRESENT VALUE OF 'ME.;A C.~ PROCM1
,i ILL ;0 JL~kli TO Iffr BLOCKED STATE AND 3CREDJLER 4ILL S-C."-*l

ZpAL Cit 8ARC.);

CALL OTCHAW(LF;3)

:ALL 311SCUAR(LF);

CALL OU 3SCFAR("S) fl

CA.Lt OircfAR(cLF;
CALI OUTWCAR(C?);

ALL O7SCA(R);2);

CAL rSCH'R(LF);

CALL ~CF.2ILF;
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I2

S H.

/ NCE F ORE IS PROCISS DFS TO TEE BLOCIE: S TATE, S INCZ THE PRESENT *
/~7AU7 F 7ELT 1S 2, 2 < 3 .*

:ALL )USCH.W.-F);
'ALL Cjr.$CF!Af'F);
:.':L 3UTSCHAP(LFl;

-krL sc('AP(;3(2

:ALL OUISCFAFFI(C);

:ALL OUT5CDA?(LF);

ZALI.
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.1 7:- 1F~ .s7 c- i 9!

C;2( Pt= AZ. 'PPOC#tZ. NTfF '41; :-L AT ':
'5z:3(4' 3Y'7E 'XCT '9RC 2

-- L:TTR LL! dE

a hA::: PP.)ClrlRE (V$~zrPNL
:FCLAFE ivcsiz$?ARi PoiimE,

&:7ANCE: PFOCI:tJR (Z7C5I:)SPAR*') ETRNAL;
:1ICLARZ EV".Il$P&R POINTER;

J7SCFPR ??OtE?(CHAR);
:1CLARE '!A.R B!T--*

:O iHILE (VlUT(ZD&H) AND JR -=J

/*~~~** ~ > ~ ~ I P R ~G R A M <= . ***.*

14 PR.Zv2 1S 74 tCIE? ?0ICPX"! PROC3SS ~

CALL ZTC&(~~()

OL j:sCF.kR(Cp4;
: rsc CAP LY

- *k

ALL A:7A,4Cl(-LA);

/ V Z IL7' qAS 40if 7q 7 '.JE 1, --7 PRocxi co:~irNJET SLSEPINJ a/

io mr:L 7r.1 UENrT ZELZA dILL Rk;AC1 THI: TALUE 2

:ALL OJ!$cHAP(L7);

CALL G$CFAR(LI-);
".3 T 22;

CALL CcUsCR&pC"1s2(I1);

E, :: Tc E R)
CALL :$CzARfC);
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:ALL AAJ~~!'f

/* 7VENr :ELT. RZACFES 7A:JE 2. -- kVA'JCZ dIL AiA~tZ: ?Q:Cu: I N:

LL 'J7SCHAR(LF);

:c 1 a To 17;
CALL TC!A(SC)

EN:
:ALL 3U!CFAVCR);

:ALL 3J:SC qAR ( CR
ZALL OUT CH&P.(LF);
CALL xT:7CHAF(LrF);
Lo I.-Z T z

:ALL 3UTsCF.AP.('S;2(t));

:ALL 3OjrSCHAR(CR);
kALL oursc3AR(LF);

DO 1 - 0 71 M;
'ALL :nI~o(25L);

END;

/0 rE EVENT d,4EGA REkCRES %OV rRE VAL;.E 1, SO ADVANCE 4ILL *
/* AdAEE PROChl AND SET PROC*2 14 REACT STATE. rFEN THE SCHE-*/
,'* CJLIR 4ILL SCHEM~E PROCNI (SINCE IOTR PROCESSES 4RE NOW :NO/
/0[ ?H EADY 3:kTl AND ?RCC#l UAS qIG8EF ?RICRI:T.

CALL D'TSCHAR(CR);
ZAL7 oUT$CHR(i);
CALL OLJiSCIARCLF);
:o r - z ?o ii;

:ALL OUscR(MqS;3(I));

:ALL )JrSCHAR(CR);
:ALL ourscHA?(Li);

CJLL OLTISCHARrCA);
'ALIL OUT$CHAR(LF);
-ALL CflsCH&(LY);
0O 1 * 3 TO 22;

:ALL 3U'TSChAR(,S;Z(I));
END;
:PLL ^Ur5CHAWCF);
.AL.L OVScHABILF);

0O 1 3 TT 2aj;
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EXAMPLE #1 OUTPUT

ENTERING PROC#I. IT HAS HIGHER PRIORITY

PROC01. ENTERING DELAY

ENTERING AWA I T

ENTERING PROCOZ. IT HAS LOWER PRIORITY

ENTERING A D V A N C E

PROC#Z. ENTERING DELAY

ENTERING A D V A N C E

EXECUTING IN PROC01

PROC#I. ENTERING DELAY

ENTERING A W A I T

EXECUTING IN PROCeZ

PROC#Z. ENTERING DELAY

ENTERING A D V A N C E

EXECUTING IN PROC@l

PR #Cl. ENTERING DELAY

CURRENT VALUE OF C - 03ES

ENTERING A W A I T

EXECUTING IN FROM

P XC Z. ENTERING DELAY

ENTERING A D V A N C 8
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EXECUTING IN PROC#I

END OF DEMO)NSTRATION
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PROC #1 PROC #2 I OUTPUT

START

OUTPUT MSG 1 IENTERING PROC #1. IT
lip IHAS HIGHER PRI

B=
A = B * 5 + 25C = A * 10
OUTPUT MSG 2 IN READY

STATE 1PROC #1. ENTERING DELAYDELAY i
SIENTERING AWAIT

OUTPUT MSG 1 IENTERING PROC #2. IT
I HAS LOWER PRI

A = 10*I

I B = A * 10
C= B + A

SLEEPING
(BLOCK STATE) CALL ADVANCE(DELTA)3ENTERING ADVANCE

"r L PROC #2. ENTERING
OUTPUTMSG 2'DELAYDELTA = 1 DLA

DELAY I
C = C- 10

DELTA =2 .. L ANCE(DETA) ENTERING ADVANCE

OUTPUT MSG 3 T rEXECUTING IN PROC #1
OUTPUT MSG 2 |PROC #1. ENTERING

DELAY D

A= C IN READY
STATE I

C =A* 2 I
A= C* 5

L AWAIT(WMEGA, 1) ENTERING AWAIT

II

FIGURE 53. INTERLEAVED EXECUTION OF TWO PROCESSES
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I OUTPUT MSG 3 EXECUTING IN PROC #2
I PROC #2. ENTERING

DELAY IDELAY
C=C+50

BLOCK STATE B = C *2

A= B *5

WMEGA ALL AW ENTERING ADVANCE

OUTPUT MSG 3 EXECUTING IN PROC #1
IPROC #1. ENTERING

OUTPUT MSG 2 I DELAY.

ELAY READY STATE CURRENT VALUE OF
= / C = 03E8

= A/5

ALL AWA ENTERING AWAIT

OUTPUT MSG 3 EXECUTING IN PROC #2

'PROC #2. ENTERING

OUTPUT MSG 2 DELAY.

BLOCK STATE DELAY

B =A2

DELTA CALL AD E(DELTA ENTERING ADVANCEI END OF PROC #2

OUTPUT MSG 3 (EXECUTING IN PROC #1

OUTPUT MSG 4 IEND OF DEMONSTRATION

END OF PROC #1

Ni

r

FIGURE 54. INTERLEAVED EXECUTION OF TWO PROCESSES
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EXAMPLE #2

In this example there are two interactive processes

running on a uniprocessor under the operating system. These

two processes simulate the image processing processes CLUTTER

SUPPRESION AND FILTER DESIGN. The data comes into the micro-

computer as frames of images and an extensive use of the

synchronization mechanism is required.

Following the comments in the input source code under

the header EXAMPLE #2 INPUT and the cutput messages under

the header EXAMPLE #2 OUTPUT, it is possible to follow the

interleaving execution and interaction of these two processes.
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3 EXAMPLE #2 INPUT

P LITERAL7IZT
LF L:TEP.AL:,T '3At":

:Jl= 3!79 DAIA'CSU?O',);
ri~~ LrZS(5, ITE 0&7A("-LZIS.)

DEZLAPE
S~S1~ YTI INITIAL (PP.OCtl. 111~TIAL ENMR INTO CLUTTER SPPESSION '

"S:2(*) 3?T-- IN171AL ('PRO:#I. dkIT FOR. :TA REAL!
A;Z:3(*) ?!TE IN:TIAL (-?QC~ot. ?VRFOR'iING CLUTTER zJPRESSICJ ON !.AME:

*S4~PYT! :NZ1TIAL VPROClb. AVANCE FILTER ZESIGN IETDN

AdkC7: ?DCDURE(-VCSID$P&RM4,TC$ALSP&PM) EXTERNAL;
ZICLAR.E IVC$Il$PAR!' POINTER,

3VC$7AL$PAPI ~dRD;

AZVAkNCS: PROCEt!JRE(EVZ$It$PARl4) EXTER.NAL;
DECLARE EVC$ID$P&Rlq POINTER;

.ND;

OJT$CHAR: PRocErJRE(CRAR);
DECLARE CffAR Brig;
ZO WHILE ',INPUT(ODAR) AND 31H) = 0; END;

OUPD ft;f - CRAR;

DtG!^SH!: PRDCEB7.REC);
ZELARZ 3 3YTE;
DECLARE ASCII(*) BITE DATA ('31234A 799A3CZE7');
CALL lUJ$C3AR(ASCI'(SER(B,4:) ANZ OFH));
,AI. OUT$CHAR(ASCli(B AND 0TH));

CALL lTTscHAR(LF);

CO Z - 3 To 48;
CALL OUT$CHAR(MS!2.(Z));

ENr;
CALL :UTSCR&P.(CR);
CALL CUT$CHkP(L?);
7ALL DtT$CHAR(Lf);

CALL DcTSCHAP(Lr);
DO Z - - TO 45

'ALL OUT$CFARPmS:52(Z)?;
ENq:
!ALT O7T$C9AReCP.);
CALL MTCRAP(LF;
CALL 39TSCHAR(L,71;
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kLL AWA:'( CJP.V

:kL-l OUTSCHA(L-);
:3 z = TO 4.6;

:ALL tTZA s3(;

CAL C :J$E( c.

:ALL DUTCHA(UF);

0 :^.o 2a0;
CALL 7!"E(2!0);

:ALL ':TrSCAR(L?);
:0 7 = 7 70 le;

CALL 3UT$CRAR(M5SW(:));

CALL 3UT$CHAR(CR);
CALL DJ7SCHARLI;
ZALL :UT$CRAR(L?);

CALL kZANCE(07LDES);

ENC; /* OdLE 0/
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z- :S5!'DVJLZ: ro;

L F LITEPALL! ' 4 A H

:i:L&R-l CSUPP(E) !??! :krA(':SUPPV');

~Iz(;' 3T INIlrAL ('?ROZ*2 . INITIAL ENTR~Y INTO ?ILTIR !ISICDN
3 2 (*~ I ?! lNII.L ('PRICst. AWAIT FOR DATA RIADY 'I.
'sD3(0) BYTE INITIAL -PR;C#2 . ?ERI'OR'IING FILTER rESLCN )N ERAME:
li;4(% ) 3YTE PJITIAL (7?ROC02. ADTA'JCE CLUTTER ScU?PRFSSICN ZVENTCOUN! ~

AA7:~ EX!UEEC$CPRYsVLPR ZTERNAL;
DECLARE EVC$ID$?XR - 'OI'TEP.,

Z7C$VALSP&RM WORD;

lDVA4CEz: ORCED(EC$tD$PiRM) EXTERNAL;
:TCLAPF E7CSIDSPARM~ POINTER;

DUTSC.AP: PRDD2tE(:R&R);

:0 WHILE (iNpj?(zrCAH) ANr olF) - o; ENr;

$~:PRO~CEDURE(?);
DECLARE B 31'?!,

:ALL 3J?$CHAR(ASCII(SHR(B,4) ANr ZFR));
:ALL OU? CHWRASCII(B AND MP));

DO Z a TO 40;
CALL OUT$CHAR(MS'wl(Z));

ENri
DLLf NrJC!L?(ca);
CALL IUTSCHAP(L');
:ALL DUT$CHAR(Li);

DO WHILE (I <u 54.);

:ALL DfT$CHAP(LF);
LO Z a Z !O 29;

CALL .SCA('szz;
ZINL;
:ALL )JT$CHAR(CR);
:ALL :.?S$C1?A( LP;
CALL 3USCHMPL7T,;

:ALL AOAIZ?Ln!.S4);
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CALL IJTSCHAF(L?);
10 7 - 0 0.2;

ALL .$CFA? ( IIS 3 Z

CAL, :ilSCH A F(LP);
ZXLL C3jsCHF(LF);

%&LL TIU?sC (LF);

'D z = 0 70 46;
CALL 3STcAR(Ms!;:(Z));

:kLL )T$cHAR(C7-);
I.ALL )J7$CHA?.(LF);
CALL WUT$CRTka(L7);

CALL A:VANCE(@CSIPP);

i'JL; /0 iKILI '
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3 EXAMPLE 42 OUTPUT

PROC¢l. INITIAL E2TRY INTO CLUTTE SUPPRESSION

PROC$I. WAIT FOR DATA READY

TERING A W A I T

PROC#. PERFOINING CLUTTER SUPPRESS ION ON FRAME: 01

PROC, I. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING A D V A N C E

PROC0i. WAIT FOR DATA READY

ENTEING AWA I T

PROC Z. INITIAL ENTRY INTO FILTER DESIGN

PROCZ. AWAIT FOR DATA READY

ENTERING A W A I T

PROCOZ. PERFOI4ING FILTER DESIGN ON FRAME: 01

PROC#Z. ADVANCE CLUTTER SUPPRESSION EVENTCCtNT

ENTERING A D V A N C E

PROC01. PERFOWING CLUTTE SUPPRESSION ON FRAME: 02

PROC01. ADVANCE FILTER DESIGN EVEN7COUNT

ENTERING A D V A N C E

PROC#I. WAIT FOR DATA READY

ENTERING A W A I T

PROCZ. AWAIT FOR DATA READY 4

ENEING AWA I T
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PROC#Z. PERFORMING FILTER DESIGN ON FRAME: 0Z

PROC#Z. ADVANCE CLUTER SUPPRESSION EVUflCINT

ENTERING A D V A N C E

PRCocI. PERORMING CLUTTER SUPPRESSION ON FRAME: 03

PROCG1. ADVANCE FILTE DESIGN EVENTCOUNT

ENTERING A D V A N C E

PROC/ I. WAIT FOR DATA READY

ENTERING A W A I T

PROC#Z. AWAIT FOR DATA READY

ENTERING A W A I T

PROC#Z. PERFORMING FILTER DESIGN ON FRAME: 03

PROC#*Z. ADVANCE CLUTR SUPPRESSION EVEN!aMT

ENTERING A 0 V A N C E

PROC# I. PERFORMING CLUTTER SUPPRESSION ON FRAME: 04

PROCI. ADVANCE FILTE DESIGN EVENTCOONT

ETERING A D V A N C E

PROC#I. WAIT FOR DATA READY

ENTERING A W A I T

PROCeZ. AWAIT FOR DATA READY

EERING AWA I T

PROC#Z. PERFORMING FILTER DESIGN ON FRAME: 04

PROC#Z. ADVANCE CLUTTE SUPPRESSION EVDTVONT
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ENTERING A D V A N C E

PROCel. PERFOIMING CLUTTER SUPPRESSION ON FRAME: 05

PROC#1. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING A D V A N C E

PROC@. WAIT FOR DATA READY

ENTERING A W A I T

PROC#Z. AWAIT FOR DATA READY

ENTERING A W A I T

PROCOZ. PEIORMING FILTER DESIGN ON FRAME: 05

PROC#Z. ADVANCE CLUTTER SUPPRESSION EVD4IC3NT

ENTERING A D V A N C E

PROC#I. PERFORMING CLUTTER SUPPRESSION ON FRAME: 06

PROC#I. ADVANCE FILTER DESIGN EVENTVOONT

ENTERING A D V A N C E

PROC#1. WAIT FOR DATA READY

ENTERING A W A I T

PROC#Z. AWAIT FOR DATA READY

ENTERING A W A I T

PROCOZ. PERFORMING FILTER DESIGN ON FRAME: 06

PROC#2. ADVANCE CLUTTER SUPPRESSION EVEDI7UNT

ENTERING A D V A N C E

PROC#1. PEIFOMING CLUTTIE SUPPRESSION ON FRAMZs 0?
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PROC#1. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING A D V A N C E

P IOCI. WAIT F3R DATA READY

ENTERING A W A I T

PROC
#
Z. AWAIT FOR DATA READY

ENTEING A W A I T

PROC#Z. PERF04ING FILTER DESIGN ON FRAE: 07

PROC#Z. ADVANCE CLUTTE SUPPRESSION EVEFIaOUNT

ENTEING A D V A N C E

PROC.#. PEROAING CLUTTE SUPPRESSION ON FRAME: 08

PROC#I. ADVANCE FILTER DESIGN EVEJ2ZNT

ENTERING A D V A N C E

PROC@ . WAIT FOR DATA READY

ENTERING A W A I T

PROXCZ. AWAIT FOR DATA READY

ENTERING A W A I T

PROC#Z. PERFOBAING FITERM DESIGN ON FRAME: O

PROC#Z. ADVANCE CLUTTER SUPPRESSION EVD(TCOUNT

ENTERING A D V A N C E

PROC01. PZ71ING CLUTTERi SUPPRESSION ON FRAME: 09

PROC01. ADVANCE FILTER DESIGN E'MOVNT

DINTRING A D V A N C 2
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EXAMPLE #3

The input source code for this example is exactly the

same as for the previous example. The difference is the output.

The output under the header EXAMPLE #3 OUTPUT has more output

messages. In fact in every module of the operating system

has been incorporated at least one output message as shown

in Figure 55.

In this way the debugging and checking becomes easier.

Also it is possible to follow the flow of program control

between several modules of the operating system.

The higher priority process is PROC91 (CLUTTER SUPPRESSION)

with priority 40 and the lower priority is PROC02 (FILTER

DESIGN) with priority 41.

The address space descriptor for the first process (the

base of its "per process stack") is equal to 6000H(this

appears as 600 because of INTEL's monitor convention), for the

second it is 7000H and for the idle process it is 5000.
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LEVEL MODULE OUTPUT MESSAGE

CHECKVIRTINT ENTERING CHECKVIRTINT

ITC$RET$VP ENTERING ITC$RET$INT
RUNNING$VP$ID =

ITC$LOAD$VP ENTERING ITC$LOAD$VP
LOADING VP NUMBER:
PRIORITY FOR THIS VP IS:
NEW DBR FOR THIS VP IS:

ITC CHECK$PREEMPT ENTERING CHECKPREEMPT

GETWORK ENTERING GETWORK
SELECTED$DBR

RUN$THIS$VP ENTERING RUNTHISVP
SET VP TO RUNNING: VP =

ITC$SEND$PREEMPT ENTERING ITC$SEND$PREEMPT

LOCKVPM ENTERING LOCKVPM

UNLOCKVPM ENTERING UNLOCKVPM

RDYTHISVP ENTERING RDYTHISVP
SET UP TO READY: VP =

TC$SCHEDULER ENTERING TC$SCHEDULER

TC$LOCATE$EVC ENTERING TC$LOCATE$EVC

TC TC$AWAIT ENTERING AWAIT

TC$ADVANCE ENTERING ADVANCE

TC$PE$HANDLER ENTERING TC$PE$HANDLER

FIGURE 55. OUTPUT MESSAGES OF THE OPERATING SYSTEM'S MODULES

(
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3 EXAMPLE #3 OUTPUT

ENTERING CRECKVXRTINT
ENTERING LOCKVPM
ENTERING RDYTHI SVP
ENTERING JTCSR.ET$VP

RUNNINGSVP$ID - 00
SET VP TO READY: VP - 00

ENTERING GETAVR
SELECTEDSDBR - OSO0

ENTERING RUNTHI SVP
SET VP TO RUNNING: VP - 01

ENTERING UNLOCKVPM
ENTERING RPEDvPT
ENTERING I TC$RET$VP

RUNNINGSVP$ID a 01
ET'ERING TCSPESHANDLER
ENTEING TC$SCULER
ENTERING ITCSRETSVP

RUNNINGSVP$ID a 01
ENTERING iTCSLOADSVP
ENTERING ITCSRETSVP

RUNNINGSVP$ID - 01
LOADING VP NUMBSER: 01

PRIORITY FOR THIS VP IS: 40
NEW DBR FOR THIS VP IS: 0600

ENTERING GETRK
SEIECTESDBR - 0600

ENTERING RUNTHI SVP
SET VP TO RUNNING: VP - 01

ENTERING UNLOCXVPM
ENTERING CHECKPREEMPT
ENTERING I TCSRETSVP

RUNNINGSVPSID a 01

PROC*I. INITIAL ENTRY INTO CLUTTER SUPPRESSION

PROC01. WAIT FOR DATA READY

ENTERING A W A I T

ENTERING ITCSRETSVP
RUNNINGSVPSID - 01

ENTERING TCSLOCATESEVC
ENTERING TC$SCHZDULER
ENTERING ITCSRZTSVP

RUNNINGSVPSID - 01
ENTERING ITCSLOADSVP
ENTERING II T ZCTSVP

RUNNINGSVPSID - 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 40
NEW DIR FOR THIS VP IS: 0600

ENTERING GrW1=
SEKLCTESD3 a 0600

ETIER ING RUNTHI SVP
SIT VP TO RUNNING: VP a 01

PROC01. PWRFCAING CL'TTER SUPPRESSIaE ON FRAME: 01
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I
PROCfl. ADVANCE FILTER DESIGN EVEITCJUI

ENTEING A D V A N C E

ENT ING TCSLOCATESEVC
ENTERING ITC$RETSVP

RUNNING$VPSID - 01
ENTERING Tr$SCHEDUL.R
ENTEtING ITCSRETSVP

RUNNINGSVPSID - 01
ENTE ING I TCSLOADSVP
ENTERING ITCSRETSVP

RUNNINGSVPSID = 01
LOADING VP NUMBER: 01

PRIORITry FOR THIS VP IS: 40
NEW DZR FOR THIS VP IS: 0600

ENTERING GET1RK
SELECTEDSDBR - 0600

ENTERING RUNTHI SVP
SET VP TO RUNNING: VP - 01

PROC*#. WAIT FOR DATA READY

ENTERING A W A I T

ENTERING ITCSRET$VP
RUNNINGSVPSID - 01

ENTERING TCSLOCATESEVC
ENTERING TCSSMULUl
ENTERING ITCSRETSVP

RUNNING$VPS ID = 01
ENTERING ITCSLOADSVP
ENTERING I TCSRETSVP

RUNNINGSVP$ID - 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 41
NEW DI, FOR THIS VP IS: 0700

DE13tUING GE1T=
SELECTMDgSDR - 0700

ENTERING RuNTHI SVP
SET VP TO RUNNING: VP - 01
ENTEING UNLOCXKVPM
ENTERING OHIWKlMRZPT
ENTUiNG ITCSRZT$VP

RUININGSVP$ID - 01
PROCOZ. INITIAL ENTRY INTO FILTER DESIGN

PRCOZ. AWAIT FOR DATA READY

ENITEING A W A I T

ENTERING ITC$RETSVP
RUNNINGSVPSID - 01

EiTRING TCSLOCATSEVC
NTZRrING TC$SCH ULEI
ITERING ITCSRrrVP

RUNNINGSVP$ID - 01
DETUXNG ITCSLOADSVP
EIT ING ITC$RITsVP

RUMISVP$ID - 01
WADING VP NUMBER: Ol

PRIORITy FOR THIS VP IS: 41
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NEW BR FOR THIS VP IS: 0700

ENTERING GET RK
SELECTEDSDBR - 0700

ENTERING RUNTHISVP
SET VP TO RUNNING: VP - 01

PROCeZ. PERFOIMING FILTER DESIGN ON FRAME: 01

PROCeZ. ADVANCE CLUTTER SUPPRESSION EVENTCOUNT

ENTERING A D V A N C E

ENTERING TC$LOCATESEVC
ENTERING ITC$SEND$PREDvPT
ENTERING I C$ SENDSPREEMPT
ENTERING ITCSRETSVP

RUNNINGSVP$ID - 01
ENTERING TCS SCIMULER
ENTERING I TC$RET$VP

RUNNINGSVP$ID = 01
ENTERING ITCSLOADSVP
ENTERING ITCSRETSVP

RUNNINGSVPSID -1 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 40
NEW DER FOR THIS VP IS: 0600

ENTERING GE1WRK
SELECTD$DBR - 0600

ENTERING RUNTHI SVP
SET VP TO RUNNING: VP = 01

PROCeI. PERFORMING CLUT'ER SUPPRESSION ON FRAME: OZ

PROC#1. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING A D V A N C E

ENTERING TC$LOCATESEVC
ENTERING ITCSRETSVP

RUNNINGSVP$ID . 01
ENTERING TC$SCMULER
ENTERING ITCVSRETSVP

RUNNINGSVPSID - 01
ENTERING ITCSLOADSVP
ENTERING I TCSRETSVP

RUNNINGSVP$ID - 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 40
NEW DER FOR THIS VP IS: 0600

ENTERING GE1WRK
SKELCTEDBR - 0600

ENTERING RUINTHI SVP
SET VP TO RUNNING: VP - 01 -

PROC#i. WAIT FOR DATA READY

ENTERING A W A I T

ENTERING IT7CSRT$VP
RUNNIMNSVPSID a 01

ENIZTING TCSLOCATZSVC
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ENTERIMX =I$SaCTJ. 1E.
ENTERING ITCSRETSVP

RUNNINGSVPSID - 01
ENTERING I TCSLOADSVP
ENTER ING I TCSRETSVP

RUNNINGSVP$ID - 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 41
NEW DBR FOR THIS VP IS: 0700

ENTERING GETRK
SELECTEDSDBR = 0700

ENTERING RUNTHI SVP
SET VP TO RUNNING: VP - 01

PROC#Z. AWAIT FOR DATA READY

EERING . AW A I T

ENTERING I TCSRETSVP
RUNNINGSVP$ID - 01

ENTERING TCSLOCATE$EVC
ENTERING TC$ SCHEULER
ENTERING ITCSRET$VP

RUNNINGSVP$ID = 01
ENTERING ITCSLOADSVP
ENTERING I TCSRETSVP

RUNNINGSVP$ID = 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 41
NEW DBR FOR THIS VP IS: 0700

ENTERING GETVK
SELETSDBR - 0700

ENTERING RIINTHI SVP
SET VP TO RUNNING: VP = 01

PROCZ. PERFONMfING FILTER DESIGN ON FRAME: 02

PROC#Z. ADVANCE CLUTTER SUPPRESSION EVENTCUNT

ENTERING A D V A N C E

ENTERING TCSLOCATESEVC
ENTERING ITC$SENDSPREN T
ENTERING I TCSSENDSPR.EEMPT
ENTERING ITCSRET$VP

RUNNINGSVPsID = 01
ENTERING TC$SCHEU R
ENTERING ITCSRETSVP

RUNNINGSVPSID a 01
ENTERING ITCSLOADSVP
ENTERING ITCSR$TSVP

RUNNINGSVPSID - 01
LOADING VP NUMBER: 01

PRIORITY FOR THIS VP IS: 40
NEW DIR FOR THIS VP IS: 0600

ENTER ING G97VCM
S LECTEDSDBR = 0600

ENTERING RUITHI SVP
SET VP TO RUNNING: VP - 01

PROC#e. PERFORMING CLUTTER SUPPRESSION ON FRAME: 03

I!
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EXAMPLE #4

This example was designed and implemented by Kurt

Holmquist for testing purposes of the operating system,

and consist of five processes running on a uniprocessor

system under the operating system.

In the following pages are included the input source

code under the header EXAMPLE #4 INPUT and the output of

the microcomputer directly to the printer under the header

EXAMPLE #4 OUTPUT.

244



EXAMPLE #4 INPUT

.i. > u-,rer 3±' 3ro!:eses

'0 IT5 t 1 L;I nAL;nr

-'± ~~: R)CILURE =BYTE ETriRAAL;

'issi'e: 511ZEDJE (rsr_111) SXTSP4AL;
~Z.CARE r!Sg _ii POINrrR;

**tt CEDGUUl (?Vent n1ie,count) EXTERNAL;
ZECLKRI !?vent na-n POINTE.

:ouat doRr;

~:PROCEU;VE (event mine) ETTRSP.L;
Z vent -2a&7e PfrR

/~~'*Event :ount le atgtiou **f

- ~ PITYE IN171AL (~E3H0H~NIGPROCESS ~)
~ < 31TE I16tr1AL ('3 DBR -,J
- ~1:~ ~ET!! INIIIAL (0DK,?AH.

4I7 A~ Kir TO CUL A7CE.,

HIIT A, EY ?0 CALL AI',)

fio~tei uat, ssrer, oroceSs) WORD,

:ELAT. !-STR! LABEL '?'!LTC;

/91 Frorrin for any iuiber of processes to exzute *

EN D:L WFILE 1;

/* Ea:2 pro-?5s 11eii!!s itself by reeling t ~e

=r s 3T(ss r -i, C AIJD .3?1T;
onl 2 LO'd (5rw:?ss) zz
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ZA- '!ie~ C'm ; rur

:Ir= :el! :lit; /* Js- vaz~oarl innut :0 steT
throurn th nro"rr

3- :s ti:? list ori:?ss on ie oat list aas lower
ririty taan all te ',taers, it nas a sliently iiff-!rent

pr,riq S!uenz?. For tie list process only, :ne prl.:'ss
svlt:a Will take Pla:e Wien tiea call to Alvance Is late. *

I-- oro:-!ss - iu1I pro: TqEN DO;

:ALL Aiveoce (Oaivacaext);

/* All oDocesses ez:e-ot tie last one on tie 1031 list
?7e:ute tie followinw. *

7LS-z ro;
/* A~vsnze tne event :ount ~

:ALL kirsoz: Dila1:::eext);

:tr-Real :tiar;

avat~i OU~ =((i-l)/5 +19*5;

CALL kd a i' (in:,!nx oz.&waltel count;

/* 71e -urrentlZ rurninr process will eccime blocket
at tils Voint 3al aaot't!r proci-s sill berin running.
ilea 3 process wtica 2&s previously bloccal itself

)epj'ns ruening aral",. tfe entry polrt will be here
aol tie followint call will leter-iaie the process
swit:r tiie.
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0 EXAMPLE #4 OUTPUT

RUNNING PROCESS #I DBR - 0710
HIT A KEY TO CALL "ADVANCE*.

HIT A KEY TO CALL 'AWAIT".

RUNNING PROCESS #z DBR - 0720
HIT A KEY TO CALL "ADVANCE*.
HIT A KEY TO CALL 'AWAIT'.

RUNNING PROCESS 03 DBR = 0730
HIT A KEY TO CALL 'ADVANCE-.
HIT A KEY TO CALL "AWAIT'.

RUNNING PROCESS #4 DBR = 0740
HIT A KEY TO CALL "ADVANCE".
HIT A KEY TO CALL "AWAIT".

RUNNING PROCESS #5 DBR = 0750
HIT A KEY TO CALL "ADVANCE'.

RUNNING PROCESS *I DBR = 0710
HIT A KEY TO CALL *ADVANCE".
HIT A KEY TO CALL *AWAIT".

RUNNING PROCESS #z DBR = 0720
HIT A KEY TO CALL "ADVANCE'.
HIT A KEY TO CALL "AWAIT'.

RUNNING PROCESS 03 DBR = 0730
HIT A KEY TO CALL "ADVANCE*.
HIT A KEY TO CALL "AWAIT'.

RUNNING PROCESS #4 DBR - 0740
HIT A KEY TO CALL -ADVANCE'.
HIT A KEY TO CALL 'AWAIT.

RUNNING PROCESS #5 DBR - 0750
HIT A KEY TO CALL 'ADVANCE'.

RUNNING PROCESS #1 DBR - 0710
HIT A KEY TO CALL 'ADVANCE*.
HIT A KEY TO CALL 'AWAIT".

RUNNING PROCESS #2 DBR = 0720
HIT A KEY TO CALL *ADVANCE'.
HIT A KEY TO CALL 'AWAIT".

RUNNING PROCESS #3 DBR - 0730
HIT A KEY TO CALL 'ADVANCE'.
HIT A KEY TO CA-L "AWAIT'.

RUNNING PROCESS #4 DBR - 0740
HIT A KEY TO CALL *ADVANCE'.
HIT A KEY TO CALL "AWAIT'.

RUNNING PROCESS 05 DBR - 0750
HIT A KEY TO CALL 'ADVANCE".
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EXAMPLE #5

This example was designed and implemented by the following

students of Naval Postgraduate School:

LT Kenneth Webb
LCDR Leo Schnieder
LT Antony Christian

in partial fullfillment (as a project) of the requirements of

the course CS 3550. It can be used to test the synchronization

and communication mechanisms of the operating system.

In Figure 56 is shown the interactions of five processes:

I/O CONTROLLER, ID-POSIT, CORRELATION, TRACK and DISPLAY. Also

shown are five shared buffers: SENSBF, SENSDR, ACTIVE-BUFFER,

OUTPUT TABLE and TRACK TABLE residing in the system's global

memory while the processes code and data are located into the

microcomputer's local (on board) memory. For example, the

shared buffer SENSBF is used by the I/O CONTROLLER and ID-POSIT

processes and so on.

Flow of information into and out of the various processes

and buffers is indicated in Figure 56 by the direction of the

arrows. Eventcounts are shown between the processes.

The details about this project will not be incorporated

here since these can be extracted from the following input

source code, under the header EXAMPLE #5 INPUT. The output

to the printer follows the input source code, under the

header EXAMPLE #5 OUTPUT.

248



1/I CONTROLLER

INTERRUPT 

i 
1

ID - POSIT

ID POS IDBUF SENSDR

CORRELATION
TRACK_____

TABLE .

ACBUF TABAC BUFFER

UPDAT OTRDN OUTPUT

TABLE

I ISPLAY

FIGURE 56. AN EXAMPLE OF FIVE INTERACTIVE PROCESSES
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EXAMPLE #5 INPU2T

~~LAPE a iCE IU A k

I.'pA z e) ?17F E&I& (tirpREs%;

,.CLkRE TSPP() YE D&rk('7GTSOATA%');
~.AP :D~nsT~ST~r(5) Y1EDkTk('D$P3SIT$STARr%');

ZECLARE I 1NTEC;FR INITI.4L (3);
?Z.LARE SINS--J? (20) STREM (INFO(15) MTE. T~m -in

?t.&A,$ 11TE) rXrERNkL;
,EZLARI MEE LUTERALLT '30h';

ZLARF ZZ iCRE initial (1);
' E:LAPZ (J.L,f,3EAI4;) Ir~u':R;
:ECLARE (ISSENS, Y$SENS, RANGE) INTEGER;
CEZURL ?Lai7ER(15-) INTEISR;
07LLPE (3NG$%fULr$PTP, ?0SIT$PTP) POINTEP;
:ECLARE 5E4S$4L7'n INTEGER ETrERN&L;
.E LARL (X$ST:, WSTT) INEflR EXTERNAL;

0!'.LAPE 71"WI1 dORD EXTERNAL;
:E!:LAPZ (PNG$"LT PASED SNm$Mt7LrSPR)(z) xITEGE;
EZLARE (PII UASED POSISPR)(2) INTEGER;

AdAIT: ?R3CZDUT (TTC$IDSPARM, 3TC$VAL$PkF1) EXTE~RNAL;
hL:LkfRlEW~c$lrsPARM POINTER;
0Z:LAE !7C$VAL$?APM 00RD;

k:J&:iZE: MRCENRI (1VC$I:$PAR',) EXTER.NAL,;
IFCLARE 1VC$I:SPARV' POINTER;

?~N;&LTZZP: M~CIDUP.E (BEAPING) ?OINTSR EXTERNAL;
DECLARE PEAP.IN.' INTEGER;

vir SNG&NALIZER;

.~TPc:r:PRCEDURI (XSIASE, T$B&SE, XSCO4P, r$COMP, PNG) POINTER
EXTERN AL;

DECLAPS (X$BASE4!$V&SE. XsCO*4?, r$COMP, RN,30 INTEGER;

drit: proe~ure (pt) external;

!NZ7V2: MumsI~R EXTERNAL;

,'*ENr OF TH!E E!CLARK7IONS*/
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' ESBUSFI).?LAD5$7 = JH H'

/*NR'N THE 3UFT CCU'JT AND OBDTAIN THE DATA. CC47ERT
FR k.'CII 70 :W LRPIC'L REPRFEETk"ION.*/

17: 2e THEN
0c;

:0 j = 0' TO 14.;

END;

ELSE rO;

:3 a T o 14;
BJFFER(J) 0 IN?( S3NS'9U(t).INFO(J) 30-

END;

SENSUTI).t1:$7 RESET;

/* THE 4LEXT STEP IS TO CON4SOLIDATE TEN r4P?T INFQRMATION
:NT3 THE APPROPRIATE VARIABLES*/

DO;SX NS - ((lgo

(1s * UPFIR(M))
(BU * IU7F(4) ) )

!'SSENS a ((1900 BU* ()
(laa3 5UFF!p((!))+

(Le * ETYE(7"

MERIN2 Mao; BUF!R(g))
(13 * TYrR(l0))

Qk a ((133 BQIEP(12))
(1a * DITTEl)) 4-

END;

/* CALL ?HE SUBROUJTINES dRICK ANALYZE THE DATA TO PRODUCE
THE ZARGE?'S POSITION ON &N X-Y GRID*/

END;

/* LOAr :H1 mL"ORT SHARED OITH :HE CORRELATION PROCESS*/

CALL AikIT(,aIDOrF.d);

OC;
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!Sr'T P- IW

szT rH! ADVAiuC rc 51;NAL M~ SND OF 'HIS ?ROCISSOR 29M
rHT SCHEMEJ~R*/

CALL ADVANCE9I3DPOS);

EN Inspos IT;
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7F:~wrA::ES dHro; ANT :Ni,,.4; rA0 Ers lZ -

7~&~ dIH AN!' ?R.I kLR[ArY BEINII TRACIED IN r~i
.mi^ STAFL7. It '.l!EPE IS A C3!RRiLATION THIEN T91 MOfT'LZ

:r rHEPE iS i0 CCPRTLAri~'J,,riN :%imoi's;.s--
%Ey 7ipGz? A vu[ rRAc& V4wBER AN ENEPS rWS ? ' ACZ
N.J"BLR. T POSITION. T POI~N .::-IE 1% rH! 7RACKs

'SLE. /

/* F.TKNAL DECLARATION4S

ZECLARF TRACW~AFLE( 25)STRUCTURE (TRAC[$SNR IORD,X$POSIT INTEGER,
T$POSIT INTED;ERT'I OPD,CSE INTMDEP.SPD INJTEGEP,
1$--!YPOS INTEDER.TS?OPOS.1NTtD.ER)ETTERNAL;

rECLAR! AC-iIVE$SOFF SrR3C-f7tE(TRACK$NP #ORD,X$POSIT !NTEOGE
!SPOSIT INTE-.LRZTME VORD)EITTI.AL;

:E:L&RF SENS$NLVM1 INUER EXTERNAL;
:ECLARE (r5?GT,f$?GT)1NrEGER EXTERNAL;
C: L&Rl T!"E2. OORD EXTERNAL;

/* INTZRNAL DECLARATIONS '

CECLARZ hJJ,YFO:TND) iOar;
DECLAPE Z 4ORD;
;ECLARE V dORD INITIAL(3;
rZCLARI M 4ORD INITItL(3);
09:L&PE CTPUZ.F&LS!)ICRD INIIAL(FIR,00H);
ZYCLARF IZPDS(6)PTTE DAA( IPMs);

LCREAC!Mr(5)TE DArA('CUUFV,);
DEL U! (S)MT! 0krAIDBU?%');

U;CLAPE 7;FkC(e)?fTE ZArs VTAPACV?;
ZICLARZ (3LNSOR,XTlRTrkR)INfEGZR;
ZE:LAPZ 74Z dCPD;
ZECLAP.I MS'1(*)BTTE rNIIIAL('ENTERTNG CORRELATION%');
LZ:LARE vSDZ2(*)BfT INITIALULEAvINOW CORREiATIONV);

/* EXTERNAL PROCEDURES */

7RLH ACTANCE !MOrULZ ADVANCES TOE VADJZ Of ZVC ID$PARM. *

ADVANCE; PROCEDYRIIC$ID$PAR!) EXTERNAL;
DECLARE IYC$ID$PAR'4 POINTER;
IND ADVANCE;

/* ZE AOAIT "OL1LE #ILL PLOCE VtE CALLIN; PROIRAM PROM
ETECUTION UNTIL IVC$IDSPAR~1.ETCSVAL$PARM. 0/

AWAT; PltCEDUIRE(ETC$ID$PARM.EVCSVAL$PkRM4)EXTURNAL;
DECLARE EVCSIDSP&R~l POINTER;
ElLARE EVC$TAL$PARM dORD;
EdD &AA!;

/* TSE TMATCE '1CU=1 BETERXIN[S 1dPZTRP. THE INCOMING TARGE:TS
X P23ITICJ COMRLATE3 411H ANT FUTME X ?OSITZ:NS OF 'HACTS
7KAT ARE ALPZ! IN MH IRA:KST?Li.

X'C:PROCETU]RI(TARLE$PR.XTARt.N)dOHC EXTERNAL;
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UC:.LAF! (?AR!sT~

0 F C L a E ' t

/* H !'107C4 'IULZ CO"PARFS r4 T FU1TURE ?051710N IF 77- Tv.ACK
~:N :T' ACH wOZ7LE 7o rHE rNcO9ir% rA.R!E"S T PIS;?!ON
~At YER'NE :F HER-7 IS A CORRELATION.

Y'A!C: ?vOCEDURE(FU UPET.!7ARdORD EXTER'JAL;
ZICLAP! FJ7JREf iNTEGI.;
DECLAPE TTAP NFF P
1'4C TYArCH;

::-7?%LZ IIUL FILLS rHE !R$TkLZ dITH TRACK IJU"EP,
?;S!T:ON. f POSITION, AND 37 o ALL IlEd TRACIS.

:A3L-: PROCELUTRE(m,!tAR,TTAR,T)ZETERNAL;
DECLARE 4i dORZ;
rl:LARl (TTAR,T&R)INT!UER;
'ZELA?.E r donD;
END TAILE;

14 .'HE zU?* "IMEL jPrArEs rif ACITZ$P:J7F iin TRACK NUMPER,
K ?)viON, f P3S:TION. AND TI-E 37 ALL OLD TRACES. ~

ZECLARI (?N.T)EORD;
~ZCL&RF (XTAR,T&R)INrEGER;

/* THE dRITE 11F)ULE IS UJSED TO PRINT OUT lXSS&3ZS. ~
dRITS: PCDURE(PTR)Z1T!R4&L;

DECLARE PTR POINTER;
ENE iRITI;

:3 Z-1 !O 10009;

CALL lRIEQIMS3,1);
CALL AvAr(,lrzpos.z);

S EN53 RwSENSS NJ?1;
XTAP-XSTGr;

CALL A:TANCE(MZID!-7);

CALL AgAI?(MAC.4);

rFOUND-YALSE;

:0 dEILl Je25 AND !?.OUNDw!ALSE;

;a(MATCH( YTRACK$rL3LZ,lT&R,M);
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:3r;

U ;-25 ?R'Eq

:ALL TALZ(-ArAR,ita:"E);

C&LL &D!AMCE(,PLC13UF);

CALL d~jIE?P3S;2);

END CORRELA71ON; /0 END 0? M0t0LE *
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CZLAP.Z 1 LIrEZRALLr 'ZF
C.7Ts!APLZSPTP POLN7EP.

Or.Z r-!TE DATA VO79TV).

,I 'fr liti~1 (0),

I von iflitiai (4).

CICLARL ?U7F (4) STRUC:7RE (rR&CK$NR lOPD, X$POSIT INTEE.
!$P5SIT INTEGER. TI'IE IN~TEGER, :SiI NTEGER,
SPr INTEGER, FLAG !T!8)

lL&T 3C'?U!$TAPkLE 57RUCTURE (7R&CICSNP 4ERD, XSPOSIT
INr:ZR. !SPOSIT INTZERM. TIME INTEGER,
:B INTEGER, :P; INTEG~ER, FLAG BYTE)

ET7ERNAL;

IR:rE: PROCEt:1RE (P?!) ElTERNAL;
:ECLARE PTR PlINTER;
iNr;

&DTANZZ: ?OOCSCURE (97C$ID$P&R'U SITERNAL;
ZECLARE EVCSIDSPARM ?OrNTER;
ENr irUN~CE;

A&IT: ?ROCEDURE (ETC$19$PAR1, SVC$VALs?ARfl SIM!N&L;
CICLAR! i7VCSlr$PARd PoimrEa,

.ALL ;PI7Z (W('3!IN TEST OF D1SPLAT.A))

1* 'NITIALIZE 0/

37FF(1'.rRAc[sNR
BUJv(l).XSPOSIT = 531;
iii;(1).TSPOSIT - ii
3i(l).TI'IE 1.4
ar(l).CSE -240;

!2F(1).SPL 345
BUFF(i).FLAG * i;

p~vr(3).?RACX$4R *13;

SE7iF(3).ISCPOSIT -212;
!3FF(3).YSPOSIT *24,13;

?7(3).TIMI 24e;

3UFF(3).--?D *lafjg;
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,jj.j wrie i from~ a ufr SliArel dMI :R-LAE )cl

ZkLL AdkI? ())Qfl!, 1);

.irP~r~sA0LE.TOS I r -= - $O T
c:puTsrABL.-.!SPOSIT - BUFF(J'.YSPOSIT;

JPTrAL.S P JFr(J).CSL;
OU;PtI!srABLE.3?D B UFFfJ).SPD;

ZALL 4PITE(3VIUFFER FILLED. ADV&k4CIN3 D)IS-LAr.X'));

:.AL Az7ANcz (YupuJr);
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1A7ANC7: PPOCY-URT (EVCSIOSAR") I!TERNAL;
L.:.&Ri 77C$I:$PAk~Y ?OIN:!R;

E7C$VPLSPk-'i dDR;;.,

i?:TE: 2ROCED17PE (?R) EXTERNAL;
FECLARE PTR POINTER;

CN7EP!' $ZALE: OROCEDCJR (rLBLESPTR) ?OI14TEP MEtRN&L.;
rECLARE rALi$PTR FoiNrER;
EN:~D;

:ECLARE I VO.: INITIAL (1),
PIR POINTER.
:JT5IABLT-sTR POINTE?,
SIT L:TERkLLT '01H',
REF LIM!ALLf '00H',
'ELIMITER L:TTRALL! '25H';
i?:Irejprjr (5) 2fTT r-rA (7PfATV),
:13 (z' ?T-~! DATA COT00!V).

:7'LAP.E OTPf~tsT'?Li STRI.CTIRE (!RACX$NR doRr. .t$POSI7 INTMER,
Y$ 3IT INTZGFR. 7I'!E! NT;ER, CSE INTEGE.,
spr INTEGER. FLAG BITE) M~ERNkL;

DELVS LOSPUT? STRUCTGrPE (TRACESNR WORD, XSPOSIT INTEGER.
T$POSIr INI~iR, TI1!E imrmE, CSE INTEMER,
SPO INTEGER, FLA3 BTTE);

DFCLkFE (OLTTAMPL ASID OUTTkBLEPT.) (25) STRUCTURE (TP.KSNR
(1J) B!T1, X$2 (1a) 31TE,
1$? (12) ?TTE. T (10) 3!'?!, CS! (13) ?!.E SPB

ZALL 4RIT3 (3(V!NT:PIV DISPLA!'.Z));

t- dill! z1;

CA7L dR1TE(W'!NTIRING ZISPLAT LOOP.Vfl);
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LOZsBUFF.SPD OJ2TPU7$TA3LZ-.3?D;
LOCSF777.7LA; = JUTPUSrkLE.JLAG;

14 ZONV R7 AA 0 .SCII FOR OJTPJT. ~

C'LL dR:7 ('('TiACINE TPOS17 T-P'SIT T1'.E COURSE SPEEWZ));
io * 3 :a 25;

it ;Usile~el = 1!1.iiIr

:ALL A:7kNCL (3OTRLT);

END ISPLAY;
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EXAMPLE #5 OUTPUT

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING CORRELATION

ENTERING A W A I T

BEGIN TEST OF DISPLAY.

ENTERING AWA I T

ENTERING DISPLAY.

ENTERING AWA I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
CALL ADVANCE(IDSPOSIT).

ENTERING A D V A N C E

Calling bearing_analizer.
Calling target posit.

ENTERING A W A I T

ENTERING A D V A N C E

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING A D V A N C E

LEAVING CORRELATION

ENTERING CORRELATION

DWTERING A W A I T

Extracting data from a buffer shared with CORRELA TE.

ENTERING A D V A N C E

ENTERING A W A I T

BUFFER FILLED. ADVANCING DISPLAY.

ENTERING A D V A N C E
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ENTERING A W A I T

ENTERING DISPLAY LOOP.
TRAC _NR XPOSIT YPOSIT TaIE COURSE SPEED
00 Z31.8 678.9 0067 240 0345
01 443.1 444.4 0175 Z40 0345

ENTERING A D V A N C E

ENTERING A W A I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
CALL ADVANCE( IDSPOS IT).

ENTERING A D V A N C E

Calling bearinganalizer.
Calling target posit.

ENTEIING AWA I T

ENTERING A D V A N C E

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING A D V A N C E

LEAVING CORRELAT ION
ENTERING CORRELATION

ENTERING A W A I T

Extracting data from a buffer shared with CORRELA TE.

ENTERING A 0 V A N C E

ENTERING AWA I T

BUFFER FILLED. ADVANCING DISPLAY.

ENTERING A D V A N C E

ENTERING AW A I T

ENTERING DISPLAY LOOP.
TRhPNR X POSIT Y POSIT TIME COURSE SPEED
00 231.8 678.9 0067 Z40 0345
01 443.1 444.4 0107 Z40 0345

WMrUING A D V A N C E
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I ENTERING A W A I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
EnterinCALL ADVANCE(IDSPOSIT).

ENTERING A D V A N C E

Calling bearinganalizer.
Calling targetposit.

ENTERING A W A I T

ENTERING A D V A N C E

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING A D V A N C E

ENTERING A W A I T

ENTEING A D V A N C E

LEAVING CORRELATION

ENTERING CORRELATION

ENTERING A W A I T

Extracting data from a buffer shared with ORRELA TE.

ENTERING A D V A N C E

ENTERING A W A I T

BUFFER FILLED. ADVANCING DISPLAY.

ENTERING A D V A N C E

ENTERING AWA I T

ENTERING DISPLAY LOOP.
TRACK NR X POSIT Y POSIT TIME COURSE SPEED
00 z31.8 678.9 0067 Z40 0345
01 443.1 444.4 0107 Z40 0345
02 443.1 444.4 0006 240 0345

ENIEING A D V A N C E

ENTERING A W A I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
CALL ADVANCE(IDSPOSIT).
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ENTERING D V A N C E

Calling bearinganal izer.

Calling targetposit.

ENTERING A W A I T

ENTERING A D V A N C E

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING A D V A N C E

LEAVING CORRELATION
ENTERING CORRELATION

ENTERING A W A I T

Extracting data from a buffer shared with CORRELA TE.

ENTERING A D V A N C E

ENTERING A W A I T

BUFFER FILLED. ADVANCING DISPLAY.

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING DISPLAY LOOP.
TRACKNR X POSIT Y POSIT TIME COURSE SPEED
00 231.8 678.9 0067 Z40 0345
01 443.1 444.4 0107 240 0345

O 443.1 444.4 0006 240 0345

03 333.9 335.Z 0175 240 0345

ENTERING A D V A N C E

ENTERING AWA I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
CALL ADVANCE(IDSPOSIT).

ENTERING A D V A N C E

Calling bearing analiser.
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Calling target posit.

ENTERING A W A I T

ENTERING A D V A N C E

Entering IDPOSIT LOOP.

ENTERING A W A I T

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING A D V A N C E

LEAVING CORRELATION

ENTERING CORRELATION

ENTERING A W A I T

Extracting data from a buffer shared with CORRELA TE.

ENTERING A D V A N C E

ENTERING A W A I T

BUFFER FILLED. ADVANCING DISPLAY.

ENTERING A D V A N C E

ENTERING A W A I T

ENTERING DISPLAY LOOP.
TRACKNR X POSIT Y POSIT TIME COURSE SPEED
00 131.8 678.9 0067 240 0345
01 443.1 444.4 0107 Z40 0345
OZ 443.1 444.4 0006 Z40 0345
03 333.9 335.2 0175 Z40 0345
04 443.1 444.4 0242 Z40 0345

ENTERING A D V A N C E

ENTERING A W A I T

Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
Entering IDLE PROCESS.
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EXAMPLE #6

This is the last and more powerfull example. Last

because no time is left for more testing of the operating

system. Powerfull because PROCO is loaded to one physical

processor and PROCO2 is another physical processor. These

two interactive processes use the synchronization and

communication mechanism and also the hardware interrupt

structure as it was configured to provide inter-real

processor communication (to support the preemptive scheduling).

Furthermore in this example only the ITC level is used to

demonstrate the verifiable "loop free" structure of the

operating system (the TC level is not linked with the

operating ystem in this specific example).

These two processes are initialized as ITC processes, in

the same way as they initialized the MMGT and IDLE process.

For their interactions, the inter-virtual processor

synchronization mechanism is used.

The address space descriptor (the base of the stack) for

the IDLE process is 5000, for the MMGT process is 5500, for

the first process is 6000 and finally for the second process

is 7000. Four VP's are used per real processor.

The input source code for these two processes is under

the header EXAMPLE #6 INPUT.
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Figure 57 illustrates some more output messages incorporated

in new modules used for this current demonstration of the

operating system (which were not included in Figure 55).

The output to the printer is included under the header

EXAMPLE #6 OUTPUT #1 for the first mocrocomputer and

EXAMPLE #6 OUTPUT#2 for the second one.

It can be seen from OUTPUT #2 that when the PROC#2 is

waiting the occurrence of the event FLDES (to reach a

speciiied value) because no other process is located on the

physical processor, it starts executing the IDLE process

(it outputs repeatedly the message ENTERING UPDATECOUNTER).

When this specific event reaches the necessary value PROC#l

signals to PROC#2 (using the ADVANCE operation) the

occurrence of this event. Since PROC#2 is loaded on another

physical processor, the hardware interrupt structure is used

to awaken this process (in OUTPUT #1 after the message

ITC$ADVANCE there is the message ENTERING HARDWARE$INT).

After receiving this signal, the physical processor exits

the IDLE process and continues on the previous task (PROC#2)

and so on.

To ensure in this example that the hardware interrupt

mechanism will be invoked, a different delay is used in these

two processes.
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LEVEL MODULE OUTPUT MESSAGE

ITC$INIT ENTERING ITC$INIT

KERNEL$INIT ENTERING KERNEL$INIT

ITC$AWAIT ENTERING ITC$AWAIT

ITC$LOCATE $EVC ENTERING ITC$LOCATE$EVC

ITC$ADVANCE ENTERING ITC$ADVANCE

GET$COUNTER ENTERING GETCOUNTER

UPDATE$COUNTER ENTERING UPDATECOUNTER

HARDWARE$ INT ENTERING HARDWARE $INT

FIGURE 57. MORE OUTPUT MESSAGES
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17

EXAMPLE #6 INPUT

Zf Lh174ALL! H'
L IERALLr Pf

:EAaZ 2*' E!T! DAIZA(33);

0ELAvE
?!T :-JtIrL (PROC'1l. INITIAL zEvrRf INTO CLUTTEP SUPPRESSION'!.

S;(* Brrx. 1I.TI&L V'PR'CNI. 4AIT FOR DATA REkDY
343* T!z INITIAL ('?POCNl. PSRFOP ING ZLLT 'ER SUPPEzSIOA: FR.AME 0

?S4~ T 7 ISMrAL ('PROCNI. AZ*LNCE FILTIR rESI;N EVENTCDLINT )

ZT7sAi&i1: 202CCDUPE(EVCSID,AiA.ITIDSVALTE) EXTERNAL;
'MCAR!. TVCstr BIT!,

ad&ITSD$VALJZ dORD;

lr:sAL7kNCl: ?ROCEDJRE(ZTCSlD) EXTERNAL;
ZECLAPE ZYCID 3t?E;

OJr$CHAR: ?ROCErURE(CRAR);
DECLAPE V10A BYTE;
:0 WJILl (IlV?(0DA!!) ANfl 01H) - 0; YND;

Ursi7: PPOCECIRE(?);

DECLAPE ASCII(-) 3TrT DATA (-ali 457e3-A!CoF');
:ALL UTSCHAFASCII(SHR(B.4) kND OF10l;
!ALL :JT$CHAP.(ASCl(B AND OV[));

END;

Z3 Z - 2 To !
CALL OUTSCNAR(S32.(Z);

ENZ;
:ALL D0J$cHAR(CR);
:ALL OUTsCRAR(LY);

13 Z - a TO 45
CALL OJTscffAR(4S;;2(Z));

END;
CALL 3Jr$CHAPfCR);
CALL :UT$CRA(LF);

:ALL
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ALL )U7CHA("S); ))

ZALL jT$cHA?(c0R);

ALL asH&()

ZALL ITC$ADV&NCT(FLOES);
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-7:LA i LT.4?.LLY CH
L.? LIT ERALLT 'JAH

:,L:LAZ C^JPP P17E i:&IA(33);
:ELAPE ILC-ES ?!7E DArL(44);

.S1(;) BITE I'JITI&L ('?RC*. INITIAL ENrRT INTO FILTER DES13
'53 2t*) FY?! I,141rI)L WAITMZ 11 FOR 'LATA REJAZY

BIT(' YE I1417TIL ('?POC#2. ?ERPOR'IING FILriR DESI^DN ON FRAME
,~4(-- BIT! INITIAL %'PROCOZ. kDVANCE CLUITTER SUJPPRESSION E7ENTCOUNT');

::sAdA&ITj: PR3CEDJRE(EVC$tiO,A1AITZD$TALUE) EXIERN4&L;
:ECLARX ETCSID) 3!TE,

A4AITED$VALJl 4ORr;

17..SACVANCE: PROCIDUNRE(ETCSID) ETTERNAL;
CECLARE LVC$ir BYTE;

)UrsCHE: PROCI:IRE(CHAR);
rTCLAE CIHAR BYTE;
IDO 4HILS (IMPT(ODAR) AND 3111) Z ; END;
'uT?UT(aO5H) - CHAR;

OU7$REX: ?ZoC:ED~Ip.!();
ZECLAPF ! FYTE;
EECLARE ASCII(*) BYTE ror& (z2123455?89A3CEF');
:ALL :UT$CqAR(AscrrI(lHR(B,4.) AND qii));
CALL 3UTCHAR(ASCII(B AND 3?H));

:3 Z - 0 TO '&!;
CALL OIT$CHA&(MS!1(Z));

4"14D;
CALL 3MrCKAR(CR);
ZALL )UT$CffAR(LF);

4R ~ILE (I <m MFR);

ZO Z a a TO 45
CALL OUT$CEAR(%!S'2(Z));

EN:;
:CALL 33TWCAR(CR);
CALL OUTWCAR(LF);

:ALL ITC$AdAITI2.?LDES,I);
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CALL. IJ$FR(2 S;3Z)

CL

CPUL ,JsCikR(CR);
'ALL :JT$CRAR(LT);

:ALL ITC$ADVANCE(CSt1PP);

-NC; /0 iiILZ I
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I

9 EXAMPLE #6 OUTPUT I

ENTERING ITC$ rNIT

ENTERING KERNELSINIT
ENTERING GE7WRK
SET VP TO RUNNING: VP - 00

SELECTMSDBR - 0550

ENTERING UNWV
ENTERING CHECKPREMPT
ENTERING ITCSRETSVP

RUNNING$VP$ID - 00

ENTERING I TC S AWA I T

ENTERING ITCSRETSVP
RUNNINGSVP$ID - 00

DTRING ITCSLOCATESEVC
ENTR ING GEiORK
SET VP TO RUNNING: VP - 01

SELECED$D3R = 0600

ENTERING UNLOCZVPM
ENTERING CHIO REMPT
ENTERING ITCSRETSVP

RUNNINGSVP$ID - 01
PROC#I. INITIAL ENTRY INTO CLUTTER SUPPRESSION

PROC#i. WAIT FMV DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNING$VPSID * 01

ENTEING ITCSLOCATESEVC
ETRING GE7%VCR
SET VP TO RUNNING: VP - 01

SELECTESDZR = 0600

PROCPl. PERYORfMING CLUTTER SUPPRESSION: FRAME # 01
PROC#l. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING ITCSADVANC E

DTERING ITCSRETSVP
RUINGSVP$rD a 01

ENTERDING ITCSL$ TZ$ EVC

ENEING H A R D W A R 2 S I N T
ENTER ING GE70

SET VP TO RUNNING: VP - 01
SELBTDSDER a 0600

PIl0c1. WAIT FOR DATA READY

ENTERING I T C $ A W A I T

ENTRING IT CSRTSVP
RUNNINGSVPSID = 01

ENTERING I CSLOCATESEVC
ENTE ING GE10

SET VP TO RUNNING: VP = 01
S ELBCTESDUt - 0600

PROC#I. PRFORING CLUTR. SUPPRESSION: FRAME 0 O

P3 0CCl. ADVANCE FILTER DESIGN EVD4TOUNT

ENTERING I T C S A D V A N C E
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RUNNING$VP$ID = 01
ENTERING I TCSLOCATESEVC

ENTERING H A R D W A R E $ I N T
ENTERING GETWORK
SET VP TO RUNNING: VP = 01

SELECTEDSDBR - 0600
PROC#1. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNINGSVP$ID = 01

ENTERING I TCSLOCATESEVC
ENTERING GETWORK
SET VP TO RUNNING: VP = 01

SELwT$SDaR = 0600
PROC#I. PERFORMING CLUTTER SUPPRESSION: FRAME 0 03
PROC#1. ADVANCE FILTER DESIGN EVENTCOUNT

ENTERING I T C $ A D V A N C E

ENTERING ITC$RET$VP
RUNNING$VPSID - 01

ENTERING ITC$LOCATESEV

ENTERING H A R D W A R E S I N T
ENTERING GETIORK
SET VP TO RUNNING: VP - 01

SELECTD$DBR - 0600
PROC#I. WAIT FOR DATA READY

ENIEING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNINGSVP$ ID - 01

ENTERING ITC$LOCATESEVC
ENTERING GF1'.WX
SET VP TO RUNNING: VP - 01

SELECTED$DUR = 0600
PROC1. PERFOIING CLUT SUPPRESSION: FRAME 0 04
PROC#I. ADVANCE FILTER DESIGN EVENTCOUNT

ETERING I T C $ A D V A N C E

ENTERING ITCSRETSVP
RUNNINGSVPS ID - 01

ENTRUING I TSLOCAThSEVC

ENTERING H A R D W A R E S I N T
DETERING GETRK
SET VP TO RUNNINGt VP - 01

SELECTIESDBR - 0600
PROC#I. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRET$VP
RUNNINGSVPSID - 01

ENTERING ITCSLOCATESEVC
ErRING GWlOM
SET VP TO RUNNINGs VP - 01

SELR OTSD3R = 0600
PROC#I. PZR'ORMING CLUTTER SUPPRESSION: FRAME *05
PROC* 1. ADVANCE FILTE DESIGN EVENTCOUNT
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EXAMPLE #6 OUTPUT #2

ENTERING IT"$I4IT
ENTERING KERNELS INIT
ENTERING GEIWRK
SET VP TO RUNNING: VP - 04

SELECTEDSDBR = 0550
ENTERING UNLOCCVPM
ENTERING CHECKPREBAPT
ENTERING ITCSRETSVP

RUNNINGSVPSID - 04

ENTERING I T C S A W A I T

ENTERING ITC$RETSVP
RUNNINGSVPSID - 04

ENTERING I I7 SLOCATE$EVC
ENTER ING GET'ORK
SET VP TO RUNNING: VP - 05

SELECTED SDBR = 0700
ENTERING UNLOCKVF
ENTERING CHECKPREEIMPT
ENTERING ITCSRETSVP

RUNNING$VPSID = 05
PROC#Z. INITIAL ENTRY INTO FILTER DESIGN
PROCOZ. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNINGSVP$ID - 05

ENTERING ITC$LOCATESEVC
ENTERING GETWORK
SET VP TO RUNNING: VP = 05

SELECTEDSDBR = 0700
PROC#Z. PERFORMING FILTER DESIGN ON FRAME # 01

PROC#Z. ADVANCE CLUTTER SUPPRESSION EVENTOUNT

ENTERIN I T C S A D V A N C E

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

ENTERING I TCSLOCATESEVC
'NER I NG CGE1NRX
SET VP TO RUNNING: VP - OS

SELCTED$SDBR - 0700
PRCCeZ. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

ENTERING ITCSLOCATESEVC
EN'T ER I NG GEI

SELECTEDSDR - 0S00
ENTERING UNLCV
ENTERING CHECKPREalPT
ENTERING ITCSRETSVP

RUNNINGSVPSID - 07
ENTERING GETC,. NTER
ENTERING UPDATECOUNTER
ENTERING UPDATECOUNTER
ENTERING UPDATECOUNTER
ENERI=G UPDMCCUNMrM
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ENTER ING UPDATECOUNTEM

ENTERING UPIOATECOUNTER ENTER ING LOCKWVIm
ENTER ING RDYTIII SVP

ENTERING ITCSRETSVP
RUNNINGSVPSID - 07

SE' VP TO READY: VP - 07

ENTnR ING GE"ORK
SET VP TO RUNNING: VP - 05

SELECTEDSDBR = 0700

PROC#Z. PERFOR4ING FILTER DESIGN ON FRAME 4 0Z

PROC# . ADVANCE CLUTTER SUPPRESSION EVENTCOUNT

ENTERING I T C $ A D V A N C E

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

ENTERING I TCSLOCATESEVC
ErrER ING GETI'RK

SET VP TO RUNNING: VP - 05
SELECTEDSDBR 0700

PROCSZ. EWAIT FOR DATA R0DY

ENTERING I TC SAW A I T

ENTERING I TCSRETSVP
RUNNINGSVPSID - 05

ENTERING I TCSLOCATESEVC
ENTERING GETWORK

SELECTEDSDBR - 0500

ENTERING UNfLCK.%4
ENTERING CHECKPRE.4PT
ENTERING I TCSRETSVP

RUNNINVP$SID - 07

ENTERING UPDATEICXINTER

ENTERING UPDATECOUNTER
ENTERING UPDATECOUNTER
ENTERt ING UPDATECCXNTER
ENTERING UPDATECOUNTER
ENTERING UDATECOUNTER
ENTERING LOCKVPM
ENTER ING RDYTHI SVP
ENTERING ITC$RETSVP

RUNNINGSVPSID a 07

SET VP TO READY: VP - 07
ENTERING GETORK
SET VP TO RUNNING: VP , 05

SELECTEDSDBR - 0700

PROC#Z. PERFORMING FILTER DESIGN ON FRAME * 03

PROCOZ. ADVANCE CLUTTER SUPPRESSION EVENTCOUNT

ENTERING I T C $ A D V A N C E

ENTERING ITCSRETSVP
RUNNINGSVPSID v 0S

ENTRr ING 1 7$SLODCATE$SEVC

ENTERING GETWRK
SET VP TO RUNNING: VP a 05

SELECTEDSDER a 0700
PROCeZ. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

E~rEJM =$ITATE$EWC
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i ETER ING G EnVO:RK

SELECTEDSDBR = 0500

ENTERING UNLOCKV:M
ENTE ING C'ECKPREBIPT
ENTERING ITCSRETSVP

RUNNINGSVP$ID = 07
ENTERING UPDATECOUNTER
ENTERING UPDATECOUNTER
ENTERING UPDATECOUNTE
ENTR ING UPDATECOUNTER
ENTERING UPDATECOUNTER
ENTER ING UPDATECOXUNTE
ENTRING U PDATECONTER
ENTERING UPDANTrERING LOCKVPM
ENTERING RDYTHI SVP
ENTERING ITCSRETSVP

RUNNINGSVPS ID - 07
SET VP TO READY: VP - 07

ENTERING GETMRX
SET VP TO RUNNING: VP = 05

SELECTEDSDBR - 0700
PROC#Z. PERFOW4ING FILTER DESIGN ON FRAME # 04
PROC#Z. ADVANCE CLUTTER SUPPRESSION EVENTCOUNT

ENTERING I T C S A D V A N C E

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

ENTER ING I TSLOCATESEVC

ENTERING GETWARK
SET VP TO RUNNING: VP - 05

SELECT$DSDBR - 0700
PROC#Z. WAIT FOR DATA READY

ENTERING I T C S A W A I T

ENTERING I TCSRETSVP
RUNNINGSVPSID - 05

ENTERING I TCSLOCATE$ EVC
ENTERING GEThVRK

SELECTEDSDBR - 0500
ENTERING UNLOCXVRA
ENTER ING CHWIPREAPT
ENTERING ITCSRETSVP

RUNNINGSVPSID - 07
T
ENTERING UPDAATEOUNTER
ENTER ING UPDATECNTER
ENTER ING UPDATECOUNTU
ENTERING UPDATECOUNTER
ENTERING UPDAT= 'INTER
ENTER ING UPDATECONTER
ENTERING UPVATECOUNTER
ENTERING UPDATICOUNTER.
ENTERING LOCKVPM
ENTERING RDYTHISVP
ENTERING I TCSRETSVP

RUNNrNGSVPSID - 07
SET VP TO READY: VP - 07

ENTER ING GE7'AORK
SET VP TO RUNNING: VP a 05

SELECTWSDBR a 0700
PROCGZ. PERFORMING FILTER DESIGN ON FRAME * 05
PROCDZ. ADVANCE CLUTTER SUPPRESSION EVDITCOUNT

EUMRDG ITC$ADVA=E
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ENTERING ITCSRETSVPIRUNNINGSVPSID) 05
ENTER ING I TCSLOCATESEVC
ENTERING GE7VRK

SET VP To RUNNING: VP - 05
SELECTED$DBR - 0700

PROC# Z. WAIT FOR DATA READY

ENTERING I TC SAW AI T

ENTERING I TCSRETSVP
RUNNINGSVPSID -05

ENTER ING ITC$LOCATE$EVC
ENTER ING GETWORK

SELECTED$DBR - 0500
ENTERING UNWCVPM
ENTER ING CHECKPREBE1PT
ENTERING ITCSRETSVP

RUNNINGSVPSID - 07

ENTER ING UPOATCONTERt
ENTER ING UPDATEW.JNTER
ENTER ING UPDATECOUNTER
ENTER ING UPDAT!COUNTER,
EN4TERING UPVATECOUNTER
ENTERING UPDATECOUNTER.
ENTERING UPOATCONTER
ENTER ING UPDATECOUNTER
ENTER ING UPDATECONTER
ENTER ING UPDATECOUNTER
ENTERING UPDATECOUNTERINTE ING LOCKVPM
ENTERING RDYTHI SVP
ENTER ING ITCSRETSVP

RUNNINGSVPSID -07

SET VP TO READY, VP *07

ENTERING GETW=
SET VP TO RUNNING: VP 05O

SELECTEDSD3R *0700

PROC#Z. PERFORMIING FILTER DESIGN ON FRA]ME * 06
PRoc. 1. ADVANCE CLUTTER StPIRESS ICC EVENIrAOUNT

ENTERING IT C SADV A NC E

ENTEING ITC$RETSVP
RUNNINOSYPSID - 05

ENTERING I TCSLOCATESEVC
ENTER ING GETWORK
SET VP TO RUNNING: VP - OS

SELECTEDSDBIR * 0700
PROC#Z. WAIT FOR DATA READY

ENTERIWr IT C SA WAI T

ENTERING ITCSRETSVP
RUNNINGSVPSID - 05

ENTERING ITCSLOCATESEVC
ENTERING OE1WORK

SELECTEDSD3R - 0500
ENTERING UNLOCKVF3M
ENTER ING CIMCKPREWT
ENTERING ITO SRKTSVP

RUNNINGSVPSID -07

ENTERING UPDATECOLNTER
ENTERING UPDATECOUNTER,

ENERIM UPDPECER
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DaNTRHO UPDATECOUNTfl
ENRNO UPDATECOUNTERt
ENan RHO UPDATrCOUNTR
ENTUERNO UPDATUCXJNTEt

ENTnRING UPVATCcxJTn
ENTRrnING UPDATECOXHTfl
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